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O AokymeHTe

B saHHOM foKyMeHTe onuvcaH nopsagok aenctemii no nogrotoske ViPNet Coordinator HW k

MCMNONb30BaHWIO, a TakXKe pa3BepTbiBaHMe BUpTyanbHoro obpasa ViPNet Coordinator HW, ocHoBHble

cueHapuy paboTbl CO CMPaBOYHMKAMU U KAKOUYaMM Y313, Nopsok obHosaeHus MO, pesepBHoe

KonmpoBaHme N BOCCTaHOBNAEHNE HaCcTpPOeEK.

[1ng KOro npeaHasHaydeH A0KYMEHT

JOKyMEHT npesHa3HayeH A8 agMUHUCTPATOPOB, KOTOPbIE OTBEYAIOT 3a 3KCMyaTaLuio U
conpooxgeHune ViPNet Coordinator HW.

CornaueHma 10KyMeHTa

Huxe nepeyncneHbl cornawleHunsa, NpnuHATbIe B 3TOM AOKYMEHTE A4 BblAE/IEHNA |/|Hc|>op|v|a|_|,|/||/|.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSIX

O603HaueHue OnucaHue

/\g BHuMaHwue! YkasbiBaeT Ha 0ba3atenbHoe AN UCMOJHEHWS UAW CiefOBaHNSA AeNcTBue
W MHpopmaLmio.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeNlbHOe, HO XenaTelbHOe A1 UCMONHEHNS NN
CnefioBaHUA AencTBue Nan MHPopMaLuio.

CoBeT. CoepP>XUT JOMONHUTENbHYHO MHPOPMaLMio obLLero xapaktepa.

Tabauya 2. O603Ha4eHus, ucnosb3yemele 0/ 8bideneHus UHpopmayuu 8 mekcme

O603HaueHune

Ha3zBaHue

Knasnwa+Knasunwa

MeHto > MNogmeHo >
KomaHaa

Konm

OnucaHue

Ha3BaHwe anemeHTa I/IHTequEI‘/Ilca. Hanpleep, 3aros10BOK OKHa, Ha3BaHWe
nonsa, KHOMKU UAn KnaBuLLn.

CoyeTaHue knaBumL. YTobbl MCMNOAB30BaTL COUETaHWe KNaBuLl, caesyeT
Ha>aTb NepBYyrO KnaBuly K1, HE OTNYCKaA €€, HaXXaTb BTOPYHO KnasuLly.

Vepapxuyeckas nocaesoBaTeIbHOCTb 31eMeHTOB. HanprmMep, NyHKTbl MEeHHO
WA pa3zentbl Ha NaHeu HaBurauuu.

Wwms daiina, nyTb, GparMeHT TeKCTOBOTO aiina (Koga) in KoMaHaa,
BbIMONHAEMas 13 KOMaHZAHOW CTPOKM.
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I'Ipm OnncaHnM KOMaHA B JaHHOM AOKYMEHTE NCNOJIb3yHOTCA caeayrolime yCioBHbIe 0603HaueHus:

e KomaHgbl, KOTOpble MOTYT HbITb BbINMOAHEHBI TONILKO B PEXMME aAMUHUCTPATOPa, cogepKaT
npuraaweHne ¢ CMMBOJIOM «#». Hanpumep:

hostname# xomaHza

. KOMaH,CI,bI, KOTOpble MOTyT ObITb BbINOJIHEHBI B pexunme n nosib3oBatend, n agMUHUCTPaTopa,
cogep>kat npurnalleHne ¢ CUMBOIOM «>», HaanMep:

hostname> xkomMmaHIa

e [lapameTpbl, KOTOPbIe JOKHbI 6bITb 3a4aHbl MOb30BaTENEM, 3aKNHOUEHbI B YT10BblE CKOOKMN.
Hanpuwmep:
KoMaHIa <IapaMeTp>

e Heobs3aTenbHble NapaMeTpbl UK KArOUEBble C/I0Ba 3ak/toUeHbl B KBajpaTHble ckobku. Hanpumep:

KOMaHIa <o0sg3aTeJIbHBI NapaMeTp> [HeoOd3aTeJIbHBEI IapaMeTp]

L] Ecan npu BBOA€e KOMaHAbl MOXHO YKa3saTb OANH N3 HECKOJIbKUX NMapaMeTpoB, 40MNYyCTUMbIE
BapWaHTbl 3aKN1O4Y€eHbl B CI)I/IprHbIe CKOBKM 1 pasgeneHobl BepTMKaﬂbHOIz qepT0|7|. HaanMep:

koMaHIa {BapmaHT-1 | BapmaHT-2}
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CBfiI3aHHblE AOKYMEHTbI

B Tabanue HMXe nepeymncieHbl JOKYMEHTbI, BXOAALLME B KOMMeKT gokymMeHTaunn ViPNet Coordinator
HW, noM1mMo gaHHOro AokKyMeHTa.

Tabauya 3. CesazaHHbie OOKyMeHMe!

[okymeHT

«ViPNet Coordinator HW.
O6bulee onucaHne»

«ViPNet Coordinator HW.
HacTtpoWika ¢ moMoLLbto
KOMaHAHOro
WHTeprpeTatopa»

«ViPNet Coordinator HW.
HacTpoiika ¢ nomoLbto
Beb-nHTepdenca»

«ViPNet Coordinator HW.
CueHapuu paboTbi»

«ViPNet Coordinator HW.
CnpaBoYHOE PYKOBOACTBO
Nno KOMaHAHOMY
UHTepnpeTaTopy»

«ViPNet Coordinator HW.
CnpaBoYHOE PYKOBOACTBO
Nno KOHOUIypaLVOHHBIM
bannam»

«ViPNet Coordinator HW.

ﬂVILI.eH3VIOHHbIe cornawleHma

Ha KOMMOHEHTbI CTOPOHHMX
npoussoguTeneii»

Copep>kaHue

OnucaHue obuein nHpopmaumm no ViPNet Coordinator HW, a Takxe
CYLLLeCTBYHOLLMX UCMIOIHEHUI 1 XapaKTePUCTMK annapaTHbIX
KOHOUrypaumin

OnucaHune ocHOBHBIX cLieHapues HacTpoiku ViPNet Coordinator HW ¢
MOMOLLbHO KOMaHAHOrO MHTeprpeTaTopa, paboThbl C XypHaaamu 1
MoHuTopuHra ViPNet Coordinator HW

OnucaHune ocHOBHbIX cLieHapues HacTpoiku ViPNet Coordinator HW ¢
NMoMOLLbHO BEG-UHTEpdeiica

OnuncaHne NpakTMyecknx cLeHapnes ncnoab3osaHmns ViPNet
Coordinator HW, koTopble TpebyroT KOMMNAEKCHOFO NMPUMEHEHMUs
pa3/MyYHbIX KOMaHZA 1 6a3oBbix cxem HacTpoiiku ViPNet Coordinator HW

Onucanue koMaHg ViPNet Coordinator HW

OnucaHne KOHGUIYPaLMOHHBIX GpalioB YNPaB/AIOLLEro JeMoHa 1
CVCTeMbI 3aLUWTbl OT c60eB

JIVLLEeH3NOHHbIE COrNalleHns Ha KOMMOHEHTbI CTOPOHHUX
npou3BoauTeNel, KOTOopble MCMOABL30BaANCL NpW pa3paboTtke MO ana
ViPNet Coordinator HW
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O nporpamMMHo-arnapaTHoOMm
komnnekce ViPNet Coordinator HW

MporpammHo-annapatHblin komnaekc ViPNet Coordinator HW npepacraBaseTt co6oi nHterpupoBaHHoe
pelleHue Ha H6a3e cneLnanM3vpoBaHHOW annapaTHOM NaaTGopPMbl U MPOrPaMMHOro obecrneyeHuns
ViPNet, koTopoe dpyHKLMOHUPYeT NoA ynpasneHvemM agantnposaHHoin OC GNU/Linux.

ViPNet Coordinator HW BbicTtynaet B poan VPN-cepBepa 1 npegHa3Ha4veH Ans UCnosib3oBaHus B IP-
ceTsX, 3aLiMTa KOTOPbIX OPraHN3yeTcs C NPYMEHEeHWEM KOMIIEKCa NporpaMMHbIxX npogykTos ViPNet.

ViPNet Coordinator HW B cetn ViPNet peanunsyet GyHKLUN KOOPANHATOPA, a TakXe psj
LOMOJHUTENbHBIX GYHKLWIA.

OnucaHwne Bcex dyHkumin ViPNet Coordinator HW cm. B sokymeHTe «ViPNet Coordinator HW. ObLuee

onmcaHume».
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[Toarotoska ViPNet Coordinator HW
K pabote

Ans noarotosku ViPNet Coordinator HW k akcnsyatauum BbinosHWUTE BCE AEACTBUS U3 NPUBELEHHOM
HUKe Tabanupbl B NPEAIOXEHHOM MOPSIAKeE.

Tabauya 4. MNopadok delicmeuli npu nodzomoske ViPNet Coordinator HW k pabome

[JelictBre Ccbika

O Ycranosute n nogkntoumte ViPNet Coordinator
HW K nutaHuto n ceteBoMy 060pys0BaHUIO.

Ecnu Bbl ncnonbsyete ncnonHeHve ViPNet PasBepTbiBaHMe BUpTyasbHOro obpasa ViPNet
Coordinator HW-VA, yctaHOBWTe BUPTyaNnbHbIiA Coordinator HW (Ha cTp. 12)
ob6pa3 Ha KomnbroTep.

O [MMonyunte gnucTpnbyTMB KIKOYEN CETEBOTO y3N1a
(dann *.dst) v naponb y afMUHMCTPaTOpa
Bawel cetn ViPNet.

O Bkarouute ViPNet Coordinator HW.

[0 Bbibepute cnocob ycTaHOBKM KitOYEl U Crnocobbl yCTaHOBKM U MOAFOTOBKA K YCTaHOBKE
BbINOJIHNTE HEODOXOAMMbBIE MOAFOTOBUTENbHbIE CMPaBOYHUKOB U KIFOYUEN (Ha cTp. 23)

AEUCIENANIEDE AN/ GIELOBROVE MOAroTOBKa K YCTaHOBKE CMPaBOYHUKOB M

KNtOUen ¢ nomoLbto HoyTbyka no Ethernet-
KaHany n npotokony TFTP (Ha cTp. 24)

MoaroToBKa K yCTaHOBKE CMPaBOYHVKOB U
KAHOUEN C MOMOLLbHO BHELLHEro YCTponcTBa
(Ha cTp. 26)

O YcraHosute Ha ViPNet Coordinator HW YcTaHOBKa CPaBOYHMKOB U Katouen (Ha cTp. 27)
CMPaBOYHUKN U KHOUM.

[0 Bo Bpems ycTaHOBKM CMPaBOYHUKOB U KAOUEN
BbINOJIHUTE BCE HEObX0AMMble HacTpolikm ViPNet
Coordinator HW.

Cosert. Mbli pekomMeHayeM pacneyaTtatb CMACOK U OTMeYaTb B HEM Larn no Mepe nx
BbIMOJIHEHUA.
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ObpatHasa CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npogyktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCh! U Apyras nojesHas
MHPopmMaums cobpaHbl Ha cainte OAO «NHPoTeKC»:

Be6-noptan gokymentaumm ViPNet http://docs.infotecs.ru.

OnucaHue npoayktoB ViPNet http://www.infotecs.ru/products/line/.

NHdopmaumsa o pewenHmnsx ViPNet http://www.infotecs.ru/solutions/.

C6opHuk yacto 3agaBaeMblix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogykrtos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6a3a B chepe 3awmTbl nHGopmauum http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C BOMpOCamMu Mo 1CroJib3oBaHMto NpoaykTos ViPNet, noxenaHUAMW nav NpesioxXeHnAMM CBAXNTECh CO
cneumannctamm OAO «NHboTeKC». Ina pelleHmns BO3HUKatOLWMX Npobaem obpatutecs B ciyxoy

TEXHMUYECKOW MNOAAEPKKN.

TexHnueckas nogaepxka ana nonbsoBatenei npogykros ViPNet: hotline@infotecs.ru.
®opma 3anpoca B cyx0y TexHMUYeckon noaaep>kkn http://www.infotecs.ru/support/request/.

KOHcyIIbTaLI,VIVI no TenquOHy Ana KINEHTOB, UMEKLWNX pacmmpeHHbM YPOBEHb TEXHNYECKOIO
conpoBOXAeHUA:

8 (495) 737-6196,

8 (800) 250-0260 — becniaTHbIN 3BOHOK 13 N1t060ro pernoHa Poccunn (kpome Mockabl).

PacnpoctpaHeHne nHbopmMaumm 06 yassumoctax npogyktoB OAO «NHPoTeKC» peryampyetcs
NMOJIMTUKOM OTBETCTBEHHOTO pa3raawenus http://infotecs.ru/products/disclosure.php. Ecam Bbl
06HapyXXunaun ya3sBMMOCTA B NPOAYKTax KOMMaHuKM, coobLmuTe o HUX No agpecy security-

notifications@infotecs.ru.
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TpeboBaHKs K BMPTYaAbHOW Cpeje

ViPNet Coordinator HW nmeeT nporpamMmmHoe BupTtyanmsnposaHHoe pelwerne — MO ViPNet Coordinator
HW-VA, npeaHa3sHaueHHOe Ans pa3BepTbiBaHWA KOOPANHATOPA Ha BUPTYalbHOM MalUUHe.
Mpenmywecrsom ViPNet Coordinator HW-VA saBasieTcs ero He3aBUCMMOCTb OT U3MEHEHWI annapaTHOM
nnatdopmbl.

ViPNet Coordinator HW-VA MOXHO ycTaHOBUTb Ha ciegytoLume naatGopmbl BUPTyanmsaLumm,
noaaepxwpatowue craHgapt OVF (Open Virtualization Format):

e VMware vSphere 5.x (pekomeHayemas Bepcus — 5.5.0).
e VMware Workstation 11.x (pekomeHayemas sepcus — 11.0.0).

e Oracle VM VirtualBox 4.x (pekomeHgyemas Bepcus — 4.3.28).
PaboTa Ha gpyrux naatpopmax BUPTyannsaumm He rapaHTMpyeTcs.

BupTyanbHas MallnHa, Ha koTopyto yctaHaBanBaeTcs ViPNet Coordinator HW-VA, gonxHa ObiTb
CKOHPUryprpoBaHa cnegyroLlmnm obpasom:

e [lpoueccop — OAMH C KOIMYECTBOM agep 2.
e (O6beM onepaTUMBHOM NamsATV — He MeHee 2 [6alT.
e Hakonutenn — 2 aucka: HDD He meHee 2 [6aiiT, HDD He meHee 80 6anT.

o CeteBble MHTepdencbl — He MeHee 2.

CeteBOMYy Y31y, Ha KOTopbIn ycTaHaBamBaeTcs M0 ViPNet Coordinator HW-VA, B nporpamme ViPNet
LleHTp ynpaBneHus cetbto (ganee — LLYC) gonxHa bbiTh HazHaueHa posb «Coordinator HW-VA».
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YcraHoska ViPNet Coordinator HW-
VA Ha nnathopmy BUPTYyanm3aumm

Ana yctaHosku ViPNet Coordinator HW-VA Ha naatdopmy BrpTyanmsaumm Bam notpebdyerca daiin ¢
06pa3oM BMPTyanbHOWN MaLlWHbI (Paiin ¢ paclUMPEHNEM * . ova), KOTOPbIA BXOAWUT B KOMMAEKT MOCTaBKW.

B cnepytowmx pasgenax npveegeHbl npumMepsl yctaHosku ViPNet Coordinator HW-VA Ha cregytoune
nnatpopmel BUupTyanunsauum: VMware vSphere ESXi (Ha ctp. 14) u Oracle VM VirtualBox (Ha cTp. 19).

VMware vSphere ESXi

Ansa yctaHosku ViPNet Coordinator HW-VA Ha nnatdopmy BupTyanmsaumm VMware vSphere ESXi
BbINONHUTE CefytoLLme AeNCTBUSA:

1 B rnaBHom okHe nporpammbl vSphere Client B meHto File BoibepuTe nyHkT Deploy OVF Template.
OtkpoeTtcs okHo Deploy OVF Template, koTopoe npeacraBaseT coboi mactep pa3BepTbiBaHMSA
BMPTYyasbHbIX MalnH 13 obpasos popmarta OVF.

Mpumeuanwue. Ecnv B meHto File HeT nyHkTa Deploy OVF Template, y6eantecs, uto
yctaHoBneHo pacwumpenuve Client Integration (http://pubs.vmware.com/vsphere-

55/index.jsp#com.vmware.vsphere.vm_admin.doc/GUID-3FC8F86B-7F4A-450C-9D1F-
0275E403F71C.htmI#GUID-3FC8F86B-7F4A-450C-9D1F-0275E403F71C), sobasnstoLee
noaaep>ky obpasos dopmara OVF.

2 Ha ctpaHuue OVF Template Details o3HakoMbTech ¢ napaMeTpamMu BUPTYanbHON MalLMHbI U
ybeauTech, UTO Ha BalUMX HAKOMMWTENAX AOCTaTOUHO CBOBOAHOMO MecCTa ANs pa3BepTbIBaHUS.

3 Ha ctpaHuue Source ykaxuTe nyTb K Garisy ¢ paclUlMpeHnEM * . ova, COAepKallemy obpas
BMPTYyaNbHOW MaLUVHBbI.
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@ Deploy OVF Template E'IEI

Source
Select the source location,

Source
OVF Template Details
Mame and Location
Host [ Cluster
Resource Pool
Disk Format Deploy from a file or URL

Ready to Complete
-emp |C:'|.h'n'\ra_vipnetjost_x86_64_4.Z.D\ra j Browse... |

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

< Back Mext = Cancel

V.

PucyHok 1. 3adaHue ¢alina c obpazom supmyaneHol MAWUHs!
4 Ha ctpaHuue Name and Location BbinosHUTE cregytowime AencTBus:

o B none Name nsmeHuTe, eciv HEOHXOAMMO, UMS BUPTYasbHOW MaLLVHBI.

I'IpmmeuaHme. VimeHa BUPTYyasibHbIX MallWH B Narnke He A0J/IKHbl MOBTOPATLCA.

o Bbl6epVITe nanky, B KOTOpOI\/'I 6y,a,eT pacnojsiarateCda BUPTYyasibHaa MallnHa.
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@ Deploy OVF Temnplate EIIEI

Name and Location
Spedfy a name and location for the deployed template

Source Name:
OVF Template Details hwva_vipnet_gost

Name and Location
Host { Cluster

Resource Pool

Disk Format

Ready to Complete

The name can contain up to 80 characters and it must be unigue within the inventory folder.

Inventory Location:
B (&) msk-veenter-D2.infotecs-nt
=] EIEI QA DataCenter
=l [£7 QA DataCenter VMs and Templates
[ 1 unknown location
] QA Manual vMs
= Ef? Templates
!

) windows

< Back | Next > I Cancel |

Y

PucyHok 2. 3adaHue umeHuU U pacnonoxeHus 8UpmMyaasHol MAawuHsl

I'Ipm Ha/NUMK Ha IeBOWN NaHen COOTBETCTBYHOLUNX MYHKTOB BbINOJHUTE Caeayrouime

5.1 Ha ctpaHunue Host / Cluster ykaxuTe ceTeBoW y3en, Ha KOTOPOM ByayT xpaHUTbca dalibl

BMPTYaNbHOW MaLUVHBbI.

5.2 Ha ctpaHuue Resource Pool Beibepute «nyn pecypcoB», TO eCTb rpynny HoCUTenen

VIHq)OpMaLI,VIVI, BblAendaemMbixX AS1d XpaHEHUNA q>a|71noe BMpTya/’IbHOVI MallnHbI.

Resource Pool
Select a resource pool.

Source Select the resource pool within which you wish to deploy this template.
OVF Template Details
Name and Location
Host / Cluster
Resource Pool

Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pools share the resources of their parent pool.

AencTeums:

(%) Deploy OVF Template [=][@][=]

ge B f QAHostCluster

@ | cluster pool
etwork Mapping @ LinuxZoo
Ready to Complete @ LoadRunner
@ VPN West
@ ServiceVM

Help I < Back | Next > I Cancel

4

PucyHok 3. Beibop nyna pecypcos
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5.3 Ha ctpaHuue Storage ykaxuTe XXecTKu UCK Uav TBEPAOTE/IbHbBIA HaKOMUTENb U3 BbIBpaHHOIo
nysa pecypcos, Ha KOTOPOM ByAyT XpaHUTbCs Gansibl BUPTYyasbHOW MaLLUUHBI.

Ha ctpanuue Disk Format Beibepurte HeOBX0AMMBIN GOopMaT BUPTYyaabHOTO AUCKa (Hanpumep, npwu
Bblibope dopmata Thin Provision dalin c BUpTyanbHbIM ANCKOM UMEET NEPEMEHHbIV pa3Mep —
balin yBenmumBaeTca nam yMeHbLIaeTca B 3aBUCMMOCTM OT pa3Mepa COAEPXXMMOro BUPTyasbHOTO
ANCKa).

-

%) Deploy OVF Template (o ®]|[=]

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: ]QCM 1

Available space (GB): 828,8

Host / Cluster

Resource Pool
Storage

P'Sk roumat " Thick Provision Lazy Zeroed

te " Thick Provision Eager Zeroed

' Thin Provision

Help | < Back | Next > I Cancel

4

PucyHok 4. Beibop gpopmama supmyansbHozo oucka

Ha ctpaHuue Network Mapping 3agaite dunsnueckmii uam BUpTyanbHblli ceTeBoin kommyTtaTtop ESXi,
KOTOpPbIV ByAeT Mo yMOAYaHUIO COMOCTaB/EH BCEM CETEBLIM MHTEpdecam Balleil BUPTyaabHOM
MaluuHbl. [ins 3Toro conoctaBbTe ero cetu bridged. Bnocneactsum Bam 6yseT HYy>KHO COMOCTaBUTb
bU3MUecknii AN BUPTYasibHbIA CETEBOM KOMMYTATOP KaXAOMy U3 ceTeBbIX nHTepdeiicos ViPNet
Coordinator HW-VA (cm. war 10).
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(%) Deploy OVF Template o @] =]

Network Mapping
What networks should the deployed template use?

Map the networks used in this OVF template to networks in your inventory

Source Networks DestinationNetworks
bridged QA_VLAN1413
Disk Format
Network Mapping
Ready to Complete
Description:
The bridged network -

Help I < Back | Next > I Cancel

4

PucyHok 5. Hacmpolika cemesbix uHmepgelicos
8 Ha ctpanunue Ready to Complete BbinosHWTE Creaytowmne AeNcTBUS:
o [poBepbTe HacTpOWKK pa3BepTbiBaHWS BUPTYyasbHOM MaLUMHbI.

o Ecan Bbl xOTUTE, UTO6BI BUPTYasbHAsA MaLUMHa 3anycTuaack aBTOMaTUYECKU MNOCAE YCTaHOBKM,
yctaHoBuTe paaxkok Power on after deployment.

o Yrtobbl HauaTb pa3BepTbiBaHWE, HaxxMuTe KHomMKy Finish.

9 ,U,O)KAMTECI: OKOHYaHWMA pa3BepTbiBaHUA. B pesynbTaTte B nanke, yKa3aHHOI‘/JI Ha ware 4, 6y,a,eT
CO34aHa BMpTyaJibHad MallnHa C 3agaHHbIM UMEHEM.

10 B rnaBHom okHe nporpammbl vSphere Client neperigute Ha ctpaHuuy VMs and Templates v
BbIMOJHUTE ClejytoLine AeNCTBUS:

o ConocraBbTe ceTeBbIM MHTepq)eVlcaM BI/IpTyaJ'IbHOI7I MallVHbI q)VI3I/I‘-IECKVIe NN BUPTyaibHble
CeTeBblE KOMMYTATOPBbI. I'Iapameprl CeTeBbIX VIHTepCI)eVICOB 3a4aroTCA B HaCTpOI7IKaX
BVIpTyaJ'IbHOl‘/‘I MallWHbl Ha BK1agKe Hardware.

o 3anyctuTe BMPTyanbHYHO MalvHy. HauHeTcs 3arpyska onepaumoHHON CUCTEMbI U BCEX
Heob6XoaMMbIX Cy>KO.

11 Mocne 3aBepLieHns 3arpy3ku ViPNet Coordinator HW-VA BbinoaHUTE yCTaHOBKY CNPaBOYHUKOB U
Kntoyen (cM. «YcTtaHoBKa, OOHOBNEHME U yAaNeHre CIPaBOYHUKOB U KJItOYel» Ha CTp. 22).
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Oracle VM VirtualBox

Ons ycraHoBku ViPNet Coordinator HW-VA Ha naatdopmy Buptyanmsauymm Oracle VM VirtualBox
BbINMOHNTE C/iefytoLLmne AeNCTBUS:

1 B rnaBHoMm okHe nporpammbl Oracle VM VirtualBox B MeHto ®aiin Bbibepute nyHKT UmMnopT
KoHuUrypauuii. byget 3anyLieH mactep uMnopTa KoHbUrypaLumii BUPTyanbHbIX MaLLWH.

2 Ha nepBoli cTpaHULEe MacTepa ykaxuTe nyTb K Gaily C pacLUMpeHMEM * . ova, COAep>Kallemy obpas
BMPTYa/lbHOM MallMHbI. 3aTeM HaxxmuTe KHornkKy Next.

(-2 el
l\_/l MMNopT KoHDMr ypaLuii
BribepuTe KoHpMrypauuio
VirtualBox nogaemrMBEET MMNOPT KOHGMMYPaUMA, COXPaHEHHEIX B OTKpEIToM ®opMate BUpTyanuzawn (OVF).
[nA Npoaom#eHa BelbepuTe Gain KoHDUrypaLm,
Ci\HW-vAYhwva_distribute_4.0-30.0va a
ICK.DbITb nonpoGHochJ [ Mext l l OTmena

PucyHok 6. Beibop ¢patina c obpazom supmyansHol MawuHs!

3 Ha CTpaHuue YkaxuTte napamMeTpbl UMNOPTa B none Nma nameHunte, ecam HeO6XO,D,I/IMO, nma
BMpTyaﬂbHOVI MaLUMHbI. 3aTeM HaXXMuTe KHOMKY |/|MI10pT.

BHumaHwme! Bo Bpems yctaHoBku ViPNet Coordinator HW-VA Ha nnatdopmy BUpTyanmsaumm un

/ﬂ\ npu ero ganbHewLel 3KCrnayaTaLMmn He cnesyeT U3MeHATb NCMOob3yeMblil AN BUPTYaabHOroO
obpasa KoHTpoanep xecTkoro gucka. KoppekTHas pabota ViPNet Coordinator HW-VA
rapaHTMpyeTcsa TONbKO Npu ncnoab3osaHun IDE-KoHTpoanepa XecTkoro gucka.
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@ WMMRopT KoHbUrypaLwi

YkaxmTe napaMeTpsl MMNopTa

[lanee NepesMcneHbl BUPTYaNbHBIE MALWAHG] M MX YCTPORCTEE, ONUCAHHLIE B MMNOPTMPYEMOIA KOHDUT yDaLIK. BoNbWMHCTED
W3 YKA3EHHEIX MapPaMETPOE MOMKHD MEMEHWTE AEOMHEIM WENYKOM MEILLWM Ha BeIBPaHHOM 3NEMEHTE, NUBO OTKMOUATE

WMONbL3YA COOTEETCTEYHILWKWE rana-kMm,

Onneanne
BupTyansHaa cucrema 1
9:3 Kmn
B Tun rocresoii 0C
{:} Mpoueccop
& o3y
Q? USE-koHTponnep
@ CeTepoi aganTtep
4 0 IDE-koHTpOANED HECTKOMD ANCKE

BupTyanbHbii 0Bpas ancka

Kendurypaumua

ViPNet_ HW_Va

L;E Other/Unknown
1

1024 MB

PCnet-FAST Il (Arm79C873)

PIIx4

C\VirtualBox VMs\ViPNet_HW_VA\hwva_distribute_4.0-30-diskl wmdk

() SCSl-konTpoanep wEcTRore Ancka  Lsilegic

|:| CreneprposaTe Hosble MAC anpeca ANA BCEX CETEBLIX aAaNTEPOE

[I‘Io ynonuaﬂwo“ MnnopTt ;[ OTMEHA

PucyHok 7. Mi3ameHeHue napamempo8 8upmyanbHoU MawiuHb!

B pesysbTaTe nmnopTa byaeT cosgaHa BUPTyasbHas MallvHa C yKa3aHHbIM MMEHEM.

B HacTpolikax BUPTyaabHO MalUWHbI BKAKOUNTE NOALEPXKKY MPOLECCOPOM Pexmma pacluvpeHus
dunsnueckmx agpeco PAE (Physical Address Extension). lns 3TOro B rnaBHOM OKHe MpPOrpaMmbl

,'O"t
Oracle VM VirtualBox Ha naHenn MHCTPYMEHTOB HaXXMUTe KHOMKY HacTpouTb “is, B OKHe
Hactpolikn Bbibepute pasgen Cuctema u Ha Bkaagke Mpoueccop yctaHoBuUTe dpaxok Birountb

PAE/NX.
{23 ViPNet_HW_VA - Hactpoiikn ==
= osupme Cucrema
m Cucrema
0 Yok
e Mpoueceop | Uonapenie
Hocurenn Mpoueccop(el): 1
B; Ayamo iuny auny
@ Ces Mpeaen zarpysky LNY: U 100 =
1% 100%
@ COM-nopTe
JonanHUTENRHEIE BOSMOHHOCTH: BrAKOUMTE PAEMX
& UsB
| OBuwwe nanku
[ QK ] [ OTMeHa ] [ Cnpaeka

PucyHok 8. BkaroyeHue noddepxku npoyeccopom pexuma PAE
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Mpumeuanue. Ha nnatdopme BupTtyanmsaumm VMware Workstation noaaepscka
pexxmuma PAE Bcerga BkaroueHa.

5 [JobaBbTe, ecin HEOBXOANMO, ceTeBble MHTepdenchl. [TapaMeTpbl ceTeBbIX MHTepPdENCOB 3a4atoTCs
B HACTpoOWKax BUPTyaJbHOW MaluHbl B pasgene CeTb.

6 3anyctute BUpPTyanbHYyH MalwwuHy. HauHeTcs 3arpy3ka onepaLiOHHOW CUCTEMbI U BCEX
HEOoBXOoAMMBIX CyX6.

!"J Oracle VM VirtualBox Menegxep EI@

®aiin Mawwna Cnpaexa

[ IL
.
d 2 | o @

Cospate Hactpowts | 3anycrute | CopoouTs

[E obume E npessio i
M Wna: VIPNet_HW_VA

Onepalwonnan cictema:  Other/Unknown

E Cncrema
OnepaTveHaa namaTe: 1024 MB = =
MopAfoK 3arpysm: Oucketa, CO/OVD, VIPNGt—Hw—VA
HecTRMIA AUcK
YoKopeHwe: PAE/MX
Aucnneii
BuaeonamATh: 4MB
Cepeep yAaNEHHOro AWCINER:  BolkmoueH
3axsaT BMaeo: Beinioqen
Hocnrenn

KoHTponnep: IDE Controller
Mepeun4gHen macTep IDE: hwva_distribute_4.0-30-disk1,vmdk {(OBemHeA, 2,00 E)
KoHTponnep: 5CSI Controller

=

PucyHok 9. 3anyck supmyansHolU MauluHs!

7 TMocne 3aBepLUEHUNsA 3arpy3Kn BbINOAHUTE YCTAHOBKY CMPaBOYHNKOB U KJOUEN (CM. «YCTaHOBKa
CNPaBOYHMNKOB U KNHOUEW» Ha cTp. 27).
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YCTaHOBKa, OOHOBIEHME U
yAaneHne CrpaBoOYHMKOB U
KJHoYemn

Cnocobbl yCTaHOBKM M MOArOTOBKa K YCTaHOBKE CMPAaBOYHUKOB U KJIKOYen 23
YcTaHOBKa CMPaBOYHWKOB U KNHOUER 27
O6HoBNEHMe 1 yAaNneHne CNPaBOYHMKOB 1 KNOYen 43
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Cnocobbl YCTAaHOBKM M MOArOTOBKA K
YCTaHOBKE CrMPaBOYHMKOB M KIHOUEM

Mepea Hauvanom skcnayataumm ViPNet Coordinator HW Ha HeM Heobxo4MMO yCTaHOBUTL CMPaBOYHUKN U
kntoun ceteBoro y3na ViPNet. be3 atoro pabota ViPNet Coordinator HW 1 ynpaeneHune ycTpoincTeom
6yayT HEBO3MOXHbI. Bbl MOXEeTe YCTaHOBUTbL CMPABOYHMUKM U KNHOUM B CAEAYHOLWUX CyYasX:

e [lepBOHauanbHas MHULMANM3ALMS CNIPABOYHUKOB U KJKOUEW C MOMOLLbIO ANCTPUBYTUBA KIHOYER
ceTeBOro y3na (paina *.dst).

®ain *.dst 1 Naposib Bbl MOXETE NONYUUTb Y agMuHucTpaTopa cetn ViPNet. Ecam agmuHnctpatop
ceTu Npu co3gaHnm ancTpmbyTmBa katodei ykasan ana nonb3oBatens ViPNet Coordinator HW
€nocob ayTeHTUdMKaLUKN «YCTPOMCTBO», MONYUNTE TakxKe BHELLUHEee YCTPOMCTBO, Ha KOTOPOM
COXpaHeH NepCcoHabHbINM K4 Nosib3oBatens (CM. rnoccapuii, cTp. 82).

e BoccTaHoB/IeHME CNPaBOYHMKOB, katouen n Hactpoek Ha ViPNet Coordinator HW nocne
HekoppeKkTHoro obHoBaeHUs MO nan nx nepeHoc ¢ gpyroro ViPNet Coordinator HW Toro e
NCNONHEHUA (Hanpumep, Npv 3aMeHe annapaTHoN naatGopmbl). Ans BEINOAHEHUS AaHHbIX
onepauuii Tpebyetcs Gaiin * . vbe, B KOTOPbIV HBbINN 3KCMOPTUPOBAHbBI CMPABOYHNKM, KIHOUM U
HacTpowku ¢ gpyroro gencreytowero ViPNet Coordinator HW. MNMoapobHee 06 3ToM cMm. B raBe
Pe3epBHOe KONMMpOBaHMe 1 BOCCTaHOBIEHWE HacTpoek (Ha cTp. 59).

CyLiecTByeT HeCKO/IbKO CNOCOBOB YCTaHOBKM CNpaBoYHMKOB W katoder Ha ViPNet Coordinator HW.
Cnocob yctaHoBKM 3aBUCKT OT cnocoba nogkiroueHus k ViPNet Coordinator HW.
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Cnocobbl MOAK/THOUEHHA K ViPNet Coordinator HW
NpH yCTaHOBKe mpaﬂnuuumn W KNoueH

|
Yepes obbiuHyo Mk COM-KOHCONb | Yepes kanan Ethernet no
@ ~ | TEXHONOrM4yecKkoMy agpecy
VGA-NODT ANA MOHWTOPE OBt | e pos——
PS{2-nopT AnA KnaBHaTypLI T | kpocc-kaliens -
~ g— | Telnet
| (1nW S5H)
— EthE:l netl- n
o |
ViPNet Coordinator HW Mowwrop | |
M IC.I'IEE-I‘IET‘;"DEJ' |
@ o ViPNet Coordinatar HW Hnrrﬁw
COM-nopr RS-232 A | Texsonornecsm
HIH CTyetHsHA COM- | appec
Ethernet-nopt R145 KOHCOTL f I 165,254,241.5
r - ." I|Il :
|
ViPNet Coordinator HW HoyToy o
e a
Cnocobbl YCTAHOBKM CNPABOYHWKDE W KMKOYen
P
/;f/ Uepes USB-HOCHTENL | ™. Yepes kanan Ethernet no
| - npoTokony TFTP

I
@ Yepes CD-guck !

PucyHok 10. Cnocobel nodkitoueHUs U ycmaHosku cnpasoyHukos u karodeli Ha ViPNet Coordinator HW

Bbl MOXeTe BbI6GpaTh OAMH U3 CIefyHoLLMX CNOCO6OB YCTaHOBKM:

e Yepes HoyTOYK NO KaHany Ethernet n npotokony TFTP (cm. «[MoaroToBka K ycTaHOBKe
CNPaBOYHUKOB N KJAKOUEN C MOMOLLbIO HOYyTOYyKa no Ethernet-kaHany n npotokosny TFTP»
Ha cTp. 24). Yp06eH, ecnm Bbl nogkntoyaetech K ViPNet Coordinator HW van BuptyanbHomy obpasy
ViPNet Coordinator HW c HoyTbyka uepe3 ceTeBon kpocc-kabenb Ethernet n TexHonornueckmia

aapec.

e Yepes BHelLHee YCTPOICTBO, KOTOPbIM MOXeT 6bITb USB-HocuTens nam CD-auck (cMm. «oaroToBka
K yCTaHOBKe CMPaBOYHWUKOB M KAHOUEN C MOMOLLbO BHELLHEro YyCTPOMCTBa» Ha CTp. 26). Ya06eH,
ecnv Bbl nogkatovaetech K ViPNet Coordinator HW nan BuptyansHomy o6pa3sy ViPNet Coordinator
HW uepe3 0b6bIUHYH0 KOHCOAb (C MCMOAb30BaHMEM MOHUTOpPA U KnaBmatypsbl) nam COM-koHconb (c
NCMOAb30BaHNEM HOYTOYKaA).

[10ArOTOBKa K YCTAHOBKE CMPAaBOYHMKOB W KIHOUEW
C NMOMOLLIbFO HOYTOYKa no Ethernet-kaHany v
npotokony TFTP

[ns yCTaHOBKM CMPaBOYHMKOB U KNHOUEN AaHHbIM CMOCO60M BaM MOHAA06UTCA CaeaytoLlee:

e HOyTOyK C ceTeBoW KapToi Ethernet n OC Windows uan GNU/Linux ntobbix Bepcuiz;
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e ceTeBOM Kpocc-kabenb Ethernet ana coeanHenmns Hoytbyka ¢ ViPNet Coordinator HW.

Ha HoyTbyke f0/1KHBI 6bITb BKAOUEHBI CTaHAapTHble cny>6bl Telnet (nan SSH) n TFTP, koTopble
HeobXxoAMMbI ANA BbINOAHEHUA CNeAyOWUX GYHKLIMIA:

o ans nogkntoueHms k ViPNet Coordinator HW (Telnet naun SSH);

e a/1s nepeHoca anctpunbytmea karodenn Ha ViPNet Coordinator HW (TFTP).

B OC Windows XP 1 GNU/Linux 311 cny6bl no ymonyanuto BkarodeHbl. B OC Windows Vista v Bbiwe 3Tm
CNY>K6bI MO YMONYAHMIO OTK/OUEHBI U X HEOBXOAMMO BKIOUNTL BPYUHYHO. [ns BKatoueHus cayx6 B OC
Windows Vista u Bblille BbINONHUTE CaegytoLLee:

1 Bbibepute Myck (Start) > MaHenb ynpaBneHus (Control Panel) > Mporpammbl 1 KOMNOHEHTBI
(Programs and Features).

2 3angute B MeHto BkatoueHue nam otkntoueHme komnoHeHtoB Windows (Turn Windows features
on or off) n yctaHoBuTe Ppaxkn psgom ¢ HassaHueMm ciyxd Knunent TFTP (TFTP Client) n Mpoctble
cnyx6b1 TCPIP (Simple TCPIP services).

Kpowme Toro, Ha Bpems ycTaHoBku Ha HoyTOyke ¢ OC Windows Vista oTkitounTe cneaytowime ciyx6bl
6e30nacHOCTW (eCAU OHW BKJIHOUEHbI):

e bpaHgmaysp Windows (Windows Firewall);
e 3awuTtHuk Windows (Windows Defender);
o LleHTp obHoBReHUs Windows (Windows Update);

e B MeHto CBolicTBa ob6o3peBatens (Internet Options) Ha Bk1aske BesonacHocTb (Security)
OTK/ItOUMTE 3aLUUTY MO BCEM MapameTpam.

Mepes HayaNOM YCTaHOBKU CMPaBOYHMKOB M KAtOUEW BbIMOJIHUTE ClegytoLne AeicTBus:
1 TepeHecuTe Ha HOYTOYK ANCTPMBYTMB Katouel (barn * . dst).

2 C nomoupto Kpocc-kabena nogxatoumte HoyToyK K nopty Ethernet1 MAK ViPNet Coordinator HW
WM KOMMbIOTEPa, Ha KOTOPOM pa3BepHYT BUPTyanbHbIn 06pa3 ViPNet Coordinator HW.

3 YcTaHOBUTE BPYYHYIO Ha CETEBOM MHTepdelice HOyTOYyKa TexHonormyeckunii IP-agpec
169.254.241.5.

4 Noakntounteck Kk ViPNet Coordinator HW no Telnet an6o no npotokony SSH (c nomoLubto
ctaHpapTHoro Telnet- nan SSH-knneHTa) No agpecy 169.254.241.1.

MprmeyaHue. [115 KOPPEKTHOrO OTOHPAXKEHNST CUMBOJIOB MPU MNOAKAOHYEHMM MO
Telnet ykaxwuTe Tn TepMmrHana VT100 ¢ MOMOLLbIO KOMaHAbI:
telnet -t VT100 169.254.241.1
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[ToAroToBKa K YCTaHOBKE CMPABOYHMKOB M K/IHOUEN
C MOMOLLbHO BHELLHETO YCTPOMCTBA

Mepes HayaOM YCTaHOBKM CMPAaBOYHMKOB U KJHOUEN C MOMOLLbHO BHELLHErO YCTPOWCTBA BbIMOJIHUTE
cnepytollee:

1 TNpw ncnonbsosarHum USB-HocuTens:

1.1 OtdopmaTupyinTe HocMTeNb B OAHY U3 NOAAePXUBaAEMbIX PainnoBbix cuctem: FAT32, ext2, ext3
nin ext4.

1.2 MNepeHecuTe Ha HOCUTENb AUCTPUBYTUB KAtOUel (pain *.dst).
Mpw ncnonb3oaHun CD-guncka 3anuwmTe Ha Hero Gann *.dst.
2 ToakntounTeck k ViPNet Coordinator HW yepe3 o6biuHyto nam COM-KOHCONb:

o Mogknrounte MoHUTOP M Knasmatypy kK VGA-nopty n PS/2-nopty MNAK ViPNet Coordinator HW
WM KOMMbIOTEPa, Ha KOTOPOM pa3BepHYT BUPTyasnbHbIn 0bpa3 ViPNet Coordinator HW.

o Mogknrounte HoyTHYK K COM-nopTy RS-232 MAK ViPNet Coordinator HW nan komnbtotepa, Ha
KOTOPOM pa3BepHYT BUPTyanbHbIi 06pa3 ViPNet Coordinator HW.

Mpumeuanue. B cnonHenmnax HW50 N1, N2, N3 1 HW100 N1, N2, N3 Bmecto COM-noprta
NPUCYTCTBYET CAy>ebHbI nopT RJ45 ana nogkntoueHns HOyToyka.
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YCTaHOBKa CNpPaBOYHMKOB W KJIKOUEW

[ns ycTaHOBKM CNpaBOYHMKOB U katouel Ha koopamHatop ViPNet Coordinator HW, BeinosHuTe BCe

LEeNCTBUSA U3 NPUBEAEHHOW HUXKeE TabanLbl B NPeAsOXKEHHOM NopsaakKe.

Tabsauya 5. MocnedosameneHOCMb ycMAaHoBKU CNPABoYHUKO8 U k/rodeli

[Jenctene

O VIHMLMupyliTe yCTaHOBKY CNPaBOYHWKOB U
kntoyert Ha ViPNet Coordinator HW

O YKaxuTe 4acoBOW MOSAC, AaTy U BpPeMs

[0 BbibepuTe HyXHbIA ANCTPUBYTUB KAtOYUel

O HacTpolite napameTpbl BCEX CETEBbIX
nHtepdericos ViPNet Coordinator HW

O Hacrponte napametpbl DNS-cepBepa
O Hactpoite napametpbl NTP-cepBepa

O [py HEOBXOAMMOCTU U3MEHUTE HaCTPOIKK
BMPTYyasbHbIX afpecos

O Buibepute pexxum nogkatoyenus ViPNet
Coordinator HW K BHeluHeln ceTn yepes
MeXCeTeBOMN 3KpaH

[0 [poBepbTe CBA3b C OA4HUM WAN HECKOJBKUMM
y3namu cet ViPNet

[0 3aBepLlumnTe yCTaHOBKY CMPaBOYHUKOB U
Knrouen

Ccbinka

Hauano ycraHosku (Ha cTp. 27)

Hactporika yacoBoro nosca, fatbl 1 BpEMEHN
(Ha cTp. 28)

YcraHoBKa gucTpunbyTtnea katouenn Ha ViPNet
Coordinator HW (Ha cTp. 30)

Hactporika ceTeBbIx MHTEPdENCcOB (Ha cTp. 32)

Hactporika DNS-cepsepa (Ha cTp. 33)
Hactporika NTP-cepBepa (Ha cTp. 34)

HacTtpoiika MMeHu KoMMbloTEpPa U Anana3oHa
BMPTyasibHbIX agpecos (Ha cTp. 35)

HacTpoVika noAkatoUeHNs K BHELLIHER ceTu
yepes MeXCeTeBON 3KpaH (Ha cTp. 36)

MpoBepka cBA3N C APYrMM CETEBbLIM Y3/10M
(Ha cTp. 40)

3aBeplueHue ycTaHOBKM (Ha cTp. 42)

CoBerT. Mbi pekomMeHayeM pacneyaTtatb CMMUCOK N OTMEYaTb B HEM LLIarn no Mepe nx

BbIMOJIHEHUA.

Hayano yCTaHOBKM

YcTtaHoBKa CMpPaBOYHUKOB U KAtOYen npon3BoAnTCA C NOMOLbHO MacCTepa YCTaHOBKW, KOTOprI\/JI

3anyckaeTca aBTOMaTn4yecku nocsie aBtopmsauynm B OI'IepaLl,I/IOHHOI?I cmcreme. MaCTep YCTaHOBKU MOXET

paboTtaTb B O4HOM M3 ABYX PEXMMOB:

e  OObIYHbIV KOHCOJIbHbBIN PEXUNM;
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®  MOJIHO3KPAHHbIV PEXUM C aMyAsaLner rpaduyeckoro nHTepdenca.

Bbl6paTb pexum pa6OTbI npeanaraeTca cpasy nocsie sanycka Mmacrepa. |_|pl/l ONncCaHUM YyCTaHOBKMU
CNpaBOYHUKOB 1 KAouen npueeieHbl oba BapuaHTa pa6OTbI C MaCcTepoOM — B KOHCOJIbHOM pexumMme n B
NOJIHO3KPaHHOM peXXnme.

g BHumaHue! Mpu paboTe B NONHO3KPAHHOM pexinMe He NOoAAEePXMUBAIOTCA «ropsume
KNaBuLLU>.

B nNo/sHO3KpaHHOM pexume AJist yrpas/ieHWs YCTaHOBKOW NPesyCMOTPEHbI ClefyroLme KHOMKK:
e Next — nepexog K ciegyroLiemy Liary;
e Back — Bo3Bpar k npeabigyLLemMy Liary;

e Cancel — npepbiBaHve ycTaHOBKW. B cnyyae npepbiBaHWS YCTaHOBKM COCTOSIHNE CUCTEMBI He
W3MEHSETCS — OHa OCTAETCs B TOM COCTOSIHUM, B KOTOPOM 6blfia 40 Havana yCTaHOBKM.

,D'IIFI ynpasJieHna yCTaHOBKOIZ B MOJIHO3KPAHHOM peXumMe Takxke MOryT ncnoJjibsoBatbCa ciegyroume
KnaBuLwn:

e Tab — nepexog mexay anemeHTamu uHTepdenca.
e «npoben» — BbIBOP MyHKTa MEHHO.

®  «CTpesika BBEPX», «CTPEJIKA BHU3», «+», «—» — 33/]JaHNe UMCIOBbIX 3HAUEHWI (HanpyMep, BPeMEHN),
nepexoj Mexay 31eMeHTaMmu HTepdeica.

,D'IIFI Ha4dana yCTaHOBKW CNpPaBOYHNKOB U KJHOUEen BbINOAHUTE caegyrouwmne ,ﬂ,el‘/’ICTBI/IﬂZ

1 BBeauTe MMs NoAb30BaTENS user WU NapOb user. [l0C/e aBTOPU3ALLMM B CUCTEME aBTOMATUYECKM
ByAeET 3anyLLUeH MacTep yCTaHOBKMU.

2 BobibepuTe pexxum paboTbl MacTepa B OTBET Ha COODOLLeHMEe Please select setup wizard

operating mode:
0 1 — KOHCOJbHbIN;
o 2 — MNOJIHO3KPaHHbIN.

3 B oTBET Ha npeanoxeHve Hayvyatb YCTAaHOBKY B KOHCO/IbHOM peXKuMe Would you like to start
installing keys or restoring configuration? [y/n] BBeAUTE CUMBOJI y U HAXKXMUTE
knasuwy Enter. B nonHoakpaHHOM pexxnme HaxxmuTe kHonKy Next. Chesyinte ykasaHusamM macrepa.

HacTpolika 4acoBOro nosca, Aatbl M BpEMeHM

Cnepytolme Wwarv npesHa3HaueHbl A5 3ajaHNs YacOBOrO rnosca (BPeMEHHOM 30HbI), TEKYLLMX AaTbl U
BpemeHu. HacoBOM NosAC JOKEH COOTBETCTBOBATL reorpadpuruyeckomy mectonosnoxeHuto ViPNet
Coordinator HW. Npu ycTaHOBKe CNPaBOYHMKOB W KJKOUeln 13 darina * . vbe 3TW LIArv BbIMOAHAIOTCA
aBTOMAaTMYECKM, TaK Kak HaCTPOMKM YacOBOro nosca MMNopPTUPYHOTCA U3 dalina skcnoprTa.
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[Ans HacTpoWikm YacoBoro nosica, gatbl 1 Bpemenu ViPNet Coordinator HW BbinoaHuTe cnegytowne

JencTeuns:

1

BbibepuTe KOHTUHEHT. [lna 3TOro BBeAWNTE HOMEP KOHTUHEHTa U3 NPeANOXEHHOTO CnmcKa u
HaxxmuTe Knasuwy Enter. B nonHo3aKpaHHOM pexume BbibepuTe KOHTUHEHT B CMIUCKE Y HaXMUTE
kHonky Next.

Ecam Ha ViPNet Coordinator HW Heobxoanmo yctaHoBuTb Bpemsa UTC, BeibepuTe B cnuncke
nocnegHMii aneMeHT. B 3ToM cnyyae cpasy BbIBOAUTCA MHPOPMaLMaA O TekyLieM BpemeHn UTC un
3anpalunBaeTcs NoATBEPXAEHNE Ha ero YCTaHOBKY.

BbibepuTe cTpaHy. Ana 3Toro BBeANTE HOMEP CTPaHbl U3 NPEANOXKEHHOTO CNNCKa U HaxKMUTe
knasumwy Enter. B nonHoskpaHHOM pexuMe BbibepuTe CTpaHy B cnuncke U Haxxmute KHonky Next.
CnuncoK coaepXXuT CTPaHbl, PacnoNoXXeHHbIe Ha BbIBPaHHOM KOHTUHEHTe.

Bbibepute yacoBoii nosc. [lns 3Toro BBeAMTE HOMEpP Nosca U HaxmuTe knasuwy Enter. B
NOJIHO3KPaHHOM pexuMe BblibeprTe YaCcoOBOW NOAC B cnncke 1 Haxxmute kHomnky Next. Cnvcok
COAEPXKMT YacoBble MOsACa, MMErOLLIMECs B BbIOPaHHOW CTpaHe.

Ecan s Bbl6paHHOI7I Ha npeabiayulem ware ctpaHe €Ctb TONbKO O4UNH 4aCoBOW MOAC, OH BbI6MpaeTCH
aBTOMaTn4eCckKn.

MoATBEPAUTE YCTaHOBKY BbIGPaHHOrO YacoBoro nosca. Ecam BbibpaH Hy>HbIV 4acoBOW MNosic, B
OTBET Ha coobLeHne ¢ MHGOopMaLMeli O TeKyLLEEM BPEMEHW B 3TOM MOSICE U BOMPOCOM Is the
above information OK? BBEAWUTE CUMBOJ 1 U HaxXmMuTe knasuwy Enter. B nonHoskpaHHOM
pexume HaxmMuTe KHOmMKy Yes.

< Yes ¥

PucyHok 11. 3anpoc Ha ycmaHo8Ky 4acogso2o nofaca

Ecan Heo6x0AMMO YCTaHOBWTL APYroin 4acoBOM MOAC, BBEAUTE CUMBOJ 2 U HaXMuTe knasuwy Enter.
B noaHoakpaHHOM pexume HaxxmuTe kHorky No. Mocne oTkasa oT yCTaHOBKM 3TOrO 4acoBOro
nosica MacTep BepHeTCA K BbI6OPY KOHTUHEHTA.

Ecnu TpebyeTca U3MeHWTb TekylLyto AaTy U BpeMms, BBeanTe 1x B popmaTte YYYY-MM-DD hh:mm:ss
(rom-Mecan-nens uyac-MuHyTH-CeKyHTE) N HAXKMUTE Knasuwy Enter.
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an/IMe‘—IaHVIe. Ecan Tp66yETCﬂ M3MEHWNTb TOJIbKO BPEMA, TO AaTy Bbl MOXETE HE BBOAUTb.

B nonHo3KpaHHOM pexunme Ha OAHOM CTPaHWULLE YCTaHOBMTE HY>XKHYHO AaTy C MOMOLLbIO KaseHAaps,
Ha c/lieAytoLLen CTpaHuLe YCTaHOBUTE BPEMSA C MOMOLLbHO KJaBULL «CTPesIKa BBEPX», «CTPeska BHU3»
VAN «3HaK ,MIHC"», «3HaK ,MUHYC"», nocae yero HaxxmuTe kHonky Next.

Ecnn paty 1 Bpems n3MeHATb He HY>KHO, HaxkmuTe knaBuwy Enter. B nosHoskpaHHOM pexume 2
pa3sa HaxxmuTe kHornky Next.

YCTaHOBKa AMCTPrbyTrBa Karoden Ha ViPNet
Coordinator HW

[ns nepeHoca n ycTaHOBKU ANCTPUBYTUBA KAtoUel *.dst nan daina umnopta *.vbe Ha ViPNet

Coordinator HW BbInoaHWTe cnegytolime feACTBUS:

1

BbibepunTe o41H M3 NMPeaNoXeHHbIX CocoboB nepeHoca dpaina. [1as 3Toro B OTBET Ha COOBLLEHVE
Would you like installing keys from TFTP, USB or CD storage device? [t/u/c]

BBEAMTE OAVH U3 CUMBOJIOB:
o t — An4 nepeHoca c HoyTbyka no npotokony TFTP;
o u— Ana nepeHoca ¢ USB-Hocutens;

o ¢ — ana nepeHoca ¢ CD-gucka.

B NOJIHO3KPaHHOM peXXnMe YyCTaHOBUTE nepekirnyaTe/ib B HYy>KHOE NoJIoXKeHWe C NOMOLbHO
KiaBuLn «npo6en» N HaXXMUTE KHOMKY Next.

MepeHecuTe daitn BbIBpaHHbIM CMOCO6OM.
Ecnm Bbl BbIBpanu cnocob nepeHoca no TFTP, BbINOAHUTE Ha HOYTOYKe KOMaHAy:
tftp -1 169.254.241.1 put <umsa odanma>,

noc/ie Yero HaXkKMuTe Ha KOHCoAM knasuwy Enter. B NOAHO3KpaHHOM peXxmnme HaXkMmute KHOMKY
Next.

Ecam Bbl BbIBpann cnocob nepeHoca ¢ USB-HocuTens nam CD-ancka, NOAKAOUUTE YCTPOMCTBO K
oaHomy n3 USB-pa3zbemoB ViPNet Coordinator HW (unn komnbtoTepa, Ha KOTOPOM pa3BepHYT
BUpPTyanbHbln 06pa3 ViPNet Coordinator HW) nau BctaBbTe ANCK B NPUBOJ 1 HaXXMUTE KNaBuLLy
Enter. B nonHo3skpaHHOM pexunme Haxmute kHornky Next.

Eciv Ha USB-HocuTene 6yaeT obHapyXeH TONbKO OAMH daiin, TO B KOHCOJbHOM pexumMe oH byaet
BbIOpaH A1 yCTaHOBKM aBTOMATUYeCKM. B MONHO3KpaHHOM pexxMme Cnmncok byaeT cogepkatb
TONbKO 3TOT dain.

Ecamn oBHapyeHO Heckobko GanoB *.dst U *.vbe, MOABUTCA NMPOHYMEPOBAaHHbIA CMUCOK Found
several dst and vbe files./lna ¢annos *.dst JOMNONHUTENLHO YKa3blBatOTCA MMEHa U
NAeHTUUKATOPbI CETEBbIX Y3/10B, KOTOPbIM OHW COOTBETCTBYHOT. B 3TOM cnyyae Bbibepute dpann ana
yCTaHOBKW. [lns 3TOro BBeAMTE HOMep daina 13 NPessIoKEHHOrO CNMCKa U HaXKMUTE KAaBuLLy
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Enter. Eciv HOMep He BBeZEeH WV BBEJEH HEKOPPEKTHBIM HOMEpP, MOSBUTCS COObLLEHME C
npea/ioXeHeM 3aHOBO BBECTM HOMep daina. B moaHoskpaHHOM pexxvMe BbibepuTe daiin B
cnncke 1 HaxmuTte kHonky Next.

bn_0026.dstB15C00033 5568_CH_24_HW-UA-1

< Mext >

Pucyrok 12. Beibop ¢patina 018 ycmaHoeKu cnpagoyHUKO8 U Karouel

B KoHconbHOM pexunme, ecan HangeHo 6osblie 20 Gpannos, CNUCOK BbIBOANTCA NOCTPaHUYHO no 20
dalinoB Ha cTpaHuLe. Ha KaXaown cTpaHuLe NOABAAETCA NpeanoXeHme BblbpaTb HY>XXHbIN dainn
NMBO NepenTun K CNeayroLLen Nan NepBoin CTpaHuLLe.

CoBeT. B N0NHO3KPaHHOM pexXnMe AAVHHbIE MeHa GaliioB MOTYT BbiTb He BUAHbI B
Cruncke NONHOCTbLI. YTOBbI YBUAETb NOJAHOE UMS, BbibepuTte daiin B CNMcke — ero ums
byseT 0TObpaxKeHO Nog OKHOM MacTepa.

Ecam painnoBs Het, noaBuTca cooblieHre DST or VBE files are not found. 3aHOBO Bblbepute
cnocob nepeHoca ¢arina. B nosnHoaKpaHHOM pexmrmMe HaxmuTe B OkHe coobLyeHns kHonky Back,
Npou3oiaeT BO3BPaT K NpejblayLiemMy Lary.

BBeauTe naposb K AUCTPUBYTUBY KAHOYEN WM Napob JOCTyNa K daiiay 3KCcropTa B OTBET Ha
CoobLeHME Enter password U HaXMUTE knaBuy Enter. B nonHoO3KpaHHOM peXume noc/e BBOAa
naposs HaxmuTe kHonky Next.

Ecnav BBeseHHbIN Napo/b BepeH, TO HaYHeTCA YCTaHOBKa CPaBOYHMKOB U KAOYeN 13 BbIBpaHHOToO
daiina.

Ecam agMunHWCTpaTOp CeTu Npu co3gaHnmn AUCTprbyTuBa Katouer ykasan Ana nonb3osatens ViPNet
Coordinator HW cnocob ayteHTudUKaLMK «YCTPOMNCTBO», B OTBET Ha COObLLEHME Insert token
and enter PIN Code BbIMOJHUTE CleAytoLine JeNCTBUS:

e [logkntounte Kk ogHoMy 13 USB-paszbemoB ViPNet Coordinator HW (namn komnbstoTepa, Ha
KOTOPOM pa3BepHYT BUPTYyanbHbIli 06pa3 ViPNet Coordinator HW) BHelLHee yCTPONCTBO, Ha
KOTOPOM COXpaHeH MepCcoHasbHbIN KAkOY Nosb3oBaTens (CM. rnoccapui, cTp. 82).

e Beeaute MNMH-koa focTyna K NOAKIHOYEHHOMY YCTPOMCTBY.
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BHumaHue! Ha NoaKNtOUEHHOM YCTPOWCTBE JOMKEH ObITb TOJBKO OAUH KOHTENHEP, B KOTOPOM
/A\ COZEPXKUTCA MEePCOHabHbIN KoY Nosib3oBaTtens. Mpu Ha UMM HECKOIbKMX KOHTEMHEPOB Ha
S, yCTPOWCTBE NEepCOHaNbHbIM KUY MO/b30BaTENs HE CMOXET ObITb HalAEH, MO3TOMY YCTaHOBKa
K/tOUEn He CMOXET BObITb MPOAO/IXKEHA, O YEM OMOBECTUT MNOSIBMBLLUEECA COOOLLEHNe.

Ecnv BBegeHHbI NMNH-KkoA BEpEH, TO NOABUTCA COOTBETCTBYHOLLLEE COODLLEHME N YCTaHOBKA
CNPaBOYHUKOB U KAtOYen 13 BbibpaHHOro Galina byaeT NpooKeHa.

Mo 3aBepLUEHMM YCTaHOBKM CNPaBOYHUKOB W KIOYEW U3 ANCTPUOYTUBA KAFHOUENn NOABUTCA
nHdopmaLms ob y3ne, n MacTep nNepengeT K cregyrouemy wary (cM. «Hactpolika ceTeBbix
NHTepdencos» Ha cTp. 32). o 3aBepLUEHNM YCTaHOBKM CMPaBOYHUKOB U Katouen us danna
3KCMopTa MacTep NPeAsoXnUT nepesarpysnTb KOMMbiOTep (CM. «3aBepLUeHne YCTaHOBKMU»
Ha cTp. 42).

HacTponka ceTeBbIX MHTEPHENCOB

Mpun MNopTe CNPaBOYHNKOB W KAtOUel 13 daina . vbe CregyroLime Wwarv BraoTb 40 3aBepLUEHUs
YCTaHOBKW MPOMYCKatoTCs, Tak Kak BCe HAaCTPOMKM MMNOPTUPYIOTCA 13 Gaiina akcnopTa. B pesyabtate
YCNELIHOro UMnopTa 1 nocae nepesarpysku komnbrotepa Ha ViPNet Coordinator HW 6yayt
YCTaHOB/IEHbI Te HAaCTPOWKM, KOTOPbIE BblIV HA MOMEHT BbIMOJIHEHWUS 3KCNOpTa (CM. «3aBepLueHne
YCTaHOBKM» Ha CTp. 42).

Mpw ycTaHOBKE CNPaBOYHUKOB W KatOYeid 13 Gaina *.dst cieayrolime Wwarv Bam Heobxoa1Mmo
BbIMNOAHUTL A4 Kaxaoro ceteBoro nHtepdeica ViPNet Coordinator HW.

[ns HacTpowku ceteBbix MHTepdencos ViPNet Coordinator HW BbinonHuUTe cnepytolme AelCTBUS:

1 BkatounTte I/IHTepq)ef/'IC, ecanm 31o HeO6XOAI/IMO. ,ﬂ,ﬂﬂ 3TOro B KOHCOJI1 B OTBET Ha COO6LLI,EHI/Ie
Configure interface eth<uomep>? [y/n] BBEAUTE CMMBOJ y U HAaXXMUTE KNaBuULLYy Enter. B
NOJIHO3KPAaHHOM peXnme yCTaHOBUTE NnepekiroyaTtenb B NOAOXKEHNE UP c NMOMOLWbKO KJlaBNLLIN
«npoben» n Haxmute kHornky Next.

Mocne BKAOUEHMA HTEpdeica MacTep NeperaeT K CaeaytoLemy Lary.

Ecan nHTepdelic Bkatouatb He HaZo, BBEAMTE CUMBOA n U HaxXMuTe knasuwy Enter. B
NOJNHO3KPaAHHOM peXxnme yctaHoBuTe nepekntovatens B nonoxeHne DOWN u HaxmuTe KHOMNKY
Next. Mactep npeanoxXnT HaCTPOUTb CeAyHOLLNIA ceTeBOW MHTepdec. B cnyyae oTkasa oT
KOHUrypauum nocnesHero ceTeBoro uHTepderica, Mactep nepenger Kk Hactporike DNS-cepsepa
(cm. «HacTtporika DNS-cepBepa» Ha cTp. 33).

2 YcraHoBwuTe ana nHtepderica pexum DHCP, ecan 3To HeobxogmMmMo. Jna 3Toro B OTBET Ha
coobuieHne Use dhcp on the interface eth<uomep>? [y/n] BBEAUTE CUMBOJ y U HAXMUTE
knasuwy Enter. B nonHoskpaHHOM pexxunMme ycTaHOBUTe nepekatoyaTens B nosoxexHne DHCP n
HaxXmuTe KHonky Next.

Eciv ans nHTepdeiica Hy>XXHO 3agaTb CTaTMyeckne napameTpbl, BBEAWUTE CUMBOJ n U HAXMUTE
knasuwy Enter. B nonHo3kpaHHOM peXxnume yCcTaHOBWTE NepektovaTesib B nosoxeHve StaticlP un
HaxxmuTe KHonky Next.
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Ecnm ans nHtepdeica He 6bin BoibpaH pexxum DHCP, BBegute nocnegosatensHo IP-agpec n macky
nHTEepderica n HaxxMuTe knasuwy Enter. B nonHoakpaHHOM pexxnme BBeaMTe napameTpsbl
NHTepdelica B COOTBETCTBYIOLLME MOSA, UCNOMb3YA ANA Nepexoda MexXay NoasMu BBOAa KNaBuLLy
«CTpesika BHU3», Mocae Yero HaxxmuTe kHorky Next.

Ecnm ckoHOUryprpoBaHHbIA Ha AaHHOM Luare MHTepdenc He NoCNefHUIM, MacTep NepexoamnT K
KOHQUIYpUPOBaHUIO CieaytoLLero nHTepderica.

Ecam HM ans oAHOro BKAHOUEHHOTO MHTepdelica He 6bla 3agaH pexxum DHCP, BBeaunTe IP-agpec
LNKO3a MO YMOYaHUIO N HaxkmuTe knasuwy Enter. B nonHoskpaHHOM pexunme nocne BBoja agpeca
Haxxmute KHomnky Next.

Hactporka DNS-cepBepa

Ans HacTtponkn DNS-cepBepa BbINOSHUTE CleAytoLme AeNCTBUS:

1

Bkntounte aBTomaTtmueckmii 3anyck DNS-cepsepa npu 3arpyske ViPNet Coordinator HW, eciv ato
HeO6XOAI/IMO. ,ﬂ,nﬂ 3TOro B OTBET Ha coo6u.|,eH|/|e Do you want to use DNS server? [y/n]
BBEeAWTE CMMBOJ y U HaXmuTe knasuuy Enter. B nosHO3KkpaHHOM pexunme ycTaHoBUTE
nepekntoyatens B nosoxeHne ON (Enable starting the DNS server at boot) 1 HaxxmuTe kHonky
Next.

Mocne BkAtOUEHMS aBTOMaTMYeckoro 3anycka DNS-cepBepa MacTep nepenger K cregytoLlemy Liary.

Ecnn DNS-cepBep 3anyckaTb He HY>XXHO, BBEAMTE CMMBOJ n N HaxXKmuTe knasuwy Enter. B
NMOJIHO3KPAHHOM peXMMe yCTaHOBUTE nepekstovatesb B nonoxeHne OFF (Disable starting the DNS
server at boot) n HaxxmuTe kHomky Next. B 3ToM cnyyae mMactep nepeinget Kk Hactpoike NTP-
cepBepa (cM. «Hactpoiika NTP-cepsepa» Ha cTp. 34).

MossuTCA cooblyeHne, YTO MpU HaMuYnn nogkntodeHuns K ViHtepHety B kauectee DNS-cepeepoBs no
YMOJIYaHMIO UCNOb3YoTCA KOopHeBble DNS-cepBepbl. [Tpy 3TOM Bbl MOXeTe NPUHATL NN
OTKNOHUTb NpeasioxeHne gobaente DNS-cepBep Do you want to add custom DNS server?

[y/n].

o Ecnam Heobxoanmo fob6aBuTb KOHKpPeTHbI DNS-cepBep, BBEAUTE CUMBOA v U Ha>XMUTE KAaBuLLYy
Enter. B nonHo3kpaHHOM pexunme ycTaHOBUTE nepekatoyatens B nosoxeHune Yes (Add custom
DNS server) n Haxxmute kHomky Next.

Mocne atoro Beeaute IP-agpec DNS-cepBepa n Haxxmute knasuwy Enter. B nonHoskpaHHOM
pexunme nocae BBoJa agpeca Haxmute kHonky Next.

o Ecnn DNS-cepBep g06aBnTb He HYXHO, BBEAMTE CUMBOJ n U HaxXkmuTe knasuwy Enter. B
MOJIHO3KPAHHOM peXMMe YCTaHOBUTE nepekstovatesb B nonoxeHne No (Leave the default
setting) 1 HaxxmuTe KHonky Next. B aTom ciyyae 6yayT ncnonb3oBatbca 1MH60 HACTPONKM MO
YMONYaHMI0, NMB0 TeKyLLMe HaCTPOWMKM (ecnn 3TO He NepBas YCTaHOBKa CMPaBOYHUKOB U
Knouen).
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{ INYesBAdd custom DH3 seruver

£ Next >

PucyHok 13. 3anpoc Ha dobasneHue adpeca DNS-cepsepa

Mocne oTkasa ot gobasneHns DNS-cepBepa mactep neperget K Hactpoike NTP-cepBepa.

Hactporika NTP-cepsepa

Ans HacTtponkn NTP-cepBepa BbIMOAHUTE CeaytoLLMe AeACTBUS:

1

Bkntoumnte aBTomatmueckmii 3anyck NTP-cepBepa npu 3arpyske ViPNet Coordinator HW, ecau 310
HeO6XOAMMO. [na 3TOoro B oTBET Ha COO6LLI,eHVIe Do you want to use NTP daemon to
synchronize the time? [y/n] BBEAWTE CUMBOJ y U HaxmuTe knaBuuwy Enter. B nonHoskpaHHOM
pexxvMe ycTaHoBWTe Nepekatodatenb B nonoxeHvne ON (Enable starting the NTP server at boot) u
HaxxmuTe KHonky Next.

Mocne BkAKOUEHMA aBTOMaTMUeckoro 3anycka NTP-cepBepa MacTep nepenset K ciaeaytowemy Liary.

Ecnn NTP-cepBep 3anyckaTb He HYy>KHO, BBeAUTE CMMBOJ n U HaXXmMuTe knasuwy Enter. B
NMOJIHO3KPAHHOM pexXMMe YCTaHOBUTE nepektovatenb B nonoxeHne OFF (Disable starting the NTP
server at boot) 1 HaxxmuTe KHOMKy Next. B 3ToM ciiyyae mactep nepengeT K HacTporike UMeHU
KomnbtoTepa (cM. «HacTpolika MeHY KOMMbloTepa 1 Arana3oHa BUPTyabHbIX afpecoB»

Ha cTp. 35).

MNosasuTca COO6LLI,eHVIe, UTO ANA CUHXPOHU3aLNN CUCTEMHOIO BPEMEHWU MO YMOAYaHUIO 6yAyT
Mcnoab3oBaTbCA I'Iy6J1VIl-IHbIe NTP-CepBepr TOYHOTO BpeMeEHWN. I'Ipm 3TOM Bbl MOXeTE NPUHATb NN
OTKNOHUTb NpeanoxXeHne n06aBnTb NTP—cepBep Do you want to add custom NTP server?
ly/n].

o Ecan Heobxogumo aobaButb KoHKpeTHbIN NTP-cepBep, BBeAMTE CUMBO y U HAXXMUTE KAABULLY
Enter. B nonHO3KpaHHOM pexxurMe yCcTaHOBUTE nepekatoyaTens B nosoxeHuve Yes (Add custom
NTP server) n Haxxmute kHomky Next.

Mocne atoro BeeanTe IP-agpec nan DNS-uma NTP-cepsepa 1 HaxmuTe knasuuwy Enter. B
NMOJIHO3KPAHHOM peXxrMe nocae BBOAa Haxkmute KHonky Next.
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o Ecam NTP-cepBep f06aBnATb He HYXXHO, BBeAWTE CUMBOJ n U HaxkmuTe knasuuy Enter. B
NOJIHO3KPaHHOM pexuMe yCcTaHoBUTe nepektoyatens B nonoxeHne No (Leave the default
setting) 1 HaxxmuTe KHOMKy Next. B 3Tom ciyyae 6yayT ncnonbsoBatbcs AM60 HaCTPOMKM MO
YMOAYaHWUIO, NMBO TeKyLMe HaCTPOWKM (€CN 3TO He NepBas YCTaHOBKa CMPaBOYHUKOB U

Kntouen).

( JNYes@idd custom NTF server|

{ Next >

PucyHok 14. 3anpoc Ha dobasneHue NTP-cepsepa

Mocne oTkasa oT gob6asneHuns NTP-cepeepa MacTep nepenger K yCTaHOBKE MMEHW KOMIMbIOTEPA.

HacTponka MMeHK KOMMbroTepa M AnanasoHa
BMPTYa IbHbIX a/1peCOB

NS HaCTPOWKM UMEHWN KOMMbIOTEPA U AMarna3oHa BUPTyanbHbIX a4PeCcoB BbIMNOJHUTE CeaytoLmne
JencTeus:

1 BBeauTe UMsA KOMMbHOTEPA, €C/W Bbl HE XOTWUTE OCTaBUTb UMS, 3aJAHHOE MO YMOJTYaHWIO, U HaXMuTe
knasuwy Enter. B nonHO3KpaHHOM peXXnMme BBEAWTE HYXXHOE MMS U HaxXMUTe KHOMKy Next.

Mo ymonuaHuto npeanaraetcs nms, cbopmmpoBaHHoe no wabnoHy <ucnonHeHve ViPNet
Coordinator HW>-<unaeHtudpukatop yna>. Hanpmumep: HW1000-270E033A.

Ecam nma nameHATb He HYXXHO, HaxkmuTe Knasuiy Enter. B nosHO3KpaHHOM pexrmMe HaxXMute
KkHonky Next.

2 Mactep nepengeT K HacCTPOViKe BUPTyasbHbIX aapecoB. MosBUTCA TeKyLLNiA AnanasoH BUPTYasbHbIX
aApecoB, Ha3Ha4YaeMbIX y3/aM CETU, U MPEANOXEHMNE er0 UBMEHUTL Do you want to specify

custom virtual IP address range? [y/n].
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Mpumeuanue. 1o ymonuaHuto NpegnaraeTca AnanasoH BupTyanbHbix agpecos 11.0.0.1-
11.0.254.254. Ecam 3TOT AMana3oH nepecekaercs ¢ gnana3oHom IP-agpecos, KoTopbii
ncnosb3yeTca ANs agpecalun B Ballen ceTu, U3MeHuTe ero.

MoapobHee o BUPTYasbHbIX agpecax cM. gokyMeHT «ViPNet Coordinator HW. Hactpoiika ¢
NOMOLLbIO KOMaHAHOIO MHTepnpeTaTopa», pasgen «[TpuHUMnbl Ha3HavYeHUs BUPTyaibHbIX
afpecos».

BupTyanbHble agpeca 13 ykazaHHOTo guana3oHa byayT HazHauaTbCA OAMHOYHbBIM TYHHEIMPYEMbIM
agpecam. lna amanasoHOB TYHHeAUPYeMbIX Y310B agpeca bepyTca 13 cieayroLlero nHTepaana:
<x+1>.0.0.1-<x+1>.0.255.254, rge x — nepBbIiA OKTET 3aZ,aHHOrO Anana3oHa BUPTyaibHbIX aZpecos.

MNMoapobHee 0 3asaHNN BUPTYasbHbIX aZpPeCcoB ANS TYHHENNPYEMbIX Y310B CM. JOKYMeHT «ViPNet
Coordinator HW. HacTpolika ¢ momMoLLbt KOMaHAHOTO MHTEprpeTaTopa», pa3gen «Hactpoika
TYHHENNPYEMbIX apPecoB».

BbinoAHWTE OAHO U3 AENCTBUIA:

o Ecan Heobxogumo 3agaTb APYron AmanasoH BUPTyanbHbIX aipecoB, BBEAUTE CUMBOA y U
HaxxmuTe knasuwy Enter. B nonHo3kpaHHOM pexxMmMe yCTaHOBUTE nepekstovaTesb B MONOXEHNe
Yes (Set custom virtual IP range) v HaxxmuTe kHonKy Next.

Mocne 3TOro BBEeAMTE HavaNbHbIV U KOHEYHBIN azpeca HOBOFO Anana3oHa BUPTYaslbHbIX
afpecoB 1 HaxmuTe knasuwy Enter. Hanpumep: 11.0.0.1-11.0.254.254. B noAHO3KpaHHOM
pexumMe nocse BBoAa HaxxmmTe KHonky Next.

o Ecnv gnanasoH BUPTYyanbHbIX apPecoB U3MEHSITb HE HY>KHO, BBEAUTE CUMBOJ n U HAXXMUTE
knasuwy Enter. B nonHo3kpaHHOM pexxurme yCcTaHOBUTE nepekatoyaTens B nosoxeHne No
(Leave the default setting) 1 HaxxmuTe kHomky Next.

Ecnav Ha npegbigyliem 3Tane Bbl HACTPOWUAN XOTS Bbl OAWH CeTEBON MHTEPdENC, MacTep NPeasoXmT
npoBepuTb coearHeHme ¢ y3nom cetn ViPNet (cM. «[poBepka CBA3M C pYyriM CETEBLIM Y3/10M»
Ha cTp. 40) 1 NPy HEOBXOAMMOCTN HACTPOUTb MOAKIHOUEHNE K BHELLHEW CETU Yepe3 MEXCETEBON
3KpaH (CM. «<HacTpoiika NoAKAFOUEHUS K BHELLIHEN CETU Uepe3 MEXCETEBOW 3KpaH» Ha cTp. 36).

HacTtporika NoAKMHOUEeHMS K BHELLHEW CEeTH Yepes
MEXCEeTEBOM IKPaH

Hactpouts noakntoueHme ViPNet Coordinator HW k BHelLHel ceTn uepes MexXCceTeBOW 3KpaH Bbl

MOXXeTe TOJIbKO B TOM C/lydae, eC/in Ha npeablayuinx stanax OblIN BbIMOJIHEHbI caiegyrouimne lCl,el‘/JICTBI/If-IZ

HactpoeH xoTsa 6bl 0g1H ceTeBOM MHTepdenc (cM. «HacTpoiika ceTeBbix MHTEpdencoB» Ha cTp. 32).

2 [laHO cornacve NpoBepuTb COeANHEHME C OA4HUM M3 ceTeBbIX y310B ViPNet (cm. «[MpoBepka cBA3M ¢

APYrvM ceTeBbIM y3/70M» Ha cTp. 40).
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Yrtobbl HacTpouTb nogiitoueHmne ViPNet Coordinator HW k BHelLHel ceTu, BbINOJHUTE CaeaytoLne

JencTeuns:

1 Mocne TOro, KaKk Bbl COrNaCUANCE BbINOJHWTb MPOBEPKY coeanHeHus ¢ y3nom ViPNet, noasuTca

coobLieHmne C npeanoxeHnem 3agatb pexxum nogkntoveHus ViPNet Coordinator HW k ceTtn uepes

MGM«ETeBOﬁBKpaH Do you want to configure firewall mode? [y/n].

@)

Ecan Bbl XOTUTE NCNOABL30BaTh HACTPOWKM NMOAKIOUEHNA K CETU Yepe3 MeXCeTeBOM 3KpaH,
3aflaHHble B daline AncTpubyTmBa Katoder, pexxum noakntodeHuns ViPNet Coordinator HW
yepe3 MeXCeTeBOWN 3KpaH 3aAaBaTb He HYXXHO. B 3ToM cnyuae BBeAWTE CUMBOJ n Y HAaXMUTE
knasuwy Enter. B nonHo3kpaHHOM pexume Haxmute kHonky No.

Mocne otkasza OT 3agaHua pexunma nogkntodeHuns ViPNet Coordinator HW k cetn uepes
MEXXCETEBOW 3KpaH MOSBAAETCs COOOLLEHME C Mpea/ioXeHeM BbibpaTh CETEBOW MHTEPdENC,
yepes KOTOPbIA HEOHBXOANMO MPOBEPUTL COEAUHEHME C APYTUM Y3/IOM.

Ecan Heobxogumo 3agaTh pexxum nogkntouenmns ViPNet Coordinator HW k cetn vepes
MEXCEeTEBOW 3KpaH, BBEAUTE CUMBOA y U HaXXMuUTe knasuly Enter. B nosHo3kpaHHOM pexvme
HakmuTe KHorky Yes.

2 Bbibepute pexxum nogkatoueHnsa ViPNet Coordinator HW k BHelLHel ceTn yepes MeXceTeBoW

3KpaH.

Ho Extermal Firewall

< Next >

PucyHok 15. Beibop pexxuma pabomer ViPNet Coordinator HW uepes mexcemesoli skpaH

@)

YTtobbl BbIGpaTh pexnm «be3 ncnoabp3oBaHMA MeXCeTeBOro skpaHa», BBeauTte Ludpy 1 1
HaxmuTe knasuwy Enter. B nonHoakpaHHoM pexxume BbibepuTe pexxum 1 (No External Firewall)
N HaxxmuTe kHonKy Next.

Y106kl BbIOpaTh pexxumM «KoopanHaTop», BBEAUTE LMPY 2 U HaxmuTe knasuwy Enter. B
NMOJSIHO3KPaHHOM pexumMe BblbepuTe pexxum 2 (ViPNet Coordinator) u HaxxmumTe kHonKy Next.

YTo6bl BbIOpaTh pexumM «Co cTaTUYecKkol TpaHCaALUVen ajpecoB», BBeguTe Ldpy 3 1 HaxXmuTe
knasuwy Enter. B nonHoskpaHHOM pexxuvMe BbibepuTe pexkum 3 (Static NAT) n HaxxmuTe
KHonky Next.
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o Y1obbl BbIGPaTh pexmm «C AHaMUYECKON TpaHCAALUMEN ajpecoB», BBeAUTe LMppy 4 1
HaxxmuTe Knaeuwy Enter. B nonHoakpaHHOM pexkume Bbibepute pexxum 4 (Dynamic NAT) u
HaxxmuTe KHonky Next.

MoapobHee 0 pexnMax NOAKJOYEHUA K CETU Yepe3 MeXCETeBOW 3KpaH CM. B okyMeHTe «ViPNet
Coordinator HW. Obuiee onncaHme».

Ecam 6b1n1 BbIGpaH pexxum bes ncnonb3oBaHMA MeXCETEBOro 3KpaHa, TO nepengute K npoeepke
cBA3n ¢ apyrum y3nom ViPNet (cm. «[TpoBepka cBA3M C ApYyrvM ceTeBbIM y310M>» Ha cTp. 40).

Ecan 6bin Bbl6paH pexmm KOOpAI/IHaTOp, BbINOJIHUTE Ciiegytoune ,qel7|CTBI/IﬂZ

4.1 B oTBeT Ha coobLeHNe Please choose the network interface which will be use as
external BblbEpUTE CETEBOW MHTEPDENC, KOTOPLIN ByAET ABAATLCA BHELUHUM. [ 3TOro
BBEAMTE UMPPY, COOTBETCTBYHOLLYHO HY>XHOMY CETEBOMY MHTEPENCY B NPEANOXKEHHOM CMNCKE,
W HaxkmuTe knasuwwy Enter. B noaHoO3kpaHHOM pexxrMe BbibepuTe HYy>KHbIN CeTeBOMN NHTepdelic
N HaxxmmTe KHonky Next.

4.2 B otBeT Ha coobLeHne Please choose the ViPNet Coordinator BblbepuTe KOOPAMHATOP,
yepes kotopebiin ViPNet Coordinator HW 6yaet nogkntouatbcs K cetu. [l 3Toro BBeAUTE HOMEpP
KoopAmnHaTopa, NPUBEAEHHbI B CNWCKe, N HaxkmuTe knasuwy Enter. B nosHoakpaHHOM pexxume
BbI6GEPUTE HYXHbIA KOOPAMHATOP U HaxXMuTe KHoMKy Next.

B cnucke BbiBOAATCA TONBKO Te kKoopamHaTtopsl, ¢ kKotopbiMu y ViPNet Coordinator HW ectb
cBA3n. MiHpopMauma o cBA3AX COAepXUTCA B CMPaBOYHMKAX, YCTaHOBAEHHbIX Ha ViPNet
Coordinator HW.

x15cO0046@85568_CH-36_Win—4.x

{ Hext >

PucyHok 16. Bbibop koopduHamopa 015 noOKAHeHUs K 8HewHel cemu

4.3 Ecnm B cnpaBoYHMKax He yKaszaH IP-agpec ansa BbIGpaHHOrO KOOPAUHATOPA, MacTep NPeaIoXUT
BPYUYHYO 334aTb IP-agpec and Hero The IP address of the ViPNet host has not been

found. Do you want to specify one? [y/n].
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MpumeyaHue. Ecnn B ycTaHOBAEHHbIX CripaBOYHMKax He ByayT obHapyxeHbl cBssun ViPNet
Coordinator HW ¢ gpyrumu koopgmnHatopamu cetn ViPNet, nossutcs cooblieHre Your VPN

host has no links with VPN coordinators.B 3TOM cnyyae Bbl MOXeTe OTMEHUTb
HaCTPOMKY pexxuma MOAKAOUEHNS UM HAaCTPOUTb APYTOn PEXUM.

Ytobbl 3apaTh IP-agpec koopanHaTopa, BBEAMTE CUMBOJ v U HaxxmuTe knasuwy Enter. B
MOJIHO3KPAHHOM peXxnMe HaxmMuTe KHomky Yes. 3aTem BBeguTe IP-agpec n HaxmuTe KnasumLly
Enter. B nonHoskpaHHOM pexume seeante IP-agpec n Haxmute kHonky Next.

4.4 Mocne 310rO NEperanTe K Nposepke cBA3M ¢ Apyrium y3nom ViPNet.

Ecam 6bin BbIOpaH pexxum Co cTaTUuecko TpaHCsLMen aapecoB, BbINOAHUTE CleaytoLne
AencTeums:

5.1 B otBeT Ha cooblueHMe Do you want to specify custom UDP port? [y/n] yKaxwuTe,
cnenyeT M U3MEHUTb HOMepP MopTa OTNPaBkKM (MOPT MCTOYHMKA) U NMOpTa NoaydYeHus (nopT
Ha3HaueHus) IP-nakeToB, npeobpaszoBaHHbIx B UDP-dopmart, Ha ViPNet Coordinator HW. Mo
YMOAYaHUIO UCnonb3yetca nopt 55777.

MpumeyaHue. VI3MeHATb HOMEP MOPTa HY>KHO B TOM CAlyyae, eCn BHYTPU NOKaNbHOM
CEeTW Yepes OAMH MexceTeBOW 3kpaH (MM NAT-yCcTpoicTBO) paboTaeT HECKO/IbKO
y3n08 ¢ 10 ViPNet. Y Bcex Takux y310B HOMepa NOPTOB JO/KHbI H6bITb pasHbIMU.

Ecam Heo6x0ANMO U3MEHNTb HOMep MopPTa, BBEAUTE CUMBOA y U HaxkmuTe knasumuy Enter. B
MOJIHO3KPAHHOM peXxnMe HaxXmMuTe KHomky Yes. 3aTem BBeMTEe HOMEP nopTa 1 HaxmMuTe
knasuwy Enter. B nonHo3skpaHHOM pexunme Haxmute KHorky Next.

Ecam HOMEP NMOopTa MEHATb HE HY>XXHO, BBEAUTE CUMBOJ1 n U HAXKMUTE KnaBuLly Enter. B
NOJIHO3KPaHHOM peXnmMe HaXXMUTe KHOMKY No.

5.2 B oTBeT Ha cooblleHne Do you want to specify fixed IP address of the external
firewall? [y/n] YKaxwuTe, chesyeT av 3aaTb GUKCMPOBaHHBIN IP-agpec BHeLLHero
MeXCeTeBOro 3KpaHa.

MpumeyvaHne. PukcMpoBaHHbIV IP-agpec MexXceTeBOro akpaHa Hy>XHO 3asaBaThb TOr4a,

Korga TpebyeTcs, UTob6bl BXOAALLME NaKeTbl MOCTYNann Ha onpeseneHHbIn agpec
MeXCeTeBOro 3kpaHa He3aBMCUMO OT TOro, € KaKoro agpeca bblin oTrpaBeHbl
ncxoaALLMe nakeTbl.

Ecan Heobxoaumo 3aaaThb IP-agpec, BBeAWTE CUMBOA y U HaxkmuTe knasumuy Enter. B
NOJNHO3KPaHHOM pexnme Haxxmute KHornky Yes. 3atem Beeanute IP-agpec n Haxxmute knasuLy
Enter. B nonHoskpaHHOM pexume seeaute IP-agpec n Haxmute kHonky Next.

Ecan IP-agpec 3agaBaTb He HY>KHO, BBEAMTE CMMBOJ n U HaXMUTe knasuwy Enter. B
NMOSIHO3KPAHHOM pexxmnmMe Haxmute kHonky No. Mocne 3Toro nepenanTte K NPoBEPKe CBA3M C
apyrmm y3nom ViPNet.

5.3 BbibepuTe ceTeBOW MHTepdENC, KOTOPbIN ByaeT ABAATLCA BHELIHWUM (@aHanornyHo n. 4.1).
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6 Ecnm bbin BbibpaH pexum C gMHaMUUeckon TpaHcasaumeln aapecoB, BbIMOAHUTE caeaytome

AeNcTBUS:

6.1 Bbibepute koopanHatop, yepes koTopbii ViPNet Coordinator HW 6yaet nogkarouaTbcs K ceTu
(aHanornuHo n. 4.2).

6.2 3aganTe IP-agpec kKoopanHaTOpa, Yepes KOTOpbI ByaeT NMPOU3BOANTLCA MOAKIKOYEHME, ECAN B
YCTaHOBJIEHHBIX CNpaBoYHMKax He obHapy>eHbl cBa3n ViPNet Coordinator HW ¢ apyrumum
koopauHatopamu cetu ViPNet (aHanornyHo n. 4.3).

6.3 BbibepuTe ceTeBON MHTEPENC, KOTOPLIV ByAeT ABAATLCA BHELWHUM (@aHanornyHo n. 4.1).

[TpoBepKa CBA3M C APYIMM CETEBbIM Y3/10M

MpoBepwuTb cBA3b C ApyrMM y310M ViPNet Bbl MOXeTe TO/IbKO B TOM C/lyyae, eCin Ha npeabigyLiem 3tane
6bla1 HACTPOEH XOTS Bbl OAMH CETEBON NHTepdelic (CM. «HacTpoiika ceTeBbIXx MHTEPdENCOB» Ha CTpP. 32).

Ans npoepku cBsA3n ¢ y3nom ViPNet BbinosHWTe cneaytolme AencTBus:

1 Ecam B npoLecce YCTaHOBKM KAKOUEN Bbl U3MEHSIN MapaMeTpbl CeTeBbIX MHTEPGENCOB, TO Noce
HaCTPOMKM AManasoHa BUPTYyabHbIX agpecoB (cM. «HacTporika MMeHW KOMMbloTepa 1 guanasoHa
BMPTYyasbHbIX ajpeCcoB» Ha CTp. 35) nosaBuTcA coobLeHme C MPeaoXeHNeM BbIMOJIHUTL MPOBEPKY
CBA3U C OAHMM 13 y310B ceTn ViPNet Do you want to probe VPN-connection with some host
in order to verify the configuration you've just made? [y/n].BbinonHute ogHo 13
AeNcTBUN:

o Ecnn nposepky cBA3K € y3/1aM BbINONHATL HE HYXHO, BBEAMUTE CUMBOJI n U HAOXXMUTE KJaBuLLYy
Enter. B nonHoskpaHHoM pexunme Haxxmute kHonky No. B 3Tom ciyyae ycraHoBKa
CMPaBOYHUKOB W Katouel byaeT 3aBepLueHa.

o Ecam HeO6XO,£I,VIMO BbINOJHUTb NPOBEPKY CBA3U C APYTM Y310M, BBEAUTE CUMBOA y N HAXMUTE
Knasuuy Enter. B NOJIHO3KPAaHHOM pPeXnMe Ha>XKMUTe KHOMKY Yes.

Mpumeuanue. Mposepky cBA3M € Apyrmu y3namum cetn ViPNet pekomeHgyetca
BbINOJIHATL BO M3beXaHne BO3MOXHON notepu goctyna k ViPNet Coordinator HW npwu
3aBepLUEeHNN YCTaHOBKM CNPaBOYHUKOB W KAFOYEN.

B aTom cnyuae mactep npegsoxuT HactpouTb nogkntoveHne ViPNet Coordinator HW k
BHeLLHeln ceTu. Ecnn TpebyeTcs, BbINOAHWTE AaHHYHO HACTPOWKY (CM. «HacTpoiika nogkiroueHus
K BHELLHeN CeTu Yepes MexXceTeBOW 3KkpaH» Ha CTp. 36). B NpOTMBHOM Cayyae HaCTPOWKM
NOAKNtOYEHUNA K ceTn ByayT CKONMMPOBaHbl U3 ANCTPUBYTMBaA Ktouen 6e3 n3MeHeHMs.

2 Tlloasutca cnmncok ceTeblx y3noB ViPNet, c kotopbeimu ViPNet Coordinator HW umeert ceasu.
NHudopmauma o cBA3aX COAEPXXNUTCA B CMPaBOYHMKax, ycTaHoBAeHHbIX Ha ViPNet Coordinator HW.

BbibepuTe ceTeBon y3en, CBA3b C KOTOPbIM Bbl XOTUTE NPOBEPWUTb. [11 3TOro B OTBET Ha COObLLeHNe

Please choose the ViPNet host by number [<mmanazoH LMOP, COOTBETCTBYWIMX y3JlaM B
coucke>] or [g] to cancel or press Enter for next page
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BBeAMTE LdpY, COOTBETCTBYHOLLYIO CETEBOMY Y37y B CMUCKE, U HaxXmMuTe knasuuwy Enter. B
MOJIHO3KPaHHOM pexunMe BbibepuTe Hy>XXHbIN CETEBON y3en 1 HaxxmuTe kKHorKy Next.

x15c0000efS566_APZ_of f

< Next >

PucyHok 17. Beibop y31a 015 npogepku c8sa3u

3 Ecam B cnpaBoOYHMKax He ykasaH IP-agpec ana BbIbpaHHOro CeTeBoro y3sa, MosBUTCA coobLyeHune ¢
npeAnoXeHneM BPYUHYO 3a4aTb A4 3TOro y3na IP-agpec The IP address of the ViPNet host

has not been found. Do you want to specify one? [y/n].

Yrtobbl 3aaaTb IP-agpec ans ceTeBOro y3na, BBEAUTE CUMBOJ y U HaxmuTe knasumwy Enter. B
NOJIHO3KPaHHOM peXxXmnme Haxxmute KHomnky Yes. 3atem BBegute IP-agpec v HaxXmuTe KnaBuLly
Enter. B nonHoskpaHHoMm pexunme BBeguTte IP-agpec n HaxxmuTe kHonky Next.

4 HauHeTca npoBepKa CBA3W C BbIbpaHHbIM ceTeBbIM y310M ViPNet.

MpumeuaHue. MNMposepka cBA3N ¢ ceTeBbIM y310M ViPNet MOXeT 3aHATb HECKO/IbKO
MUHYT.

5 T[lo okOHuaHWK nosBaseTca COO6LIJ,eHV|e O pe3ynbTaTtax NPOBEPKN CBA3U C Bbl6paHHbIM Y3/10M.

o Ecnn cBA3b C y3/10M Gblia yCTaHOBNEHA, BCE BbINONHEHHbIE HACTPOWKM COXPaHAIOTCA B
KOHPUIYpauMOHHbIA dain iplir.conf. MNoapobHee o paine iplir.conf CM. B JOKYMEHTE
«ViPNet Coordinator HW. CnpaBo4HOe pykOBOACTBO MO KOHOUTypaLMOHHbIM painnam».

Haxxwmwute knasuwy Enter. B nonHoskpaHHOM pexunme HaxmuTe kHonky OK. MacTtep npeanoxut
3anycTuTb ApariBepbl U AeMOHbI (CM. «3aBepLUeHe YCTaHOBKM» Ha CTp. 42).

o Ecnn yctaHOBWTb CBA3b C CETEBLIM Y3/1I0M HE YAan0Ch, NOABAAETCA COOOLLEHME C MPEeANOXKEHNEM
NPOCMOTPETL XypHaa perncrpaumnm IP-naketos Do you want to view IP packet log in

order to investigate the issue? [y/n].

e [N npocMoTpa XypHana BBeAUTe CUMBOA y. Ha 3KpaHe nosBMTCA OKHO XypHana IP-
nakeTtoB. MNogpobHee o paboTe ¢ xypHanom cM. B gokymeHTe «ViPNet Coordinator HW.
Hactpoiika c nomoLLblo KOMaHAHOrO MHTeprpeTaTopa.
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e [lnsA oTKasa OT NPOCMOTPa XXypHana BBeAMTE CUMBOJ n.

Mocne st0OroO 6y,£I,ET npeano>XXeHo BbIMOJIHNTL MOBTOPHYHO MPOBEPKY CBA3UN C APYTUM Y3/IOM CETU
ViPNet.

3aBepLueHne yCTaHOBKM

ﬂ'}'lﬂ 3aBepweHuna yCtTaHOBKKM CNpaBOYHUKOB U KNHOYEel BbIMOJHUTE cneayrouimne Ael\/’ICTBI/IFIZ

1

Ecam npomnsBoanTcsa MMMNOPT CNPaBOYHMKOB, KAOYEN U HacTpoek U3 daina .vbe, TO ANs
KOPPEKTHOrO NPUMEHEHMS HAaCTPOEK MOSBUTCA COOBLLIEHNE C NpeaioXKeHEM Nepe3arpy3mnTb
KomnbtoTep. [1ns nepesarpyskn BBeAMTE CMMBOJ y U HaxmuTe Knasuwy Enter. B nosHo3kpaHHOM
pexuvmMe HaxmuTe kHornky Reboot. PaboTa macTtepa 6yaeT 3aBepLueHa, 1 KOMMbIOTEP
nepesarpysmrcs.

Ec/iv Bbl XOTWTe OTKa3aTbCA OT HEMEeANEHHON nepe3arpysku, BBEAWUTE CUMBOJ n U HAXMUTE KAaBuLLy
Enter. B nonHoO3kpaHHOM pexrme HaxmuTe kHornky Continue.

MpumeyaHue. MNprMeHeHWe BCeX HaCTPOeK, MMMOPTUPOBAHHBIX U3 daina * . vbe,
npoun3onaeT ToNbKO Noc/ie nepesarpysku. B cryuae oTkasa nepesarpysute
KOMMbOTEP BPYYHYHO.

MosBKTCA CoObLLEHME C MPEANOXEHNEM aBTOMATMUECKMN 3aMyCTUTb ApaliBepbl U geMoHbl ViPNet
CoordMatorHVVnocne3aBepmeHMﬂyCTaHOBKM Do you want to start VPN services before
leaving the installation wizard? [y/n].ﬂnﬂ3aHyCKaBBeAMTeCMMBon y N HaXXMute
Knasuuwy Enter. B NOJIHO3KPaHHOM pPeXnMe Ha>XKMUTe KHOMKY Yes.

Ecan p,pal7|Bepb| N AeMOHbI 3anyckaTb HE HY>XHO, BBEAUTE CUMBOJI n N Ha>XKMUTE KllaBULLY Enter. B
NOJIHO3KPaHHOM peXnmMe HaXXKMUTe KHOMKY No. B atom caydae nocsie yCctaHOBKU KArouen
HeO6XOAI/IMO BPY4YHYHO 3anyCTUTb 4E€MOHbI 1 ,u,pa|7|Bepb| C NOMOLWbHKO KOMaHAbI:

hostname# vpn start
MosBuTca COO6LLI,€HI/Ie 06 ycnewHOM 3aBepLUeHNN YCTaHOBKU U MacTep NpeanoxXnT 3anyCcTnTb
KOMaHAHbIA MHTeprpeTaTop Do you want to start the command shell now? [y/n].YTO6b

3anyCTUTb KOMaHAHbIA MHTEPMNPEeTaTop, BBEAUTE CMMBOJ v U HaxXmMuTe knasuwy Enter. B
NMOJIHO3KPAHHOM pexunmMe Haxmute kHornky Run Command shell.

Ecv KoMaHAHbIN MHTepRpeTaTop 3anyckaTb He HY>XXHO, BBEAWTE CUMBOJ n U HaXXMUTE KAaBuLLY
Enter. B nonHO3kpaHHOM pexunme Haxmute kKHorky Finish. Pabota mactepa 6yget 3aBepLueHa 6e3
3anycka KOMaHAHOro MHTeprpeTaTopa.

Ecam npum ycraHoBke katouert 6uiam HacTpoeHbl DNS- 1 NTP-cepBepebl, 3anycTute Ux ¢ MOMOLLbIO
KOMaHA;
hostname> inet dns start

hostname> inet ntp start
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OBbHOBNEHME U yaaNeHWe
CMPABOYHMKOB M KJTHOUEN

Ecav agmuHmnctpatop cetn ViPNet BHOCUT Kakue-1nbo n3MeHeHUs B CTPYKTYpY CETU UAN HACTPOMKM
OTAENbHbIX CETEBLIX Y3/10B, HANPUMeEp, CO34aeT HOBbIe CBA3U MeXAY CETEBLIMU y31amu, TO
aBTOMAaTUYECKN U3MEHSIOTCA CMPABOYHMKMN U KJIOUM, U UX TpebyeTcd OGHOBUTL Ha CETEBbIX y3/1aX.
CnpaBOYHMKM U KNHOUM Takxke TpebyeTcs 06HOBAATL Ha y3/1ax MPU KOMAPOMETaLuUK (CM. FIoccapuii,
cTp. 81) unn cmeHe MacTep-k/to4Yei B ceTu (CM. rnoccapuii, cTp. 82).

O6HoBAEHNS CNnpaBOYHUKOB U KAtoYel MOTryT ObITb CcO34aHbl U LEHTPA/IM30BAaHHO OTMpaBaeHbl Ha

ceTeBble Y3/1bl, KOTOPbIX KOCHYNCb N3MEHEHWS, afMUHNCTPATOPOM CeTU C MOMOLLbIO Nnporpammbl ViPNet
Administrator. MocTynuelune obHOBAEHNsA CcnpaBoYHMKOB U Katovel Ha ViPNet Coordinator HW 6yayt

NPUHATbI B aBTOMaTUYECKOM pexXnme.

BHumaHwue! MNpu komnpomeTauum n cmeHe mactep-katodert B cet ViPNet o6HoBaeHUS
cnpaBoyHMKoB U katouent Ha ViPNet Coordinator HW moryT 6biTb NPUHATBI TOIBKO B TOM
C/lyyae, e Ha y3ne ecTb pe3epBHbI Habop nepcoHasbHbix katoyent (PHIK). Y3Hate o
Haanumm nam otcytcteum danna c PHIMK Ha y3ne Bbl MoXeTe npu npocmMoTtpe nHdopmMaumm o
KJIF0Yax ¢ NMOMOLLbO KOMaHAbl iplir show key-info.

Ecnn darina ¢ PHIK Het, go6aBbTe ero Ha ViPNet Coordinator HW ¢ nomoLLbto kKomMaHabl
admin add spare keys.B NpOTMBHOM C/iy4yae Bbl CMOXETE BbINOAHUTL OBHOBAEHNE
CNPaBOYHMKOB U KAHOUEN TOIbKO BPYUHY!HO.

MogpobHee o npocmoTpe Katoueln 1 gobasaeHnn PHIK cm. B gokymeHTe «ViPNet Coordinator
HW. Hactpoiika ¢ NoMOLLbIO KOMaHAHOIo MHTepRpeTaTopa», B pasgenax rnaebl «<Hactporika
napameTpoB 6e30MacHOCTM».

MHq)OpMaLU/Iﬂ O MPUHATbIX OBHOBNEHMSIX 3aNMCbIBAETCA B KypHan obHOBNEHUA CrNpaBOYHUKOB M KArOUen.

[ns npocMoTpa 3TOro XypHana BbINOAHUTE KOMaHAY:

hostname# iplir show keys-upgrade-log

Ecam no kaknuM-anbo nprynMHam 06HOBAEHWE CMPAaBOYHUKOB U K/IKOYEN He MOXET BbITb MPUHATO MO
cetun, Hanpumep, npu otcyTcTBun darina ¢ PHIMK Ha y3ne, Bbl MOXeTe OBHOBUTL CMPaBOYHNKU U KJTHOUM

BPYYHYIO C MOMOLLbIO ANCTPUBYTUBA KIFOYEN.

A

BHumaHwme! [Mocse 06HOBAEHUS CNPABOYHMKOB U KAKOUEN C MOMOLLLbIO ANCTPUOYTHBA
Kntouen 6yayT notepsiHbl Bce HacTponkn ViPNet Coordinator HW, npounsBeseHHble
BPYYHYHO, U UX HeobxoaMMO ByaeT 3asaTb 3aHOBO. HeKOTOpble HaCTPOWMKM Bbl MOXETE
3aZaTb B MpoLecce YCTaHOBKM CMPaBOYHUKOB U KNFHOUEW 13 HOBOTO ANCTPUBYTHBA,
OCTa/ibHble HEOBXOAMMbIE HAaCTPONKM NOTPebyeTcsa 3a4aTb MNOCAE 3aBepLUEHNs
06HOBAIEHMS.

Ecan darin ¢ PHIK cogep>xunTcsa Ha y3ne, To B npouecce O6HOBAEHUA OH ByaeT yAaneH.
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[ns 3TOro BLINOAHWTE CeAyrOLNE AECTBUS:
1 Tlonyunte HOBbLIV ANCTPUBYTUB KAOUEN Y agMuHUcTpaTopa ceth ViPNet.

2 3aeepuuTe paboty aemoHos iplircfg, failoverd, algd n mftpd ¢ nomoLLbro KOMaHAbI:

hostname# vpn stop

3 Yp,anvlTe Tekyuwime cnpaBoOYHUKN U KJTHOYKM C MOMOLWbHO KOMaHAbl:

hostname# admin remove keys

4 YctaHOBWUTE CNPABOYHUKN W KNFOUMN U3 HOBOTO ANCTPUOYTUBA KAtOUen (CM. «YCTaHOBKa,
OBHOBNEHME U YaNeHNe CMPaBOYHMKOB U KAtOYelr» Ha CTp. 22). B KoHLe npoueaypbl yCTaHOBKM
COrNacuTeCh C 3anyckom AeMOHOB W KOMaHAHOro WHTepnpeTaTopa.

5 3apavite HacTpoWkK, KOTopble BbIM NOTEPSAHBI B NPOLLECCe OOHOBAEHMSA CMPaBOYHUKOB U KJIHOUEN.

6 [obasbTe dparin c PHIK, ecan oH oTCyTCTBOBaA B HOBOM ANCTPUOYTUBE KIHOYEN.
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OcobeHHoCcTM obHOoBAeHMA [10

Mpwn obHoBneHun MO ViPNet Coordinator HW o Bepcumn 4.x HEOBXOANMO yUmnTbIBaThL Cesytolime
N3MEHEHMUS:

e Ecnmy Bac yctaHoBaeHo MO Bepcun HuxKe 3.3, cHavana HeoHXOAMMO BbINONHUTL OBHOBAEHME A0
3TON BepcuK, a Nocae — A0 Bepcun 4.x.

BHumaHue! YaaneHHoe obHoseHue MO ViPNet Coordinator HW100 X1 He noaaep>kmBaeTcs.
B 3TOM cnyyae He06X0AMMO UCMONb30BaTh IOKaibHOE OBHOB/IEHME.

YpanenHoe obHoBneHume MO ViPNet Coordinator HW100 X8 c Bepcun 3.3 nam 3.5 so Bepcum
//\\Q 4.2 He nopaepxuBaeTcs. B 3ToM cnyyae HEOBXOAMMO CHavana yaaneHHo obHoBuTb MO ao
Bepcuu 4.1, nocne Yero NpoBecTy yganeHHoe obHOBEHNe 10 Bepcum 4.2.

YTt0o6bl y3HaTL TMN Ballel annapaTHon naatdopmel ViPNet Coordinator HW, BeinoaxuTe
KOMaHgay version (cM. gokyMeHT «ViPNet Coordinator HW. CnpaBoyHoOe pyKoBOACTBO MO
KOMaHZHOMY MHTeprpeTaTopy»).

e CBepcum 4.x ana ayteHTMdMKaL MM NOAb30BaTENA UCMOB3YETCA yYeTHaA 3anuncb user, TOrAa Kak B
60s1ee paHHNX Bepcuax — yyeTHas 3anucb vipnet. lNocne o6HoBaeHus MO fo Bepcmm 4.x
NCMOAb3YIMTe A8 ayTEHTUDMKALMM HOBYHO YUETHYHO 3amuch.

e B npouecce obHoBneHusA 10 ¢ Bepcum 3.x 40 Bepcum 4.X NPON3BOANTCA KOHBEPTALMA NpaBu
bUNbTPaL MK 3aLLMLLIEHHON 1 OTKPbLITOW CeTW B HOBbIN dopmaT (cM. «KoHBepTaLma npasu
OTKPbITOM M 3alLMLLEHHON CeTU» Ha CTp. 52).

L] B Bepcumn 4.X N3MeHUACa crnocob HaCTpOIZKI/I q)I/IKCI/IpOBaHHbIX albTEPHATUBHbIX KaHaNOB. Tenepb
OHW 3a4ar0TCA C NOMOLLbH MHOXECTBEHHbIX aipeCcoB A0CTyna U UX METPUK, CeKUUA [channels] U
napamMeTp group B CEKUUAX [id] boblle He NCNONb3YHOTCA.

Mpw o6HoBAEHUN MO g0 BEpCUM 4.X HACTPOMKN GUKCMPOBAHHBIX a/ibTEPHATUBHBIX KaHa/NoOB He
KOHBepPTUpYoTCA. ECiM paHbLUe Bbl NCMOAb30BaAN aflbTEPHATUBHbIE KaHa bl 4OCTyMNa A1 KaKUX-
nnbo y310B, NOC/ie OBHOBNEHNS BbINOJIHWUTE aHAIOTMUHbIE HACTPOWMKK HOBbIM criocoboMm. Mpumep
HacTpowkn cM. B sokyMeHTe «ViPNet Coordinator HW. CueHapwum paboTbi», B pa3aene
«/lcnonb3oBaHve HECKONBKMX KaHaoB AOCTyNa K 3allMLLeHHOMY y3y». [TogpobHee 0 NpuHLMnax
HasHauyeHusa MeTpuk cM. B gokymeHTe «ViPNet Coordinator HW. HacTpolika ¢ nomoLybto
KOMaHJHOro UHTeprpeTaTopa», B pa3gene «Hactpoiika IP-agpecoB gocTyna K y3ay v ux
npuopwuTeTa».

e B npouecce ob6HoBneHMs MO ¢ Bepcnm 4.0.x nan c bonee paHHel BepCcMm BCe CO3aHHbIe KOMUK
KoHOurypauumn VPN 6yayT yaaneHbl, MOCKOAbKY OHU HE COBMECTMbI C GopMaTom KoHdUrypaumm
VPN HoBow Bepcum MO. Ans coxpaHeHus HacTpoek MO Bepcun 4.0.x nan 6onee paHHer Bepcum
nepes o6HOBAEHWEM IKCMOPTUPYIMTE 3TU HACTPOMKU (CM. «IKCMOPT CNPaBOYHUKOB, KNHOYEN U
HacTpoek» Ha cTp. 62).
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YnaneHHoe obHosaeHme [10

YpaneHHoe obHoBneHue MO ViPNet Coordinator HW npownzsoamntcsa ¢ nomolbio nporpammbl ViPNet
LleHTp ynpaBneHus cetbto (ganee — LLYC). AamuHuctpatop cetv ViPNet nonydyaet y npeactasutenei
OAO «VHPoTeKC» dann popmata LZH c Hoson Bepcueli MO n 13 LLYCa paccoinaet dpain obHOBAEHWA Ha
Bce koopanHatopbl ViPNet Coordinator HW, Ha koTopbix HEO6XOAMMO BbINOAHNTL OOHOBAEHME.

Ansa pasHbix ucnonHenunin ViPNet Coordinator HW nepegatotca cnegytowwme dannsl obHosaeHns MO:

e an1a HW50 — hw50 _vipnet base <Platform> driv_<Major>.<Minor>.<Subminor>-
<Build>.1lzh;

e ana HW100 — hwl00 vipnet base <Platform> driv_<Major>.<Minor>.<Subminor>-

<Build>.1lzh;

e 419 HW1000 — hwl000 vipnet base <Platform> driv_<Major>.<Minor>.<Subminor>-
<Build>.1lzh;

o ana HW2000 — hw2000 vipnet base <Platform> driv <Major>.<Minor>.<Subminor>-
<Build>.1lzh;

e ana HW5000 — hw5000 vipnet base <Platform> driv <Major>.<Minor>.<Subminor>-
<Build>.1lzh;

o 1A HW-VA— coordinatorhw vipnet base <Platform> driv_<Major>.<Minor>.<Subminor>-

<Build>.1lzh.

Mpoueaypa yaaneHHoro obHosaeHms MO nogpobHo onucaHa B gokymeHTe «ViPNet LleHTp ynpaBaeHus
ceTbto. PykoBoacTBO agMuHucTpaTtopa». Ha ViPNet Coordinator HW obHoBaeHWe npuHumaeTcs 1
BbIMOJIHAETCA aBTOMaTUUeCKK, nocae 0bHOBAEHWA BbINONHAETCA Nepe3arpyska. MNepes obHoOBAEHMEM
HacToATENIbHO PEKOMEHAYETCA cAenaTb 3KCNOPT CNPaBOYHMKOB, katoven n HacTpoek ViPNet Coordinator
HW B daiin *.vbe (CM. «IKCMOPT CNPaBOYHMKOB, K/OYE 1 HAaCTPOEK» Ha CTp. 62). OTO NO3BOAUT BaM
BoccTaHoBUTb Ux Ha ViPNet Coordinator HW, eciv o6HoBaeHue MO nponseT HEKOPPEKTHO

(cM. «/IMNOPT CNpPaBOYHNKOB, K/IKOUEN N HACTPOeK» Ha CTp. 64).

BHumaHme! Mepes Hauyanom yaaneHHoro o6HoBeHMA oba3aTelbHO 03HaKOMbTeCh C
pekoMeHgaumamm pasgena OcobeHHocT obHosaeHus MO (Ha cTp. 46).

YpaneHHoe ob6HoBsieHue MO ViPNet Coordinator HW100 X1 He noaaepxuBaetcs. B
3TOM C/lyYae HEOHXOAMMO UCMO/b30BaThb JIOKabHOE OBHOBAEHUE.

YpaneHHoe obHoeneHume MO ViPNet Coordinator HW100 X8 ¢ Bepcun 3.3 nam 3.5 go

/A\ Bepcun 4.2 He NOAAEPXKMBAETCA. B 3Tom ciyuyae He0Hx0AMMO cHavana yaaneHHo
06HoBuTb MO g0 Bepcmm 4.1, nocne Yero NpoBecTu yaaneHHoe 06HOBAEHNE A0 BEPCUN
4.2.

YTtobbl y3HaTb TMN Baller annapaTHon naatdopmbl ViPNet Coordinator HW,
BbIMOJIHUTE KOMaHJAy version (cM. gokymeHT «ViPNet Coordinator HW. CnpaBouHoe
PYKOBOACTBO MO KOMaHAHOMY MHTEprpeTaTopy»).
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JlokanbHoe obHoBAeHne 10

Mpexae 4yem HauaTb fokanbHoe obHoBAeHMe 1O Ha ViPNet Coordinator HW BbinoaHUTEe crnegyrolimne
JencTBUs:

e O3HakoMbTECH C pekoMeHgaumammn pasgena OcobeHHocTn obHoBeHus MO fo Bepcnm 4.x
(cMm. «OcobeHHocT 0bHOBAEHMA [TO» Ha cTp. 46).

B cnyuae obHoBneHus MO ¢ Bepcun 3.x 0 Bepcun 4.x TakxKe 03HaKOMbTECh C OCOBEHHOCTAMM
KOHBepTauum npasua dunbtpaumm Tpadurka (cM. «KoHBepTaLu s npaBus OTKPLITON 1 3aLLULLEHHOM
ceTu» Ha cTp. 52).

e Y aaMuHucTpaTopa cetn noayumte dpann obHosneHuns MO ViPNet Coordinator HW (pain *.1zh) u
dann *.md5 ANA NPOBEPKMN MOANMHHOCTU W LLeSIOCTHOCTN dalina 06HOBAEHMS.

e Bbluncante KOHTPOABHYIO CymMy dalina obHoBAeHUA No anroputmy MDS5, a 3aTeM cpaBHWTe ee C
KOHTPOJIbHOM CYMMOW, NPUBEAEHHON B daline ¢ paclumpeHmemM * .md5. Ecam cymMbl coBrany,
3anuwute darn obHoBAeHUA Ha USB-HocuTeNb.

MpumeuaHne. Ha oanH USB-HOCKTENb MOXHO 3anMcaTb HECKObKO hainnios
OOHOBNEHWS, MpesHa3HaUYeHHbIX A8 pasanyHbix ncnonHeHmn ViPNet Coordinator HW

(pa3mecTrB Mx B pa3HbIx kaTasorax). [1py BbINOAHEHWUN NOKaNbHOrO O6HOBAEHUA
Npoun3BOAMTCA aHann3 cogep>kmmoro USB-HocuTens n CTaHOBUTCA AOCTYMNHbIM A5
MCNOb30BaHMA TObKO TOT AUCTPUBYTUB, KOTOPbIA COOTBETCTBYET AaHHOMY
ncnonxenuto ViPNet Coordinator HW.

e BbinoaHWUTe 3KCMOPT CNpaBOYHUKOB, Katoder n Hactpoek ViPNet Coordinator HW B dalin * . vbe
(CM. «9KCMOPT CNPaBOYHUKOB, KJIFOUEN 1 HacCTPOeK» Ha CTp. 62). 9TO NO3BOAUT BaM BOCCTAaHOBMUTb
nx Ha ViPNet Coordinator HW, ecnn o6HoBeHne O nponset HEKOPPEKTHO (CM. «/IMnopT
CMPaBOYHUKOB, KIFOUEl 1 HacTpoeKk» Ha CTp. 64).

[ns nokanbHoro obHoBAeHMs MO BbINOAHUTE CreaytoLLme AeCTBUS:

1 Ha ViPNet Coordinator HW BbinosHWTE KOMaHAy:

hostname# admin upgrade software usb
|_|pl/l 3TOM NOABUTCA NpeanoXeHne nogknnynTb USB-HOocuTeN®b.

2 Moakntounte USB-Hocutenb k USB-pasbemy ViPNet Coordinator HW nan komnbtoTepa, Ha KOTOPOM
pa3BepHYT BUpPTyanbHbIi 06pa3 ViPNet Coordinator HW, 1 noaTeepanTe nogkatoueHue.

Ecan USB-HocuTenb He Hal‘/JIAEH, NnoABUTCA COOTBETCTBYHOLLIEE COO6LLI,€HI/I€, BbINMONHEHNE KOMaHAbl
3aBepulaeTcs, obHOBAEHNE He npon3BoAnTCA.

3 Ha USB-HocuTene npounssoantcs nonck dannos LZH:

o Ecam ¢a|7u103 HEeT, MOABNAETCA COOTBETCTBYHOLLEE coo6u.|,eH|/|e M BbINOJIHEHWE KOMaHAbI
3aBepulaeTcs, ObBHOBNEHME HE nponsBoAnNTCA.

o Ecnu dannbl HangeHs::
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e [lpoBepsieTcs LeNOCTHOCTb KaXaoro nu3 Ganios.

o [lns kaxgoro danna, NpoLleLIero NpoBEpPKY LIeNOCTHOCTH, TakKe NPOBEPSETCS,
COOTBETCTBYET /I OH AaHHOMY ncnonHeHuo ViPNet Coordinator HW.

e BblBOAMTCA NPOHYMEPOBaHHbLIN CNNCOK OTOBpaHHbIX GaiisoB. BbibepuTe daiin, B UMeHM
KOTOPOro yKa3aHa Hy>XHas Bepcusa obHosaeHus 0.

4 Bsegute HoMep BblbpaHHOro dalina 06HOBAEHUA 1 HaxXMUTe Knasuwy Enter.

BHumaHwue! Mpu ncnonb3oBaHWKM KnacTepa ropsayero pe3epBMpoOBaHMS JIOKalbHOe
//A\\ obHoBneHune MO gonxHO ObITh NPOM3BELEHO Ha 0OOMX cepBepax Knacrepa

(cm. «O6HoBneHme MO ViPNet Coordinator HW Ha knactepe ropsuero

pe3epBupoBaHna» Ha cTp. 50).

5 [Joxautecb nosBaeHUA COO6LIJ,€HI/IFI O pe3ynbTraTe obHOBEHUS.

6 [Mocne obHoBNeHUs nepesarpysuTe ViPNet Coordinator HW, uto6bl 06HOBEHME BCTYNNAO B CUAY.

Mpumeuanue. Mpn obHoBAeHNUM MO ViPNet Coordinator HW ¢ Bepcun 3.x go Bepcum 4.x byayT
aBTOMAaTUYECKN M3MEHEHbI BPEMEHHbIE 30HbI B CBA3W C MEPEXOLOM Ha 3UMHee BpeMs

26.10.2014. Mocne obHoBAeHUs O npoBepbTe KOPPEKTHOCTb YCTAHOBAEHHOrO BPEMEHW U NPU
HeobXoAMMOCTM U3MEHUTE €ero.

Ecam 6bin0 nponseeseHo obHOBAEHME € Bepcum 3.xX A0 Bepcum 4.x, TO BO Bpems 3arpy3ku ViPNet
Coordinator HW npaBuia 3aLmLLeHHON 1 OTKPbITON ceTn ByayT KOHBEPTUPOBaHbI B
COOTBETCTBYHOLLME CeTEBbIE GUALTPLI M NPaBuaa TPaHCAALUM aZpecoB.
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O6bHoneHwme 10 ViIPNet
Coordinator HW Ha knactepe
rOPAYEro Pe3epPBMPOBaAHMS

O6HosneHwne MO ViPNet Coordinator HW Ha knactepe ropsiuero pesepBmMpoBaHms MOXET
NPOW3BOAUTLCA YAANEHHO UMW NIOKabHO. YaneHHOoe 06HOB/IEHME BbINOJIHAETCS aBTOMaTUUECKN Ha
oboux cepBepax knactepa. JlokasbHoe OOHOBAEHME Ha KnacTepe UMeET psj OCOBEHHOCTE), MOPsA0K ero
BbINOJIHEHWS MPUBEAEH HUXKE.
Ans nokanbHoro obHoBaeHus MO Ha knacTepe BbIMOAHWUTE Cleaytolime AeACTBUA:
1 Bbikntounte nHTepdenc pesepBHOro KaHasna Ha 06omx cepBepax KaacTepa C MOMOLLbIO KOMaHZbI:
hostname# inet ifconfig <unrepdeiic> down

3atem oTcoegmHuTe KpOCC-Ka6eﬂb OT KOMMbHOTEPOB.

2 O6HoswuTe MO Ha naccueHoM ViPNet Coordinator HW (Tak >e, kak npu pabote B 0O4NHOYHOM
pexxume (cm. «JTokanbsHoe obHoBeHWe O» Ha cTp. 48)) C NOMOLLBI0 KOMaHAbI:

hostname# admin upgrade software usb

NHdpopmaumtio o Tekywiem pexunme ViPNet Coordinator HW MOXHO Nosy4nTb C MOMOLLbIO KOMaHAb!

hostname> failover show info.

3 TMocne obHoBAeHMA nepe3arpy3ute naccueHbil ViPNet Coordinator HW. [lns 3Toro B oTBeT Ha
npea/ioXeHe nepesarpyskn Haxxmute knasuiy Enter.

Y6epuTech B cTabunbHon pabote ViPNet Coordinator HW:
o [poBepbTe TekyLiee cocTosHNe cayb ViPNet c noMmoLlbto KoMaHabl:
hostname> failover show info

Bce Cﬂy)K6bI AOJIKHbI ObITb 3anyuweHbl, CMcteMa 3alinTbl OT cboes AOJI>KHa pa6OTaTb B pexume
Knacrepa.

o B TeueHue HekoTOporo BpeMeHu (0koao 15 MUHYT) nocneaunTe 3a paboton naccmeHoro ViPNet
Coordinator HW n ybeguntech, UTO OH He nepe3arpy>aercs.

4 Mepezarpy3ute aktmeHbIN ViPNet Coordinator HW, ans 3Toro BbiNosHUTE KOMaHAYy:
hostname> machine reboot

B pe3ynbtate naccmeHbln ViPNet Coordinator HW (c o6HoBneHHbIM [10) nepeiseT B akTUBHbIN
pexwum, a ViPNet Coordinator HW co ctapoi Bepcuein MO okaxkeTcs B MacCMBHOM pexuMe.

5 O6HoswuTe MO Ha naccmeHoM ViPNet Coordinator HW, ans 3Toro BbINOJIHUTE KOMaHAYy:

hostname# admin upgrade software usb

6 [Mocne obHOBNEHMA Nepe3arpy3uTe naccneHbll ViPNet Coordinator HW v y6eantecs B ero
cTabunbHOM paboTe (kak Ha ware 3).
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CoeanHute oba ViPNet Coordinator HW (namn o6a komMnbroTepa, Ha KOTOPbIX Pa3BePHYTHI
BMpTyasbHble obpa3bl ViPNet Coordinator HW) kpocc-kabenem n Bkarounte nHtepdenc
pe3epBHOro KaHana C MOMOLLbH KOMaHAb:

hostname# inet ifconfig <murepderic> up

Y6eaunTech, UTO pe3epBHbIi KaHan GYHKLMOHMPYET HOPManbHO. N8 3TOro M3MeHuTe Kakyto-1mbo
HacTpoiky B daine koHourypaumm Ha aktueHoM ViPNet Coordinator HW un uepes HekoTopoe
BpeMs NpoBepbTe HaNUMe 3TUX XXe 3MeHeHW Ha naccnBHoM ViPNet Coordinator HW. YTo6sl
n3MmeHeHuns nonanam Ha naccneHbin ViPNet Coordinator HW, HeobxoanmMo BKAOUNUTL
pe3epBrpoOBaHue rpynnbl Gannos KOHGUrypaumm B dpaine failover.ini B CEKUMUN [sendconfig].

ViPNet Coordinator HW 4. Moarotoeka k pabote | 51



KoHBepTauma npasua OTKPbITOM M
3aLUMLLEHHOW CETU

B cBA3M C M3MeHeHMeM dopmaTa ceTeBbIX GUABTPOB W NpaBua TpaHcasLumm IP-agpecoB npu 0O6HOBAEHWM
MO ViPNet Coordinator HW ¢ Bepcun 3.x 0 Bepcumn 4.X NPOU3BOANTCH KOHBEPTALMSA UMEOLLMXCS
npasua GUAbTPaLMM 3aLMULLIEHHOM N OTKPbLITOM CeTU B HOBbIN dopmMart. KoHBEpTaLmMs ocyLLecTBAsSETCS
aBTOMaTM4ecku BO Bpems nepsoro 3anycka MO nocne obHOBAEHUS.

Mepea BbinonHeHnem obHoBeHus MO ViPNet Coordinator HW ¢ Bepcum 3.x 0 Bepcum 4.x
03HaKOMbTeCh C MHPOPMaLIME CredyroLmux pas3aenos:

e KoHBepTauuWsa NpaBua OTKPbLITOW ceT Npu obHoBAeHWUM A0 Bepcun 4.x (Ha cTp. 52).

e KoHBepTaumsa NpaBua 3alULLIEHHONM CeTU Npu 06HOBAEHMM A0 Bepcun 4.x (Ha cTp. 55).

BHumaHme! ObpaTtHas KOHBepTaLMA ceTEBbIX GUALTPOB U MPaBWUA TPAHCAALUN B
/\ npexxHui opmat He noasepxuBaetcs. NoaToMy nepes o6HOBAEHWEM C BepCUM 3.X A0
A BEPCMM 4.X HACTOATEIbHO PEKOMEHZYETCA CO34aTh pe3epBHYO0 KOMuio HacTpoek MO
(cM. «Pe3epBHOE KOMMPOBaHKeE 1 BOCCTAaHOBJ/IEHME HAcTPOeK» Ha CTp. 59).

KoHBepTauma npaBuna OTKPLITOW CETU NpU
ODOHOBNEHUM [0 BEPCUM 4.X

B ViPNet Coordinator HW Bepcuin Huxe 4.0 npaBuna o6paboTkm oTKpbITbIX (He3awmdpoBaHHbIX) IP-
MakeToOB COAEPXKanucb B daline firewall.conf. YTOObI U3MEHUTbL 3TU NpaBuia, Heo6xo0aUMO BblNo
oTpeAakTUpoBaTh 3TOT KOHPUrypaumnoHHbir dain. B ViPNet Coordinator HW Bepcuin 4.x npasuna
06paboTkm NepenmeHoBaHbl B ceTeBble GUabTPbl. PUALTPbI XPaHATCA B BUAE Tabaul, B HECKOIbKNX
dannax *.xml, pefakTMpoBaHue KOTOPbIX BbINMOAHAETCA C MOMOLLbIO KOMaHAHOro MHTepnpeTaTopa uim
Beb-mHTepderica. B cBa3m ¢ atum npu ob6HoBneHunn ViPNet Coordinator HW go Bepcum 4.x c 6onee
paHHWX BepCUii NPONCXOANT KOHBEPTaLMA NpaBua 06paboTku OTKPbIThIX IP-nakeToB B GUAbTPSI
OTKPbLITOW CeTu.

e B kauecTBe afpeca Ha3HauyeHWs NOKa/bHbIX UIBTPOB OTKPBITONM CETW, CO34aHHbIX B pe3ysibTaTe
npeobpaszoBaHus NpaBu 06paboTkm OTKPLITLIX IP-NakeToB U3 cekunn [broadcast] darna
firewall.conf, yKa3blBaeTcs CUCTEMHas rpynna o6bekToB broadcast.

e [locnegoBaTenbHOCTb NPUMEHEHMA NPaBUA COXPaHAETCS.
e He KOHBepTUpYHOTCA:

o nMpaBuna, cogepKalime CMHTaKcuveckme owmobky;

o KOMMEHTapuu K npaBuaam;

o pacnmncaHunA, 3aflaHHble ANA nNpaBun;
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o MpaBuna, AN KOTOPbIX B agpecax OTNpaBuTeNs 1 noayvarens 3agaHbl NOpThbl, HO He yKasaH
npotokon TCP nan UDP.

Ecan B ycnoBumm npasmna, NponyckaroLero v 6J10KMpyoLLero nakeTbl, ykasaHbl oba npotokona
(TCP, UDP) 1 HeckonbKO MOPTOB Yy3/1a OTNPaBUTENs M NoayyaTens, 3To NpaBuao npeobpasyetcs B
ceTeBON PUABLTP C HECKONBKMMU YCAOBUAMMU.

Hanpvmep, npaBuio A0 KOHBepTaL MU

rule= num 1 proto tcp,udp from any: (80,2525) to any: (368,53) pass

COOTBeTCTByI-OLLI,I/Ie ceTeBble CI)VIJ]prbI nocne KoOHBepTaynun:

Num Name Option

Act Source Destination Protocol

1 RuleNamel User

pass @any @any udp: from 80 to 368

udp: from 80 to 53
udp: from 2525 to 368
udp: from 2525 to 53
tcp: from 80 to 368
tcp: from 80 to 53
tcp: from 2525 to 368
tcp: from 2525 to 53

MpaBuna, cogepxKallme HeCKONbKO ajpecoB OTNpaBuUTeNei am nosyyatenen B Buge <Ip-
ampec>:<nopt>, MPE06PasyoOTCs B HECKOILKO CeTEBbIX GUILTPOB. TO eCTb, eC/Iv B MpaBuie B NoJisx
from M to 3af,aHO MO ZABa aApeca, OHO KOHBEPTUPYETCA B UeTblpe ceTeBblX GuabTpa.

HanpvmMep, npaBuio 0 KOHBEpTaL MK

rule= proto tcp from 192.168.1.1:80,192.168.1.5:2525 to 192.168.30.3:80,
192.168.4.2:443 pass
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COOTBeTCTByI-OLLI,I/Ie ceTeBble Cbl/lﬂprbI nocne KoOHBepTaynun:

Num Name

Act Source Destination

1 RuleNamel

pass 192.168.1. 192.168.30.

2 RuleName2

pass 192.168.1.1 192.168.4.2

3 RuleName3

pass 192.168.1.5 192.168.30.3
4 RuleName4

pass 192.168.1.5 192.168.4.2

Option
Protocol
User
tcp: from
User

from

tcp:

User
tcp: from

User

tcp: from

80 to 80

80 to 443

2525 to 80

2525 to 443

PexxMbl 6e30nacHOCTH (KpOoMe 2-ro, KOTOPbIN UTHOPUpPYETCA) NpeobpasytoTca B NoKaabHble

bUABTPBI OTKPBITON ceTu. ECIM ncnosib3yeTcs HECKObKO CeTEBbIX MHTEPHENCOB, ANA KaXA0ro M3

KOTOPbIX 3a/iaH CBOV pexxMM 6e30MacHOCTY, MPY KOHBEPTALMM CO3AatoTCs ceTeBble GUAbTPbLI ANs

Kaxkaoro uHtepoderica:

Num Name

Act Source Destination

1 [mHTepderic] :Model
(1 pexxum 6e3onacHocmu — 60kuposame IP-
nakemsl 8cex coeduHeHuli)

drop @any @iface
[nHTepbenc] [mHTepdenC]

2 [muTepberic] :Mode2
(3 pexxum 6e3onacHocmu — nponyckamse ece
ucxodauwjue coeduHeHUs Kpome
3anpeuwjeHHbIx)

pass @iface @remote
[mHTepbenC]

3 [muTepderic] :Mode3
(4 pexkum 6esonacHocmu — nponyckame ece
coeOuHeHUs)

pass @any @any [mHTepberc]
[MHTepbeic]

Option
Protocol

User

@any

User

@any

User

@any
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BHumaHwue! Ecan Ha momeHT o6HoBAeHus ViPNet Coordinator HW ceteBoli nHTepdeiic
/A\\ HeakTVBEH (N0 YMOJYaHWIO UMEET 2 pexxMM 6e30nacHOCTH), TO NPW KOHBEPTaLLMK OH
S yrHopupyeTtcs. MNpy HeO6XOAMMOCTU MOC/e KOHBEPTALIMM Bbl MOXETE CO34aTb
COOTBETCTBYHOLUMIA IOKaJIbHbIV GUABLTP OTKPBITOM CETU BPYUHY!HO.

KoHBepTauma nNpaBu 3alMLLEHHOW CETU MPU
OOHOBNEHNM 10 BEPCUM 4 X

B ViPNet Coordinator HW Bepcuin Hnxe 4.0 npasuna o6pabotkm IP-nakeToB 3alUmLLeHHON CeTu
cogepxatcs B palinax iplir.conf U iplir.serv. YTO6bI MU3MEHUTbL 3TU NpaBuIa, HEOHXOANUMO
OTpeaaKkTMpoBaTb KOHOUIYpaLMOHHbIN Gain iplir.conf. B Bepcum 4.x npaBuna o6paboTkm
nepevMeHoOBaHbl B ceTeBble PUAbTPbl. PUALTPbI XPaHATCA B BUAe TabaunL, B HECKONbKMUX dalinax * . xml,
peAaKkTMpOBaHMe KOTOPbIX BbINMOJHAETCA C MOMOLLbIO KOMaHAHOTO MHTeprnpeTaTtopa nau Beb-
nHTepdelica. B cBasn ¢ 3tm npm o6HoBaeHUn ViPNet Coordinator HW go Bepcun 4.x c 6onee paHHUX
BEPCUI NPOUCXOANT KOHBEPTaLLMA NpaBua 06paboTku IP-nakeToB 3aLlmLEeHHON ceTn B GUALTPBI
3alMLLEHHON CeTU. YUTuTe TakxKe caegytollime 0COBEHHOCTV KOHBEPTaL MM NpaBu:

e [lpaBuna o6paboTku |IP-nakeToB 3alyMLLEHHON CeTU NpeocbpasytoTcs B GUALTPbI 3aLULLEHHON CETU.

e [lpaBuna A1 WMPOKOBeELLaTENbHOMO 3aLlMLLEeHHOro Tpadurka NnpeobpasyroTcs B COOTBETCTBYHOLLME
ceTeBble GUALTPLI (BOKMpYHOLWMeE nan nponyckatowme). [Mpn 3ToM AONOAHUTENBHO CO3AaeTcs
06Kl LUMpPOKOBeLLATENbHbIA GUBTP C MPOTUBOMONOXHbLIM AEACTBUEM.

e He KoHBepTUpYyOTCA:
o MpaBuna, cogepKaline CUHTaKcu4veckme owmnobku;
o KOMMEHTapuu K npasuaam;
o pacnucaHug, 3ajaHHble ANA NpaBun;

o MNpaswna, 49 KOTOPbIX B agpecax NCTOYHMKA M Ha3HauYeHWs 3adaHbl MOPThbl, HO He yKa3aH
npotokoa TCP nan UDP.

e Kaxpaoe npaBuao C HanpaBAeHMeM NakeToB any Npeobpasyetcs B ABa GuabTpa: GUALTP 411
BXOAALLMX MakeToB 1 GUABTP A8 NCXOAALLMX MaKeTOB. ITO CBA3AHO C TeM, YTO B Bepcmun 4.x
OTCYTCTBYET aTpUbyT HanpasBaeHUs nakeTa (HanpvMep, send/recv/any).

e ECan y HECKONIbKMX CETEBbIX Y3/10B €CTb OAMHAKOBbIE MPaBuAa, TO 3TN y3/bl OObEANHAIOTCA B
rpynmbl, 48 KaXA0WN N3 KOTOPbIX CO34at0TCA COOTBETCTBYHOLLME CeTEBbIE GUALTPDI.

e [Ipeobpa3zoBaHue NpaBua 3alUMULLEHHOW CETU ANA TPYNM CETEBbLIX Y3/10B BbIMOAHACTCA CIeAYHOLMM
obpazom:

o Ecnn B npaBuno ans rpynnbl ceTeBbIX Y3/10B, COAepKalliee paspeLlatolmin GuabTp no
yMon4yaHwuio, 6b11n gobasneHbl 6aokupyroLe GuabTPbI, TO MOCAe KOHBepTauum byayT co3gaHbl
TOJIbKO COOTBETCTBYHOLLME BOKMPYIOLME ceTeBble GUALTPDI.
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o Ecau B npaBwao ans rpynnsl Y3108, cogepxkaiiee 6a10KMpyoWwni GuabTp No yMONYaHuIo, Obiau

fobaBsieHbl paspeLuatolme GuabTPbI, TO NOCAe KOHBEPTaLUN ByayT co3AaHbl COOTBETCTBYHOLLME
pa3pelatoLyme ceteBble GUAbTPLI U BAOKMpYLOLWMIA ceTeBON GuabTp. Mpn 3Tom y
610kupytoLero ceteBoro GpuabTpa byaeT cambli HU3KUIA MPUOPUTET.

Mpeobpa3zoBaHue npasuia «IP-nakeTbl Bcex agpecaTos» B r1aBHOM GUAbTPE 3aLLMLLEHHON CETU

BbINOJIHAETCA CaefytoL M o6pa3om:

o Ecan B 370 NpaBwuno, cogepkalliee 6AOKMPYHOLLMIA GUABTP MO yMOAYaHWIO, AobaBAEHbI

paspewarowne CI)I/U'IprbI, TO nocd/sie KoHBepTaynm 6yAyT CO34aHbl COOTBETCTBYHOLLME

pa3peLuatone GUAbTPbI C CaMbIM HU3KUM NPUOPUTETOM.

o Ecan B 3TOM NpaBune coaep>nTca 610KMPYHOLWMA GUABTP NO YMOAYAHUIO K OTCYTCTBYHOT

AONOJIHUTENbHbIE d)I/I}'IprbI, TO nocdsie KoHBepPTaynm 6yp,eT CO34aH COOTBeTCTBy}OLLI,I/II‘/’I

H610KMPYOWNIA GUABTP C CaMbIM BbICOKMM NMPUOPUTETOM.

o Ecav B 370 NpaBuo, cogepxkallee paspeLuarouii GuabTP No yMoAYaHwuo, 406aB/eHbI

610KvpytoLLVEe GUBTPLI, TO MOC/IE KOHBEPTaL MK ByayT CO3jaHbl COOTBETCTBYOLLME

pa3pemarou.|,|/u31 q)l/lanp C CaMbIM HU3KMM NPUOPUTETOM U 6J'IOKI/1pyI-OLLI|Me q)l/U]prbI C CaMbIM

BbICOKMM MPUOPUTETOM.

o Ecan B 3TOM NpaBuae coaep>mTCa paspeluatolmii GuabTP N0 YMOAUYAHUIO U OTCYTCTBYHOT

AONoNHUTENbHbIE UABTPbI, TO MOC/Ie KOHBEPTALMK ByAeT CO34aH COOTBETCTBYHOLL WA
paspeLarowmnii GUALTP C HU3KUM NPUOPUTETOM.

Hanpumep, ecam rnaBHbii GUABTP 3aLUMLLEHHON CETU COAEPXXUT paspeLlatowmnin GuabTp no

YMOJIYGHUIO W JOMOJIHUTENbHBIE 60KMpPYtoLWMe GUabTPbI, COOTBETCTBYIOLLAA 3anuck B daiiie

iplir.conf UMEET BUA:
[id]

id= Oxfffffffe

name= MainFilter
filterdefault= pass
filtertcp= <port> drop,
[id]

id= <upmenTudMKaTOpP y3J]a
name= <wumMmg ys3Jja 1>
filterdefault= drop
filtertcp= <port> pass,
[id]

id= <upmenTtuHdMKaTOP y3I]a
name= <yMmg y3Jjia 2>
filterdefault= pass

filtertcp= <port> drop,

send

1>

send

2>

send
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B 3TOM cayyae nocsie KoHeepTtayum 6y,£|,yT CO34aHbl ciegyouine ceTeBble CI)I/IJ]prbII

Num

Act

1

drop

pass

drop

drop

drop

pass

Name

Source

Main Converted
local
Converted Rule
local
Converted Rule
local
Converted Rule
<ID1>

Converted Rule

local
Main Converted

@any

Destination

Rule

@any

<ID1>

<ID1>

@any

<ID2>
Rule

@any

Option

Protocol

User

tcp: from <port>
User

tcp: from <port>

User

User
tcp: from <port>
User

tcp: from <port>

User
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CoBmectmocTb [10 ViPNet
Coordinator HW Bepcuit 3.x

MporpammHoe obecneueHune Bepcun 3.0, yctaHoBseHHoe Ha ViPNet Coordinator HW, HecoBmecTMO ¢
6onee nosaHummn Bepcuamum MO npu ncnonb3oBaHum pexmma wnpposaHna GOST-CTR. Ecan B Bawwen
cetun ViPNet yctaHoBneHo Heckonbko ViPNet Coordinator HW Bepcum 3.0 v Bbl niaHupyeTe nepentu Ha
6os1ee no3aHwo Bepcuto nan yctaHoButb B ceTu ViPNet Coordinator HW 6onee nosaHeli Bepcum, TO BO
n3bexkaHme HeCOBMeCTUMOCTU Ha Bcex Metolmxcs ViPNet Coordinator HW obHosute MO po Bepcuu 3.1
nnn 6onee no3gHen. Bece Bepcum MO, HaumHas ¢ 3.1, NOHOCTBHO COBMECTUMbI MexXay cobon npwu
Ncnonb3oBaHum pexxmma wndposaHusa CTR.

Y106kl Ha BpeMs NpoBeseHNss OBHOBAEHUS COXPaHUTb coBMecTMMOCTb O Bepcum 3.0 c 6onee
NO34HUMW BEPCUAMY, PEKOMEHAYETCA Nepes Hauanom OOHOB/IEHUS BPEMEHHO MepPenTH Ha
ncnonb3oBaHue pexuma wudposaHuna GOST-CFB. [1na ycTaHOBKM HY>XXHOro pexunma LnppoBaHus
NCNoNb3ylTe KOMaHAY:

hostname# iplir set cipher-mode {gost-ctr | gost-cfb}

Mocne o6HoBAeHUs MO Ha Bcex ViPNet Coordinator HW, ycTaHOB/NIEHHBIX B CETW, Bbl MOXETe CHOBa
ncnonb3osatb pexum wndposanHma CTR.
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Pe3epBHOE KOMKMPOBaHME U
BOCCTAHOB/IEHWE HACTPOEK

HasHaueHwve akcnopTta 1 MMnopTa CNpPaBOYHMKOB, K/OYE U HacTpoek 60
DKCNOPT CNPaBOYHMKOB, KJIHOUEN 1 HACTPOEK 62
IMnopT cnpaBOYHMKOB, KNHOUYEN 1 HAaCTpPOeK 64
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Ha3HayeHMe 3KkCnopTa U MMMNOPTA
CMPABOYHMKOB, KJIKOUEeW 1 HaCTPOEeK

Bbl MOXKeTe UCnonb30oBaTb 3KCMOPT U MMMOPT CNPaBOYHUKOB, Katoyel u HacTpoek ViPNet Coordinator
HW B cneayrolmx cutyaumax:

e CoxpaHeHue 1 BoccTaHoB/eHWe aaHHbIX Ha ViPNet Coordinator HW B ciiyyae HEKOppPEKTHOro
o6HoBAeHus MO.

e [lepeHOC CNpaBOYHMKOB, KtOUYen 1 HacTpoek ¢ ogHoro cepeepa ViPNet Coordinator HW Ha gpyroi,
HampuMep, B C/lyyae 3aMeHbl anmnapaTHol naatdopmbl. ITO MO3BONSET YNPOCTUTb MOATOTOBKY
HoBoro ViPNet Coordinator HW k paboTe, Tak kak He TpebyeTcs BbINONHATb YCTaHOBKY
CNPaBOYHUKOB N KJtOUEN N HEOBXOAMMbIE HACTPOWKN BPYUHY!HO.

B 3Tom cnyuae ob6a cepsepa ViPNet Coordinator HW goaxHbl MMeTb OAMHAKOBbIE UCMONHEHWE U
TN AnueH3nmn. Kpome 3Toro, no 3aeBepLUeHnn MMnopTa cepeep, C KOTOPOro MePeHOCATCA JaHHble,
BOJKeH BbITb OTK/IOYEH OT CETU UAWN Ha HEM JOJIKHbI ObITb YAaneHbl CNPaBOYHMKM U KAOYM. 3TO
cBfA3aHo C TeMm, UTo B ceTh ViPNet He gonyckaeTcs GyHKLMOHNMPOBaHME HECKOAbKMNX Y310B C
OAVHAKOBbIMW CMPaBOYHNKAMM 1 KJIHOHAMW.

B cocTaB akcnopTMpyemMon MHpopMaLmMm BXOAAT CeAytolme JaHHble:
e dainnbl, cogepxkawyme kKaroun WwWmdpoBaHus ans ceasaHHbix ¢ ViPNet Coordinator HW y3nos;
e pe3epBHbIi HAOOP NepCcoHaNbHbIX Katouel (dann *.pk, MPU HaAMUUK);
e dainbl, cogepxkawme nHpopmaumto o ceszaHHbIx ¢ ViPNet Coordinator HW y3nax (cnpaBouHukn);
e  HaCTPOMKM 3almLLeHHOW ceTn (bain iplir.conf);
e HacTpolikm ceTeBbix NHTepdelicos (IP-agpec, macka noaceTw, Gain iplir.conf-<unrepdeirc>);
®  HaCTPOMKMN MapLUPYyTM3aLMM U CTaTUUeCKne MapLIpyTbl, eCau Takme Co3faHbl;
®  HaCTPOMKM 4acoBOro MoACa;
e ceTeBble GUALTPLI U NpaBMaa TPAHCAALUN aAPeCos;
®  HaCcTPONKM NapameTpoB 06paboTkn NpUKAaAHbIX MPOTOKOOB;
e HACTPOMKM CUCTEMbI 3alLmMTbl OT cboeB (paln failover.ini);
e  HaCTPOMKM TPAHCMOPTHOrO Moaynsa (dann mftp. conf);
e HaCTPOWVKM NPOTOKOJNPOBAHUS;
e HacTpolku gonoaHutenbHbix cepaucos (DHCP-cepeepa 1 aApyrux);
e HacTpoliku B3ammogencteums ¢ UPS;
e HaCTPOMKM TYHHEANPOBaHWA KaHaabHOro ypoBHs (L20verlP);

e TekyluMe KJIKUUN ANS COeAMHEHWI NO NpoTokoay SSH2.
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Mpumeuanume. Paiinsl sxcnopta, cosgaHHble B ViPNet Coordinator HW 3.1 u 6onee
PaHHWX BEPCUIA, BKAIOYAIN TaKkxKe AOMONHUTENbHbIE AaHHbIe: XypHan IP-nakeTos,
>KYpHan TPaHCMopTHbIX KoHBepTOB MFTP 1 ouepesb NOUTOBbLIX KOHBEPTOB. HaunHas ¢
Bepcum 3.2, Npu UMNopTe Taknx ¢alrinoB ykasaHHbIE AOMNOJHUTENbHbIE AaHHblE
UrHOPUPYIOTCA.
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JKCMOPT CNPaBOYHMKOB, KJTHOUEN U
HaCTpPOeK

3KCI'IOpT CMpaBOYHUKOB, KJrUen n HacTpoek Tpe6yeTc;| BbIMONHATL B CAeAYHOLWNX Cydanx:

e [lepep obHoBneHmem MO Ha ViPNet Coordinator HW (cMm. «O6HOBAEHME NpOrpaMMHOro
obecrieyeHuns» Ha CTp. 45), a TakXe neprogMyeckun A BOSMOXHOCTM BOCCTaHOBJ/IEHWNS JaHHbIX B
cnyyae cboes B paborTe.

MpumeyvaHwme. MeproanUHOCTb pesepBMpoBaHmns JaHHbIX Ha ViPNet Coordinator HW
onpejenseTca pernaMmeHToM 6e30MacHOCTY Balleli opraHu3aLmm.

e [lpu nepeHoce CNpaBOYHMKOB, KtoUen 1 HacTpoek Ha apyroi ViPNet Coordinator HW
aHaJIOrMYHOro UCMOHEHUs (HanpyUMep, NPW 3aMeHe annapaTHol nNaaTtGopMbl).

IKCNopT CMPaBOYHMKOB, KJIHOYEN Y HACTPOEK Bbl MOXETE BbIMOJIHUTb TOJIbKO MPU HEMOCPEACTBEHHOM
poctyne k ViPNet Coordinator HW nau BuptyansHomy obpasy ViPNet Coordinator HW ogHum m3
cnegyowmx cnocobos:

e Ha HoyTtbyK, moakatoUeHHbIN Yepes ceTeBOM kpocc-kabesnb Ethernet n TexHonormyeckuin agpec.

e Ha USB-HoCWTeNb NpY NOAKAKOYEHNIN Yepe3 0ObIYHYO KOHCO/b (C MCMOAb30BaHNEM MOHUTOPA U
knaBmatypsbl) nam COM-koHcob (C ncnonb3oBaHneM HoyTbyka). MNepes HauanoM akcnopTa 3TUM
cnocobom otdpopmatupyite USB-HOCUTENb B OZHY U3 NOAAEPXKMBaEMbIX GpaiioBbix cuctem: FAT32,
ext2, ext3 nan ext4.

g BHMMaHMe! SKkcnopTnpoBaTh CNPaBOYHMKM, KNKOUN 1 HACTPONKK B yaaneHHol SSH-ceccum
3anpetLleHo.

Ha Bpems BbINONHEHNA 3KCMOpPTa C MCMOAb30BaHMEM HoyTOyKa (noc/ie BBOAa KOMaHZbl) aBTOMaTUYeCcKu
N3MEHATCA HacTponkn ceTeBbix MHTepdencos ViPNet Coordinator HW: Ha uHTepdelice Ethernet
yCTaHaB/IMBaeTCA TeXHoNornveckuin IP-agpec 169.254.241.1, Bce ocTanbHble nHTepdelicol ViPNet
Coordinator HW Bbikntouatotcs. BocctaHoBneHMe HacTpoek nHTepdelicos ViPNet Coordinator HW
NPOM3BOAMUTCA TOILKO NMPW YCMELIHOM 3aBepLUEeHNM 3KCNopTa.

ﬂ'flﬂ 3KCrNopTa CnpaBOYHWNKOB, KAHOUEn 1 HacTpoekK BblMoOAHUTE Caeayrouine Ael7|CTBI/|FIZ

1 3aBepuTe paboty gemoHos iplircfg n mftpd ¢ nomowbto komaHa;
hostname# iplir stop

hostname# mftp stop
2 BbibepuTte MecTO coxpaHeHus daina skcnopTa C NOMOLLbHO KOMaHAbI:

hostname# admin export keys binary-encrypted {tftp | usb}, rae:
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o tftp — 3KCNOPT Ha HOYTHYK No npoTokoay TFTP.
o usb— 3kcnopT Ha USB-Hocutens.

Mpw ycnewHOM BbINOJHEHUN KOMaHAbI MOABUTCA coobLueHne, 4To dpain akcnopTta chopMmnpoBaH 1
COXPaHeH B KaTanore /tmp/vipnet:

Configuration file will be saved to tmp/vipnet/<muma daria skcnopra>

Mpumeuanue. Vimsa daiina skcnopTa GopMmUpyeTcs No ceayroLemMy LabaoHy:

<HasBaHye ViPNet Coordinator HW>-<umeHTuOMKaATOp yzja>-<maTa

BKCIOopTa>.vbe,
rae <uaseanue ViPNet Coordinator HW> — HauMeHOBaHWE UCMOJHeHUs 6e3
nociegHuNx AByx CMMBOJIOB.

®arin skcnopTa aBTOMaTMYecku 3awndpoBbIBAETCA Ha TEKYLLEM Mapoe Nosib3oBaTens.

3 [MepeHecute chopMmpoBaHHbIA daiin 3KkcnopTa Ha HOYTOYK nam USB-HocuTenb.
[ns nepeHoca ¢arina Ha HOYTOYK BbINOAHUTE HAa HEM KOMaHAY:
tftp -1 169.254.241.1 get <umsa odanma skcnopTa>
[Jnsa nepeHoca darina Ha USB-HocKTeNb BbINOAHUTE ChefytoLLne AeACTBUA:

3.1 Nogxntounte USB-HOCUTENb K 0gHOMY 13 USB-pa3bemos ViPNet Coordinator HW wau
KOMMbIOTEPa, Ha KOTOPOM pa3BepHYT BUPTyanbHbI 06pa3 ViPNet Coordinator HW B oTtBeT
npeaoxeHune

Put <mumsa damna skcnopra> file onto USB drive.
Insert USb drive and press Enter.

3.2 MNoABMTCA NPOHYMEPOBaHHbIV CMMCOK BCeX OBHapYXXeHHbIX yCTponcTB. BeibepuTe USB-
HocuTesb ANA NepeHoca Ha Hero dGaina akcnopTa. [s 3Toro B OTBET Ha COObLLeHNe Select
target partition [1-1] or O to abort BBEAuTe UMdpy, cooTBeTcTBYrOWYO USB-HOCUTENO
B CMnCKe, 1 HaxxmuTe knasuwy Enter.

3.3 IMpw ycnewHon 3anvcy paiina skcnopTa Ha USB-Hocutenb NosBUTCA coobLleHve ¢
paspeLleHVeM 13BJeYb YCTPOWCTBO:

You may remove the USB drive.

g BHumaHue! Heobxoammo goxaaTbcsa 3Toro cooblieHuns npexae, yem nssneub USB-
HOCKTe/Ib U3 pa3bema.

4 3anyctute gemoHbl iplircfg u mftpd ¢ nomoLbto KoMaHA;
hostname# iplir start

hostname# mftp start
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IMIOPT CMPaBOYHMKOB, KIHOUEN U
HaCTpOeK

|/|MI'IOpT CNpaBOYHUKOB, KAoYen 1 HacTpoek Tpe6yeTc;| BbINONHATb B CAeAYHOLWNX Cydanx:

e [lnA BOCCTaHOBAEHWA AaHHbIX NPY HeKoppekTHOM o6HoBaeHun MO Ha ViPNet Coordinator HW
(cm. «OBHOBAEHME MPOrpamMMHOro obecneyeHns» Ha CTp. 45).

e [lns 3arpy3ku CnpaBOUHMKOB, katoueit 1 HacTpoek ¢ ogHoro ViPNet Coordinator HW Ha apyroi
(Hanpumep, Npu 3ameHe annapaTHoOW NaaTGopmbl).

Cnocobbl MMMopTa CNPaBOYHMKOB, katouer n HacTpoek Ha ViPNet Coordinator HW onucaHbl B pa3gene
Cnocobbl ycTaHOBKM M MOArOTOBKA K YCTaHOBKE CMPaBOYHMKOB U Katouer (Ha cTp. 23).

Mepeg Havanom nmnopTa ybeanTech B Hannuve daina * . vbe, MOJyYeHHOTrO B pe3ybTaTe 3KCMopTa
CNpPaBOYHMNKOB, KAtOUer U HacTpoek Ha gewcTeytouiem ViPNet Coordinator HW. Bmecte ¢ daiinom * . vbe
BaM J0JIXKeH ObITb NpeAoCTaBAeH Naposib, Ha KOTOPOM OH 3alindpoBaH. [laHHbIA naponb noTpebyeTcs
BBECTW MPW BbIMOJIHEHUWN UMMNOPTA AaHHbIX U3 darna * . vbe.

MpumeuaHue. Mpu skcriopTe Galin * . vbe aBTOMaTMYECKM 3aIMPPOBLIBAETCS Ha
TekyLL,eM napoJe noJib3oBaTens.

Kpome 31oro, ecim MMNopT CNpaBoOYHWKOB, KJHOUEN M HacTpoek BbinoaHseTca Ha ViPNet Coordinator
HW, Ha KOTOpPOM y>Ke yCTaHOB/IEHbI CMPABOYHWKM U KKOUW, TO yaanauTe X Nepes HavyaaoM uMmropTa ¢
MOMOLLbHO KOMaHZbI:

hostname# admin remove keys

B NPOTUBHOM CJlydae, UMNOPT AaHHbIX 6yp,eT HEBO3MOXKEH.

MpumeyaHwme. MNpun yaaneHnn cnpaBoYHNKOB U KOUeR yaanseTca nHpopmaumsa ob
ncnosnblyemom cnocobe ayteHTUdrKaumm nons3osatens ViPNet Coordinator HW. Ecamn go
yAaNeHVs CNpPaBOYHNKOB U KJIKOUel NCMONb30BasCa CNocob ayTeHTUdMKaLMm No YCTPOKCTBY,

TO MOC/e yAaneHns U UMMNopPTa AaHHbIX U3 daiina * . vbe ByaeT AOCTYNEH TONBKO CNOCO6
ayTeHTUdUKaLMm no naponto. [ns Bo3epaTa cnocoba ayTeHTUdMKaLmMm No yCTPonCTBy creayeT
BPYYHYHO M3MeHUTb Cnocob ayTeHTndukaumm. MNMogpobHee cMm. gokymeHT «ViPNet Coordinator
HW. HacTpolika c noMoLLbo KOMaHAHOTO MHTeprpeTaTopa», pasgen «Hactpoiika napameTpoB
6e30MnacHOCTU».

[ns nmnopTa cCNpaBOYHMKOB, KArOUen 1 HacTpoek Ha koopauHatop ViPNet Coordinator HW BeinonHute
BCE AEWCTBUSA U3 NPUBEAEHHOM HUXeE TabauvLbl B MPeANoXeHHOM NOpsAKe.
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Tabauya 6. lNocnedosamebHOCMb UMNOPMA CNPABOYHUKOB, KAtoHel U Hacmpoek

[JelictBre Ccblsika
O WHuumumpyinTe MMNOPT CNPaBOYHMKOB, Hauano yctaHoBkuM (Ha cTp. 27)
kntoyen n Hactpoek Ha ViPNet Coordinator
HW
[0 YKaxuTe 4YacoBOW NOAC, AaTy W Bpems Hactpolika YacoBoro nosca, AaTbl U BpEMEHM
(Ha cTp. 28)
[0 Bbibepute daiin akcnopta *. vbe YcraHoBKa guctpnbytnsa katoyen Ha ViPNet

Coordinator HW (Ha cTp. 30)

O [lepesarpy3uTe KOMMbLOTEP 3aBepLueHue ycTaHOBKM (Ha cTp. 42)
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3aMeHa 3/1eMeHTa NMTaHKA
CMQOS BIOS n yctaHoBKa SIM-
KapTbl

3amMeHa 3nemeHTa nutaHns CMOS BIOS 67

YcraHoBka SIM-kaptbl B ViPNet Coordinator HW50 N3 1 HW100 N3 78
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3ameHa anemeHTa nntadmna CMQOS
BIOS

B npouecce skcnayaTaumm HekoTopblx ncnonHeHni ViPNet Coordinator HW B ¢Bf3u ¢ nspacxogoBaHvem
3apAja MOXET BO3HWUKHYTb HEOHXOAMMOCTb 3aMeHbl anemMeHTa NutaHna CMOS BIOS Ha MaTepuHCKOM
nnaTe. 3T0 OTHOCUTCA K caeaytowmnm ncnoaHenusm ViPNet Coordinator HW:

e ViPNet Coordinator HW1000 Q3;
e ViPNet Coordinator HW1000 Q4;
e ViPNet Coordinator HW2000 Q3.

Y106kl 3aMeHNTb 31eMeHT NuTaHusa CMOS BIOS, BeinosHWTe creaytolne AencTBus:

1 Y6eputecs, uto ViPNet Coordinator HW BbikitoueH. B npoTtveBHOM ciydae Bbikarounte ViPNet
Coordinator HW ogHuM 13 cregyroLimnx cnocobos:

o Astopusyiiteck B ViPNet Coordinator HW 1 B kOMaHAHOM MHTepnpeTaTope BBeAMTE
CNefyroLLyro KOMaHay:

hostname> machine halt
o Haxmute kHOMKy nuTaHusa Ha nepeaHeit naHenn ViPNet Coordinator HW.
2 Otkntounte kabenb nutaHus ot kopnyca ViPNet Coordinator HW.
3 CHumuTe kpbilky kopnyca ViPNet Coordinator HW, ans 3Toro BbinosHWTe Caegytolme AencTBus:

o  OTKpyTUTE BMHTbI Ha KOPMyce, Kak MoKa3aHo Ha OJHOM U3 CIEAYHOLLMX PUCYHKOB B
3aBucMMocTu ot ucnonHenms ViPNet Coordinator HW:

PucyHok 18. PacnonoxeHue mpex suHmos Ha kopnyce ViPNet Coordinator HW1000 Q3/Q4
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PucyHok 19. PacnosoxeHue 08yx suHmoes Ha 3adHeli naHenu ViPNet Coordinator HW2000 Q3

o CABWUHbTE KPbILLIKY B CTOPOHY 3aZHel NaHe/ v Ha paccTosiHMe 0KOJI0 2 CM U OTCOeAnHUTE ee OT
KOpMyca, Kak MoKa3aHo Ha OAHOM U3 C/IeAyHOLLMX PUCYHKOB B 3aBUCMMOCTU OT UCMOJIHEHUS
ViPNet Coordinator HW:

PucyHok 20. CHamue sepxHeli kpoiwku kopnyca ViPNet Coordinator HW1000 Q3/Q4

&

PucyHok 21. CHamue sepxHeli kposiwku kopnyca ViPNet Coordinator HW2000 Q3

4  Yrtobbl 3aMeHUTb 3neMeHT nuTtaHus CMOS BIOS, onpeaennte ero nosoXeHne Ha MaTePUHCKOM
nnate ViPNet Coordinator HW ¢ nomoLLbto 04HOro 13 caeayrowmx PUCyHKOB B 3aBUCMMOCTU OT
ncrnonHeHus ViPNet Coordinator HW:
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PucyHok 22. PacnosoxeHue snemeHma numaHua Ha mamepuHckol nname ViPNet Coordinator

HWT1000 Q3
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PucyHok 23. PacnonoxeHue 31emeHma numaHus Ha mamepuHckol naame ViPNet Coordinator
HW1000 Q4
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PucyHok 24. PacnonoxeHue 3nemeHma numaHus Ha mamepuHckol nname ViPNet Coordinator
HW2000 Q3

C NOMOLWWbH NMNHLUETa AN OTBEPTKU C NIOCKUM HAKOHEYHWNKOM OTOIHUTE 3alleNKy rHe3ja sneMeHTa
NNTaHNA N U3BJIEKUNTE SNEMEHT NMNTaHUA, KaK NMOKa3aHO Ha chejytoliemM pUCcyHkKe:

PucyHok 25. V1zgneqeHue snemeHma numaHus CMOS BIOS u3 eHe30a Ha mamepuHckoli naame

BcraBbTe HOBbIN 3neMeHT nuTaHms CMOS BIOS. Mogonaet oanH U3 Cleaytowmx BUAOB 31eMeHTa
nutanmna CMQOS BIOS:

o CR2016 (emkocTb 80 MA-Y);
o CR2025 (emkoctb 150 MA-u);

o CR2032 (emkocTtb 230 MA-4) — peKOMEHAYEM MCMONb30BaTb MMEHHO TaKOW 3/1eEMEHT MUTaHUs
CMOS BIOS.

YCTaHOBMTE KPBbILLKY Ha KOPMYC U HaHeCuTe 3alimTHble NAOMObbI, KaK NOKa3aHO Ha OAHOM U3
CnefyroLLnX PUCYHKOB B 3aBMCUMOCTH OT ucnosnHeHus ViPNet Coordinator HW:
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PucyHok 26. HaHeceHue naombel Ha kopnyc ViPNet Coordinator HW1000 Q3/Q4

PucyHok 27. HaHeceHue naombel Ha kopnyc ViPNet Coordinator HW2000 Q3
8 T[oaxntounte Kabenb NuTaHusa u Bkatounte nutaHue ViPNet Coordinator HW.

9 HactpowTe napametpsbl BIOS (cM. «<HacTpoiika napameTpoB BIOS» Ha cTp. 72).

3ameHa anemeHTa nutaHma CMOS BIOS 3aBepLueHa. Tenepb Bbl MoxeTe BkAoUMTb ViPNet Coordinator
HW.

Hactpovika napameTtpos BIOS

MNMocne 3ameHbl 3nemenTa nutanms CMOS BIOS Bce napametpbl BIOS Bo3Bpallatotca K 3aBOACKUM
HacTpoikam, Mo3TOMy HEODXOAMMO 3aHOBO MPOU3BECTU HAcTPOLiKy napametpos BIOS v 3agatb naponu
ANs 3aWwmnTbl HacTpoek BIOS oT nameHeHus.

Mapametpbl HacTpoek BIOS 3aBucat ot ncnonHenums MAK ViPNet Coordinator HW n npuseseHbl B
COOTBETCTBYIOLUMX pa3genax:

e [lapametpbl Hactpoiku BIOS ans ViPNet Coordinator HW1000 (Ha cTp. 73).
e [lapametpbl Hactpoiku BIOS ans ViPNet Coordinator HW2000 Q3 (Ha cTp. 76).
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Maponn ana 3awmtel HacTpoek BIOS AonXKHbI yA0BAETBOPATL CAeAy LM YCAOBUAM:

® [apoJib 4OJIKXEH COCTOATb HE MEHEE YeEM U3 LIeCTU CUMBOOB;

e naposb MOXeT 6bITb cCGOPMUPOBAH U3 CAyYanHOM NapoabHOW $paszbl C UCMOAb30BaHNEM
reHepaTopa naponeii ViPNet Password Generator;

® [apo0Jib AOJIKEH COAep>KaTb pa3/INyHble NaTUHCKNE U LI,VIq)pOBbIe CMMBOJIbl, NCMOJIb3OBaHNE TpPeEX U
bonee nayumx nogpas oAMHakKoBbIX CUMBOJIOB HEAOMYCTUMO.

Mapametpbl HacTpounku BIOS gna ViPNet Coordinator HW1000

Tabauya 7. Napamempesi Hacmpotiku BIOS das ViPNet Coordinator HW1000 Q3

FMyHKT MeHo/noameHo

Main > Storage
Configuration

Advanced > Onboard
Devices Configuration

Advanced > ACPI
Configuration >
Advanced ACPI
Configuration

Server > Remote Access
Configuration

Boot > Hard Disk Drives

Boot > Boot Device
Priority

Boot > Boot Settings
Configuration

Mapametp
SATA Configuration
Configure SATA as

Onboard LAN1 Boot
ROM

Onboard LAN2 Boot
ROM

Interrupt 19 Capture

Headless Mode

Remote Access

1st Drive

1st Boot Device

2nd Boot Device

Quick boot

3HaueHune MpumevaHune

Enhanced
AHCI

Disabled

Disabled

Disabled

Disabled

Disabled

[HDD: PO-CSS ..]] B kauecTtBe nepBoro
HakonuUTens A0JKeH
6bITb yKka3aH SSD-

ANCK

[HDD: PO-CSS ..]] B kauecTtBe nepBoro
yCTponcTBa ans
3arpy3km OC
[OMXKEH ObITb
yKasaH nepBbIi

HakonuTenb (TO ecTb

SSD-amck)
Disabled Btopoe ycTpoiicTBo
JLOJI)XHO ObITb
OTKNtOUYEHO
Disabled
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IMyHKT MeHI0/nogMeHo

Boot > Security

Mapametp

Change Supervisor
Password

Change User Password

3HaueHve MpumMeuaHue

Heobxoanmo 3aaaTb
naposb ¢
MaKCMMabHbIM
YMCIOM CUMBOJIOB

Heobxoanmo 3aaaTb
naposb ¢
MaKCMMabHbIM
YMCIOM CUMBOJIOB

Tabauya 8. Napamempsl Hacmpotiku BIOS das ViPNet Coordinator HW1000 Q4

MMyHKT MeH0/noameHo

Advanced > CPU
Configuration

Advanced > SATA
Configuration

Advanced > PCI
Subsystem Settings

Advanced > TPM

Advanced > ACPI Settings

Advanced > NCT6779D
Super 10 Configuration>
Serial Port 1 Configuration

Advanced > NCT6779D
Super 10 Configuration>
Serial Port 2
Configuration

Advanced > NCT6779D
Super 10 Configuration >
Parallel Port
Configuration

Advanced > Onboard LAN
Configuration

Mapametp

Hyper-Threading
Intel Virtualization
Technology

SATA Controller(s)

SATA Mode Selection

Above 4G Decoding

TPM Support
Enable Hibernation
ACPI Sleep State

Serial Port

Serial Port

Change Settings

Parallel Port

Intel 1210 LAN1
OpROM

3HaueHune MpumeyaHune

Enabled

Disabled

Enabled

AHCI

Disabled

Disabled
Disabled
Suspend Disabled

Disabled

Enabled

10=3F8h;
IRQ=3,4,5,6,7,10,11,1
2

Disabled

Disabled
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IMyHKT MeHI0/nogMeHo

Advanced > Serial Port
Console Redirection

Advanced > Runtime
Error Logging

Advanced > APM

Advanced > Network
Stack

Event Logs> Change
Smbios Event Log
Settings

Boot

Boot > Boot Option
Priorities

Boot > Hard Drive BBS
Priorities

Boot > Network Device
BBS Priorities

Boot > CSM Parameters

Mapametp

Intel 1210 LAN2
OpROM

Intel 1210 LAN3
OpROM

Intel 1210 LAN4
OpROM

COM2 Console
Redirection

Runtime Error Logging
Support

Restore AC Power Loss

Network Stack

Smbios Event Log

Erase event log
When Log is Full
Boot Device Seeking

Boot Option #1

Boot Option #2

Boot Option #1

Boot Option #2

Boot Option #[1-4]

Launch CSM
Boot option filter

Launch PXE OpROM
policy

Launch Storage
OpROM police

3HaueHne

Disabled

Disabled

Disabled

Disabled

Enabled

Power On

Disabled

Enabled

No
Erase Immediately
Normal

[P2: 2GB Sata Flash
|

Disabled

[P2: 2GB Sata Flash
|

Disabled

Disabled

Enabled

Legacy only

Do not launch

Do not launch
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MpumeuaHune

Heobxoanmo
yka3satb SSD-
HakonuTtesb

Heobxoanmo
OTK/IOUUTL

Heobxoanmo
OTKNHOUNTb BCE
BapuaHTbl 3arpy3Kku



IMyHKT MeHI0/nogMeHo

Security > Administrator
Password

Security > User Password

Security > Secure Boot
menu

Exit

Mapametp

Launch Video OpROM
policy

Other PCI device ROM
priority

Secure Boot

Boot Override

Launch EFI Shell from
filesystem device

3HaueHne

Legacy only

Legacy OpROM

Disabled

MpumeuaHune

Heobxoanmo 3aaaTb
naposb ¢
MaKCMMabHbIM
UYNCIOM CUMBOIOB

Heobxoanmo 3aaaTb
naposb ¢
MaKCMMabHbIM
YMCIOM CUMBOJIOB

Heobxoanmo
OTKNHOUUTb BCE
NOANYHKTbI 3TOFO
MyHKTa MEHIO

Heobxoanmo
OTKJIOUUNTL

Mapametpbl HacTpounku BIOS ansa ViPNet Coordinator HW2000 Q3

Tabauya 9. MNapamempesi Hacmpotiku BIOS das ViPNet Coordinator HW2000 Q3

MMyHKT MeHo/noameHo

Advanced > CPU
Configuration

Advanced > Chipset
Configuration > CPU 110
Bridge Configuration

Advanced > Chipset
Configuration > Intel(R)
VT for Directed 1/0
Configuration

Advanced > Trusted
Computing

Advanced > ACPI
Settings

Mapametp

Intel Virtualization
Technology

Hyper-threading

VGA Priority

VT-d

TPM Support

Enable Hibernation

3HaueHune

Disabled

Enabled

Onboard

Disabled

Disabled

Disabled
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MpymeyaHune



MMyHKT MeHI0/noaMeHo
Advanced > APM

Advanced > Serial Port
Console Redirection

Advanced > Onboard
LAN Configuration

Boot

Boot > Hard Drive BBS
Priorities

Boot > CD/DVD ROM
Drive BBS Priorities

Boot > Floppy Drive BBS
Priorities

Boot > CSM Parameters

Security

Security > Secure Boot
menu

Mapametp
Restore AC Power Loss

COM2 Console
Redirection

Intel W82574L
OpROM[1-4]

Boot Device Seeking

Boot Option #1

Boot Option #2

Boot Option #1

Boot Option #2

Boot Option #1

Boot Option #1

Launch CSM

Launch PXE OpROM
policy

Launch Storage OpROM
policy

Administrator Password

User Password

Secure Boot

3HaueHve MpumMeuaHue

Power On

Disabled

Disabled

Normal

[SATA P1: 2Gb B kauectBe nepsoro

SATA..] yCTpoONncTBa AN
3arpy3kum OC
JLOJI)XHO BbITb
ykasaHo HDD-
YCTPONCTBO
Disabled

[SATA P1: 2Gb B kauectBe nepBoro

SATA..] HakonuTensa A0NXKeH
6bITb yKka3aH SSD-
ANCK

Disabled

Disabled

Disabled

Always

Do not launch

Do not launch

HeobxoanMo 3asaTb
naposb ¢
MaKCMMabHbIM
UMCIOM CUMBOJIOB

Heobxoanmo
yAANUTb Naposb,
€Cc/Iv OH 3asaH

Disabled
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YcTaHoBka SIM-kapTbl B ViPNet
Coordinator HW50 N3 m HW100 N3

VcnonHeHmsa ViPNet Coordinator HW50 N3 n HW100 N3 ocHaweHbl 3G-Mogemamu. Ytobbl
NOAKAFUNTLCA K ceTU 3G, HEOBXOAMMO yCTaHOBUTb SIM-KapTy B COOTBETCTBYOW M pasbem. [as 3Toro

BbINOAHUTE Cheayrowimne AGVICTBI/Iﬂ:

1 Y6eputecs, uto ViPNet Coordinator HW Bbik/itoueH. B npoTMBHOM c/iyyae BbIKJHOUUTE ero.
2 OtkpyTuTe KpenexHble BUHTBLI 1 pa3bepute kopnyc ViPNet Coordinator HW.

3 Ha matepuHckon nnate Hangute naaty mini-PCle, oTKpyTUTE KpeneXXHbI BUHT U CHUMUTE ee.

A%~

C€0682 |

@ ANATEL 2309129459 Made in Ay

o
.
-
b
3
-
F]
a
)
=
s
a
r}
3
2
»

IMEI: 3520480879821685
APYUSAUI00
1€ 895ALISAVI00N

2U202-00
SN 0150300016

fccio

PucyHok 28. lMnama mini-PCle 8 ucnonHeHusix ViPNet Coordinator HW50 N3 u HW100 N3

4 B ucnonHeHmm ViPNet Coordinator HW50 pasbem ans kpenneHus SIM-kapTbl HaX0AWTCA Ha niaTte
mini-PCle. BctaBbTe SIM-KkapTy B pa3bem.

PucyHok 29. Pazvem 0aa ycmarosku SIM-kapmer 8 ViPNet Coordinator HW50 N3
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5 B wcnonHenumm ViPNet Coordinator HW100 N3 pa3sbem ans kpenaeHus SIM-kapTbl pacnofoXxeH Ha
MaTepunHCKOM naate nog naato mini-PCle. OTKponTe KpbILWKy pa3bema n yctaHoBute SIM-kapTy.

PucyHok 30. Pasvem 0ss ycmaHosku SIM-kapmei 8 ViPNet Coordinator HW100 N3
6 YcraHosuTe naaty mini-PCle B ncxofHoe NonoXeHne 1 3apukcupyiTe ee KperneXKHbIM BUHTOM.

7 CobepuTe kopnyc ViPNet Coordinator HW.
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[ noccapui

DHCP-cepBep

CepBep, aBTOMaTUUeCKN agMuHUCTpupytowmii IP-agpeca DHCP-KAMEHTOB 1 BbIMOAHAOLLMIA
COOTBETCTBYHOLLYIO HAaCTPOWKY A1 CeTU.

DNS-cepBep

CepBep, cogep>calumii YacTb 6a3bl gaHHbIX DNS, ncnonbsyemon ana Aoctyna K MMeHaM KOMMbHOTEPOB B
NHTepHeT-goMeHe. Hanpumep, ns.domain.net. Kak npaBuio, HGoOpMaLMs O JOMEHE XPaHUTCA Ha ABYX
DNS-cepBepax, Ha3biBaeMbIx «Primary DNS» n «Secondary DNS» (ay6anpoBaHue genaetcs s
MOBbILLEHNs OTKa30yCTONUYMBOCTN CUCTEMBI).

Taoke DNS-cepBep Ha3biBatOT CepBEPOM AOMEHHbIX MMEH, cepBepoM nMmeH DNS.

NTP-cepsep

CepBep TOUHOrO BPEMeHM, KOTOPbIA HEOHXOAMM ANl CUHXPOHU3ALMU BPEMEHW KOMMbHOTEPOB, paboumnx
CTaHLMI, CEPBEPOB M NMPOUNX CETEBbIX YCTPOWCTB. ITOT CEPBEP UTPAET POb NOCPEAHMKA MEXAY
3Ta/lOHOM BpeMeHU 1 ceTbto. OH NoJlyyaeT Bpems OT 3TasioHa Mo creunasbHoMy KaHany (MHTepdelicy) n
BblZAET ero Ans noboro y3na cetv, obecneuvBas TeM caMbiM CUHXPOHMW3aALMIO YCTPOMCTB.

ViPNet LleHTp ynpaBneHusa cetbto (LLYC)

ViPNet LleHTp ynpaBaeHusa ceTbto — 3TO NporpamMma, BXoAALas B COCTaB NPOrpaMMHOro obecneyeHus
ViPNet Administrator. MNpegHa3HaveHa ANa cO34aHNA U yNpaBaeHNa KOHPUrypaLmel ceTn 1 No3BosseT
peLnTb CesytoLme OCHOBHbIE 3ajauu:

® NOCTpoeHne BVIpTya.I'IbHOI‘/’I ceTn (ceteBble 06bEeKTbI U CBA3U MexXxay HUMW, BKao4Yan MeXCeTeBble);

® V3MeHeHVe KOHPUrypaLum ceTu;
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e dopmMMpoBaHMe 1 paccbiika CNPaBOYHUKOB;
e  paccblaka KAKYEN Y3108 U KAKOUEN NoNb3oBaTenew;
e dopmMupoBaHme MHopMaL MM O CBA3AX Noab3oBaTenen ana YKL,

e 3ajaHWe NOJHOMOYMI Noab3oBaTesien ceTeBbix Y3108 ViPNet.

AamuHunctpatop cetn ViPNet

Jlnuo, otBevatoLee 3a ynpasaeHue cetbto ViPNet, cozgaHne 1 06HOBNEHNE CNPaBOYHMUKOB U KAKOYEl
ans ceTeBblx y3n0B ViPNet, HacTpoiiky MexceTeBOro B3aMMOAeNCTBUS C JOBEPEHHBIMU CETAMU U
obnagatoee npaBom goctyna k nporpamme ViPNet LieHTp ynpaBaeHus cetbto u (nan) ViPNet
YA0CTOBEPSIOLWMNIA N KNHOUEBOW LIEHTP.

BupTyanbHbin IP-agpec

IP-agpec, KOTOpbI NpUaoXeHns Ha ceTeBoM y3ne ViPNet (A) ncnonbsytot ans obpalyeHns K pecypcam
ceteBoro y3na ViPNet (b) nav TyHHennpyembix UM y3/710B BMECTO peanbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet b HasHauatoTca HenocpeacTBeHHO Ha y3ne A. Ha apyrux y3nax ysny
ViPNet b MoryT 6bITb Ha3HaueHbl Apyrue BUpTyanbHble agpeca. ¥3ny ViPNet (B) HasHauvaeTca cTOAbKO
BMPTYabHbIX aApeCcoB, CKOJbKO peasbHbIX aJpPecoB MMeeT JaHHbIY y3en. [pu n3mMeHeHnn peanbHbIX
agpecos y y3na b BbigeneHHble emy BUpTyanbHble agpeca He n3MeHatoTca. BupTyanbHble agpeca
TYHHeANPYeMbIX y3/10B MPUBA3bIBAOTCA K peaNbHbIM ajpecam 3TUX Y3/10B U CyLLeCTBYHOT, MOKa
CYLLeCTBYeT flaHHbI peanbHblil agpec. icnonb3oBaHne BUPTyasibHbIX ajpecoB No3BoAsSET U3bexaTtb
KOHPANKTa peanbHbix IP-agpecos B ciyvae, eciv y3abl paboTatoT B 1OKaAbHbIX CETAX C NepeceKaroLMMCs
afpecHbIM NPOCTPAHCTBOM, a TakXXe UCMoJb30BaTb 3TV agpeca A4 ayTeHTUPUKaLMKN yaaneHHbIX Y3108 B
npunoxeHuax ViPNet.

AncTpnbyTnB KArouen

®aiin ¢ paclumpeHmem . dst, co3gaBaemsblii B nporpaMmme ViPNet Y40CTOBEPSAIOLWLNIA U KNHOUEBOW LLEHTP
A1 Kaxaoro nosib3oBatens ceteBoro y3na ViPNet. Cogep>xuT cnpaBoYHUKY, Katoun 1 Gaina anueHsuu,
HeobxoauMble Ans obecneyeHns NEPBMUHOrO 3anycka 1 nocaegytollei pabotel nporpammbl ViPNet Ha
ceTeBOM y3ne. [lna obecneveruns pabotbl nporpammbl ViPNet gnctpnbytns karouein Heobxoammo
YCTaHOBUTL Ha CETEBOW y3e.

Knroum y3na ViPNet

COBOKYMHOCTb K/IOYEHN, C UCMOb30BaHNEM KOTOPbIX MPOU3BOAMTCA WindpoBaHue Tpaduka, cryxebHowm
nHdopmauun n nucem nporpammbl ViPNet lenosas nouta.

Komnpometaumsa kntouei

YTpaTa 4O0BepuA K TOMY, UTO NCMNOAb3yEMbIE K/THOYN obecneunBatoT 6e30MacHOCTb I/IHCI)OpMaLI,VII/I
(LLenOCTHOCTb, KOHq)VIAEHLI,I/IaJ'IbHOCTb, noareepxgeHmne aBTopCcTBa, HEBO3MOXHOCTb OTKa3a OT aBTOpCTBa).
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Macrep-kntoy

Kntou, koTtopbin agmuHuctpatop cet ViPNet ncnonbayet ans GOpMUPOBaHNS CUMMETPUYHbBIX KAHOYER
nosb3oBaTenen un y3nos. B cetn ViPNet dopmupyetcs Tpu Buaa Mactep-Karouen:

e MacTep-KtoY KAtoUe 0bMeHa;
®  MacTep-KHOY KAHOYEN 3amTbl KAoUelr 06MeHa;

e MacTep-KOY NEePCOHabHbIX KAOUEN NoJib30BaTeseNn.

MacTep-kntou GOpMUPYETCA C MOMOLLLIO AaTumnka CaydanHblx yncen. OH xpaHutcs B nporpamme ViPNet
YA0CTOBEPSIOWMNIA N KNHOUYEBOW LIEHTP B MOJNHOW CEKPETHOCTH, MOCKO/IbKY KOMMPOMeTaLna Mactep-
K/tOYa NPUBOAUT K KOMMNPOMETaLMN BCeX KAtoUer, CPOPMUPOBAHHBIX Ha €ro OCHOBE.

Me>ceTeBOM 3KpaH

YCTpPOWMCTBO Ha rpaHuLLe 0KalbHOW CeTH, CayKallee AN NpesoTBpaLlleHNs HeCaHKLMOHMPOBaHHOIO
AOCTyNa 13 OAHOM CeTU B Apyryro. MexceTeBon 3KpaH NpOBepPsET BECh BXOAALLMA U UCXOAALLNA |P-
Tpaduk, Nocae Yero NPUHMMAETCS PeLLEHME O BO3MOXHOCTU JasibHEeNLLEro HanpaeaeHus Tpadumka K
NYHKTY Ha3HaueHuns. MexceTeBol 3kpaH 0BbIYHO OCYyLLECTBASET NpeobpazoBaHNeE BHYTPEHHMX aZpecoB
B aApeca, AOCTYyMHble U3 BHelwHel ceTn (BbinosHseT NAT).

I'Iaponb nosib3oBaTtend

WNHavBKAYyanbHbIN Naposib Nofb3oBatens Ans paboTbl B npunoxxeHmnsax ViPNet Ha ceteBoM y3ne ViPNet.
MepBoHayanbHO co3gaetca agMmuHuctpatopom cet ViPNet B nporpamme ViPNet Yaoctosepsitowmin n
kntoueBon LeHTp uam ViPNet Network Manager. 31oT naponb MoxeT 6bITb MU3MEHEH NOJ/Ib30BaTENEM Ha
ceteBoM y3ne ViPNet.

MepcoHanbHbIN KAHOY NOAb30BaTeNS

[NaBHbIN KNFOY 3aLUThI KAHOYER, K KOTOPbIM MMeeT JOCTyN Noib30oBaTesb. [JeiCTBYIOLLMI NepCOHa bHbIN
KNHOY HEOBXOAMMO XpaHWUTb B 6e30MacHOM MecTe.

Cepsep IP-agpecos

®yHKLMOHaNBHOCTb KOOpAUHaTOpa, obecneynBatoLLas pPerncTpaLimio, paccbiiky 1 NpejocTaBieHme
MHOOPMaL UM O COCTOAHWUM 3aLLMULLEHHBIX Y3/10B.

CI'IpaBOLIHI/IKI/I N KNHO4N

CI'IpaBO‘—IHI/IKI/I, KJIKOYWN y31a N KNKOYU NONAb30BaTeNA.

TpaHCNOPTHbIN cepBep

®YHKLMOHaNBHOCTb KOOpAMHaTOpa, obecneunBatoLwas MapLIPyTU3aLMo TPaHCMOPTHbLIX KOHBEPTOB
mexay y3namu cetn ViPNet.
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