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BBeaeHMe

O A0OKyMeHTE

[ OKyMEeHT cofiep>XXnT onmcaHue KoMaHg, 4OCTYMHbIX 419 BbIMOJHEHWA B KOMaHAHOM MHTepnpeTaTope
ViPNet Coordinator HW (cm. rnoccapuis, cTp. 243). B Hem npuBeAeHbl CUHTaKCUC KOMaHJ, pyKOBOACTBO
Mo MCMONb30BaHWIO, a TakXKe Npumepbl KoMaHa. KomaHabl CrpynnmMpoBaHbl MO MepBOMY C/OBY, CMINCOK
rPYnn 1 CNMCOK KOMaHJ BHYTPWU KaXXA0W rpynrbl ynopsao4eHbl No andasuty.

CornaweHna AokyMeHTa

Huxe nepeyncneHbl cornalleHunsa, NpnuHATbIe B 3TOM AOKYMEHTE A4 BblAe/IEHNA |/|Hc|>op|v|a|_|,|/||/|.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yeMble 8 NPUMEeHaHUSIX

O603HaueHue OnucaHue

/\g BHuMaHwue! YkasbiBaeT Ha 0ba3aTenbHoe AN UCMOJNHEHNS UAK CIefOBaHNA AeNCTBUE
W MHpopmaLmio.

MprMeyaHue. YkasbiBaeT Ha Heobs3aTebHOE, HO XXenaTesbHOe AN UCMONHEHNA UK
CNefloBaHUsA AeicTBUE UK MHDOPMaLULO.

CoBeT. CoepP>XUT JOMONHUTENbHYIO MHPOPMaLMio obLLero xapaktepa.

Tabauya 2. O603Ha4eHus, ucnosb3yemele 0/ 8bldeneHUs UHpopMayuu 8 mekcme

0O603HaueHmne OnucaHue

Ha3BaHue Ha3BaHwe anemeHTa I/IHTequEI\/Ilca. Hanpleep, 3aros10BOK OKHa, Ha3BaHWe
nonsa, KHOMKU UAn KnaBuLLN.

KnaBuwa+Knaeuwia CoueTaHue knaBuLl. YTobbl NCNO/b30BaTh COYETAHNE KaBULL, cnepyet
Ha>aTb NepBYyrO KnaBuly 1, HE OTNYCKaA €€, HaXXaTb BTOPYHO KnasuLly.

MeHto > NoameHio > Mepapxnueckasa nocnesoBaTeslbHOCTb 31€MeHTOB. Hanpumep, NyHKTbl MEHHO
KomaHnaa WAW pasgenbl Ha NaHenn HaBurauum.
Kon Vims darina, nyTb, GparmMeHT TekcToBOro daina (koga) uam KomMaHaa,

BblnoJsiHAeMasa n3 KOMaHAHOI\/II CTPOKW.
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I'Ipvl OonncaHnnM KoMaHz4 B JaHHOM JOKYMEHTE NCNOJIb3yHoTCA caeayrouimne yCaoBHbIe 0603HaueHus:

e KomaHgbl, KOTOpble MOTYT 6bITb BbINOJHEHbI TONLKO B PeXMMe aAMUHNCTPaTopa, cogepkaTt
npuraalleHe ¢ CMMBOJOM «#». Hanpumep:

hostname# xomaHza

e KomaHgbl, KOTopble MOTYT 6biTb BbINOJHEHLI B PEXMME W NONb30BATENS, U a4MUHUCTPATOPA,
coZep>kaT npuraalleHme C CMMBOJIOM «>». Hanpumep:

hostname> xkomMmaHIa

e [lapameTpbl, KOTOpbIE AOMKHbI ObITb 3aAaHbl NOJb30BaTENIEM, 3aK/IHOUEHbBI B YT/I0Bble CKOBKY.
Hanpumep:

KOMaHza <napamerp>

. Heobs3atenbHble napamMmeTpbl Nan Karo4veBble C10Ba 3aK/IHOYEHbI B KBajpaTHble CcKOBKM. HaanMep:

KOMaHIa <o0sg3aTeJIbHBI NapaMeTp> [HeoOd3aTeJIbHBEI IapaMeTp]

e Ecaun npuv BBOZE KOMaHAbl MOXHO yKa3aTb OAMH U3 HECKOJIbKUX MapamMeTpoB, AONyCTUMble
BapUWaHTbl 3aK/I0YeHbl B GUrypHble CKOBKM 1 pa3zeneHbl BepTUKasbHON YepToi. Hanpumep:

koMaHIa {BapmaHT-1 | BapmaHT-2}

ObpaTtHad CBA3b

[ononHutenbHaa nHpopmMauma

CeegeHus o npogyktax u pewwenusax ViPNet, pacnpoctpaHeHHble BOMPOChI 1 gpyras noaesHas
nHdopmauua cobparbl Ha caite OAO «MHPoTeKC»:

e Be6-noptan gokymeHtauum ViPNet http://docs.infotecs.ru.

e OnucaHue npogykTos ViPNet http://www.infotecs.ru/products/line/.

e VHdopmauums o pewenmsx ViPNet http://www.infotecs.ru/solutions/.

e CHopHuMK yacTo 3asaBaemMbix Bornpocos (FAQ) http://www.infotecs.ru/support/faqg/.

o ®opym nonb3osatenen npoayktos ViPNet http://www.infotecs.ru/forum.

KoHTakTHaa nipopmauma

C Bonpocamu No ncnonb3oBaHuto npoayktos ViPNet, noxenaHnamm nam npeanoxeHNAMm CBAXUTECh CO
cneymannctamm OAO «NHPoTeKC». Ina pelueHmns BO3HUKarOLWMX Npobaem obpatntech B cyxby
TEXHNUYECKOW NOAAEPKKN.

o TexHunueckas nogaepxka ans nonbsosatener npoayktos ViPNet: hotline@infotecs.ru.
o dopma 3anpoca B cyxby TexHn4eckon nogaep>kum http://www.infotecs.ru/support/request/.

. KOHCy]’IbTaLI,I/II/I no TEJ'IeCI)OHy AnAa KINEHTOB, UMEHLWNX paCUJMPEHHbIVI YPOBE€Hb TEXHNYECKOTO
CONPOBOXAEHUA!

8 (495) 737-6196,
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8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Ntoboro pernoHa Poccum (kpome MockBbI).

PacnpoctpaHeHune nidopmaumm 06 yazsumoctsax npogyktoB OAO «HPoTeKC» peryanpyetcs
MOJIMTUKOM OTBETCTBEHHOTO pa3raawenus http://infotecs.ru/products/disclosure.php. Ecam bl
OBHapyXnam ya3BMMOCTM B MPOAyKTax KOMMaHWK, cCoobLLMTe O HUX MO agpecy security-
notifications@infotecs.ru.
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KoMaHZp! rpynnbl admin

KomaHab! rpynnbl admin NpeAHa3HaveHbl ANA ynpaBaeHns Konuamm KoHpurypaumm VPN, obHoBaeHNs

MO v BbINOAHEHMSA Apyrnx adMUHUCTPATUBHbBIX 3ajau.

admin add spare keys

KomaHga ncnonb3yetcs ans gobasneHnsa daina c pesepBHbIM HaBOPOM nepcoHanbHbix kKatoyer (PHIMK
(cMm. rnoccapuid, cTp. 244)) Ha ViPNet Coordinator HW.

CuHTakcuc

admin add spare keys

MapameTpbl 1 KNtOYEBble COBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHNA

KomaHza aBTOMaTMUeCKM BbINOAHSAET MOUCK BCEX MMEHLWMXCA Ha BbiIbpaHHOM USB-Hocutene
darinos ¢ PHIK (*.pk). Ans kaxaoro HangeHHoro dalina * .pk NpoOBeEPSETCA LLeNOCTHOCTb U
COOTBETCTBME MAeHTUbMKaTOpa Noab3oBaTens naeHtndumkatopy nonbsosatens ViPNet Coordinator
HW. Ecan daiin He noBpexaeH 1 naeHTMduKaTop B HEM COBMan € MAeHTMOUKaTOPOM Ha y3/e, TO OH
CTAHOBUWTCA AOCTYMHbIM ANA f06aBAEHUS.

Mpw BbINOAHEHWM KOMaHAbl Y NOAb30BaTeNs 3amnpallnBaeTcs Napob, KOTOPbIM 3aliueH dann ¢
PHIMK. ®aiin ¢ PHIMK 3awuuieH naponem nonb3osatens ViPNet Coordinator HW, koTopbili 3agaH
agMmuHuctpatopom cetn ViPNet B nporpamme ViPNet Administrator. O6bI4HO OH coBRagaert ¢
TeKyLMM NaposemM nosib3oBaTeNs, KOTopbln ncnoabdyetca ans goctyna k ViPNet Coordinator HW.
OgaHako B npouecce ncnonbzoarusa ViPNet Coordinator HW naposnb nosnb3oBatens mor
n3MeHATbeA (cM. «admin passwd» Ha cTp. 24). B aTom cnyyae naposib, Ha KOTOpoM 3amieH PHIMK
6yAeT oTIMUaTLCA OT TeKyLLEero Napoasa noab3osatens. ECan Bbl He NOMHWTE Napob, 3aAaHHbIN B
nporpamme ViPNet Administrator, 3anpocute ero y agMmH1cCTpaTopa ceTu.
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MNpumep ncnosib3oBaHUs
hostname# admin add spare keys
Please select the type of the media containing the pk-file:
USB stick (u) or CD/DVD disc (c) [u/c]
Insert the media containing the pk-file and press <Enter> to continue
Try to mount /dev/sdcl as vfat
sdcl - /tmp/pk-import/0001.pk
Please enter the password for decrypting the pk-file and press <Enter> to continue
The spare key set successfully imported

hostname#

admin authentication-type-token

KomaHga npegHa3HaueHa Ans nsaMeHeHus cnocoba ayteHTndumkaumm nonbsosatens ViPNet Coordinator
HW.

CuHTakcuc

admin authentication-type-token

HapameTpuLAKnmquuecnosa

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU UCMONb30BaHUA
e /I3meHAaTb cnocob ayTeHTUdbUKaLMKM B yaaneHHol SSH-ceccun 3anpelyeHo.

e [lpwn pabote ViPNet Coordinator HW B pexume knactepa ropsdero pesepBmpoBaHms (CM.
rnoccapwvii, cTp. 243) nsmeHeHue crnocoba ayTeHTUGUKALNUN JOIKHO BbITb BbINOAHEHO HE TOALKO Ha
aKTMBHOM, HO M Ha NacCMBOM CepBepe KaacTepa, Tak kak no TpeboBaHunAM 6e3onacHoOCTU
MHPopMaums o cnocobe ayTeHTUdGMKaALUN He MOXKET NepeaBaTbCs C akTMBHOIMO CepBepa Ha
MacCcMBHBIN B XO4e pe3epBUPOBaHUSI.

e /I3mMeHUTb cNocob ayTeHTUPMKaLMN MOXKHO TONbKO Ha «YCTporcTBO». Mi3ameHeHwme cnocoba
ayTeHTMduUKaLmmM C «YCTPOMUCTBO» Ha «laponb» 3anpelueHo no TpeboBaHnsaM 6e3onacHoOCTy.
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e [lpun n3meHeHun cnocoba ayTeHTUGMKALMN Ha «YCTPOMCTBO» JOKHO ObITb B HANNUMW BHELLIHee
YCTPOWCTBO, Ha KOTOPOE aAMUHUCTPATOP CETU COXPaHWA MepCcoHabHbIN KN4 Nosib3oBaTtess (CM.
rnoccapuia, ctp. 244) B npotiecce cMeHbl cnocoba ayteHTndurkaumm B nporpamme ViPNet
YAOCTOBEPSAIOLWMIA N KNHOUEBOW LIEHTP.

/\g BHumaHue! B Tekyueri Bepcum ViPNet Coordinator HW mMoryT ncnonb3oBatbcst TONbKO
BHeLLUHWe ycTpolicTBa PyTokeH Lite nponsBogcTBa KOMNaHUM «AKTUB>.

° Ecnn npun UsmMeHeHnn crnocoba ayTeHTI/ICbVIKaLI,VII/I He 6yAeT noAK/IHOYEHO BHeLWIHeEe yCTpOI\/’ICTBO, nnn
OHO 6yp,eT M3BNEYEHO paHblLUe BpeMeHU, KOMaH4a He 6yp,eT BbinosHeHa. Cnocob ayTeHTI/ICI)VIKaLI,I/II/I
He 6yAET M3MEHEH. MHq)OpMaLI,VIFI O HeyCcnewHOM UsMeHeHnn crnocoba ayTeHTVIq)I/IKaLI,I/II/I 6yp,eT
AO6aBﬂeHa B XXYpPHan yCTpaHeHNA HeNoJajoK.
ﬂpMMepMCHOﬂbBOBaHMﬂ
,ﬂ'l'lﬂ n3MeHeHusa cnocoba ayTeHTI/Iq)I/IKaLI,VIVI BbINOJNHUTE KOMaHAY:
hostname# admin authentication-type-token

In version 4.2, you can enhance security by two-factor authentication. As you switch
to the two-factor authentication, you will not be able to return to the previous
settings [Yes/No] Yes

Enter PIN
The two-factor authentication has been enabled successfully

hostname#

admin config delete

KomaHza vcnonbsyeTcs Ans yaaneHus konum koHourypaumm VPN ¢ 3agaHHbIM MMEHeM.

CuHTaKkcuc

admin config delete <uma> [<Bepcusa>]

MapameTpbl 1 KNtOUYeBble CNOBa
o <uma> — 1MA Konum koHburypauum VPN.

e <sepcus>— Bepcua MO ViPNet Coordinator HW, k koTopoi oTHocuTCs konus kKoHdurypaumm VPN.

YKa3blBaeTcs B popmaTte Major.Minor.Subminor.

3HaquMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHZAHOIO NHTepnpeTaTopa

AgmMuHucTpaTtop.
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OcobeHHOCTU NCNONb30BaHUA

e [lpv BBOAE MMeEHW paboTatoT aBTO3ano/IHeHME U NOACKa3Ka, JaHHble A1A NOACKa3kM bepyTcs us
TeKyLLEero Crnumcka CoxpaHeHHbIx konuii kKoHdurypaumm VPN.

e B MMEHW MOXHO yKa3aTb CMMBOJ «*» ans 0603HaYeHUs NH60ro KoAnYecTsa CUMBOJIOB. ITO
NO3BOJSET MPOU3BOANTL YAaJleHNe Cpasy HECKObKUX KOMWUA KOHPUrypauwmmn VPN.

e Eciv nmsa konum koHourypaumm VPN coCTOUT 13 HECKONBKMX CI0B MO0 ecnun ANs yKa3aHUsA UMEHU
NCMOIb3yeTca Macka, 3aK/H0UnTe ero B KaBbIYKW.

e Ecaun Bepcys He ykasaHa U MpuW 3TOM UMeETCA HeCKo/IbKO Konuii kKoHdurypaumm VPN ¢
COBMajaoLWMMM UMEHaMU, HO Pa3INYHBIMU BEPCUAMM, TO BbIBOAWUTCA CMUCOK TakMX KOMWI
koHurypauwmm VPN ¢ npeanoxkeHneM ykasaTb BepPCUIO ANS yAaneHus.

Mpumep ncnonb3oBaHMA

Ana yaaneHuns Bcex coxpaHeHHbIX konui koHdurypauum VPN, y KoTopbix UMs HaumHaeTtcsa ¢ «Config_»,
BbINOJIHUTE KOMaHZYy:

hostname# admin config delete "Config *"

admin config list

KomaHaa npegHa3HaueHa 41s NPOCMOTPa TeKYyLLEro Crnmcka coXpaHeHHbIX Konuin koHourypatmm VPN.

CuHTakcnc
admin config list
ﬂapameTpuLAKnmquuecnosa

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
Her.

[Mpumep ncnonb3oBaHUA

hostname# admin config list
"Config 1", version 4.1.0, full, saved on 31.07.2014 at 20:06, never loaded

hostname#
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Cnuncok coxpaHeHHbIX Konuii KoHdurypauumn VPN oTobpakaeTcs B cregytolem ¢opmare:
"Name", Version, Type, saved on Date at Time, loaded at Date-load at Time-load
rae:

e Name — UMSs konum KoHduUrypaumm VPN; nms aBToMatnyeckm COXpaHeHHON Konum KoHourypaumm
VPN HaumHaeTcsa co c10Ba autosave.

e Version — Bepcus MO ViPNet Coordinator HW, B koTopoi 6bina cozgaHa konus KoHGurypawmm
VPN (MO>eT OoTCyTCTBOBATH).

e Type — BUA Konuu koHourypauum VPN: full (NosHaa) nam part (YacTmyHas).
e Date, Time — AaTa W BpemMs co3gaHma konum koHourypaumm VPN.

e Date-load, Time-load — jaTta v BpeMs 3arpy3ku konuu KoHburypaumnm VPN. Ecam konma
koHdurypaumm VPN Hu1Koraa He 3arpyanacb, BMECTO faTbl U BPEMEHM 3arpy3ku otobpaxaeTcs

never loaded.

admin config load

KomaHga ncnonblyetcs ans 3arpyskum (BocctaHoBaeHus) Hactpoek ViPNet Coordinator HW u3 konuum
koHburypauum VPN ¢ 3agaHHbIM MeHeM.

CuHTakcuc

admin config load <mmMsa> [<Bepcusa>]

[MapameTpbl 1 KJtOYEBbIe CI0Ba
o <uma> — UMA KONuu KoHpurypaumm VPN.

e <sepcus>— Bepcua MO ViPNet Coordinator HW, k koTopoi oTHocuTCs konus kKoHdurypauum VPN.
Yka3biBaetca B popmaTe Major.Minor.Subminor.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpv BBOAE MMeHM paboTatoT aBTO3aMnoHEHUE M MOACKa3Ka, AaHHble 415 MOACKa3ku 6epyTcs u3
TEKYLLETO CMMCKa COXPaHeHHbIX Konui koHdurypauumn VPN.

e Ecnv Bepcus He ykasaHa M Npuv 3TOM MMEETCS HECKOJIbKO Konuii KoHburypaumm VPN ¢
COBMaAaoLLVMN MEHAMW, HO Pa3IMYHbIMU BEPCUAMY, TO BbIBOAUTCA CMNCOK TaKMX KOMWM
KOHOWIypaLmmn ¢ NpeanoXeHneM yKasaTb BEPCUIO 415 3arpy3Ku.
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e [lepeg 3arpy3kon HacTpoek u3 konumn koHourypauum VPN 3anpalumBaetca nogTBep>KaeHe as
COXpaHeHua Konum TekyLen koHdurypaumm VPN. B cnyyae noateepxaeHuns Tpebyetca BBECTU NMS,
nog KoTopbIM ByzeT coxpaHeHa Konus TekyLLeh KOHPUrypauum.

e Ecam tekywasn Bepcua MO ViPNet Coordinator HW Huxe Bepcum, ykasaHHON B KOMaHAe, TO
TpebyeTcs AONONHUTENBHO NOATBEPAUTL 3arpy3ky HacTpoek 13 konum koHourypaumm VPN.

[Mprmep ncnonb3osaHuA

[Ans 3arpy3km HacTpoek n3 konumn koHdurypaumm VPN ¢ nmeHem Rollback_config, oTHocaweincs k Bepcnmn
3.2.0, BbIMOMHMTE KOMaHAY:

hostname# admin config load Rollback config 3.2.0

admin config save

KomaHga ncnonb3yeTcs Ana coxpaHeHns konum Tekyuer koHourypaumm VPN ¢ 3agiaHHbIM UMEHeM.

CuHTaKkcuc

admin config save <mma>

MapameTpbl 1 KNtOYEBbIE CN0OBa

<uma> — UMA Konumn KoHburypauum VPN.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

o [lepes BbiNOJHEHNEM KOMaHAbl HEOHX0AMMO OCTaHOBUTbL AeMoHbl failover, iplir, mftp (cM. «vpn
stop» Ha cTp. 230).

L] B MMeHn MOXHO NCMoab30BaTb TObKO CMMBOJIbI IaTUHCKOTO aﬂq)aBI/ITa, LI,I/ICI)pr, 3HakKu <<Ae¢I/IC>> n
«nojg4yepkKnBaHue».

e Ecan B cnncke coxpaHeHHbIx konui KoHdurypaumm VPN ectb konua koHdurypaumm VPN ¢
yKa3aHHbIM MeHeM, TO 3anpallnBaeTca NOATBEPXKAeHMEe Ha Nepe3anncb 3TON Konumn
KoHourypaumm VPN.

MNpuMep ncnonb3oBaHMA

Ans coxpaHeHuns konum Tekyllen koHourypaumm VPN nog nmeHem Rollback_config BbinonHute
KOMaHay:
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hostname# admin config save Rollback config

admin escape

KomaHza ncnonb3yeTcs 415 BbIXOAA B CUCTEMHYH KOMaHAHYH 06010uKy.

BHumaHue! KomaHza npegHa3HaveHa ANs UCNONb30BaHUA OMbITHBIMW aAMUHMUCTPATOPaMu B
uensx otnagkm. OAO «NHPoTeKC» He rapaHTMpyeT HopMaabHyto paboty ViPNet Coordinator
HW B cnyyae HEKOPPEKTHbIX AENCTBUIA afMUHUCTPATOPa B CUCTEMHOW KOMaHZAHON 060/10uUKe.

CuHTakcuc

admin escape

HapameTpulAKnmquuecnOBa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepnpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU UCMOAb30BaHUA
[ ] |_|pVI BBOJE KOMaH/Abl aBTO3aMoOJIHEHNE He pa60TaeT.
e [locne BbIMOAHEHNA KOMaHAbI TpebyeTcs ykasaTb Napo/b agMuHUCTpaTopa ceTeBoro y3na ViPNet.

e [locne BbIxoza 13 CUCTEMHON KOMaHAHOM 060104KM MHTEPMPETATOP NMPOAOIXKNT CBO paboTy ¢
TOr0 MOMEHTa, B KOTOPOM OH HaxOAW/Cs nepes 3anyckoM CUCTEMHON 06010UKM.

[Mpumep ncrnonb3oBaHUA

hostname# admin escape
This command is intended solely for the purposes of debugging.
It should only be used by InfoTeCS support team, or people who
were explicitly advised to use it by InfoTeCS support team.
InfoTeCS does not guarantee normal operation of ViPNet Coordinator HW
in case of incorrect user actions in the system shell.
Do you really wish to escape to Linux system shell?[Yes,No]:Yes
Type the administrator password:
sh-4.24
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admin export keys binary-encrypted

KomaHga ncnonb3yetcs Ana 3KCnopTa CNpaBoOYHUKOB, KAroYel (CM. rnoccapui, cTp. 245) n Hactpoek
ViPNet Coordinator HW Ha HoyTt6yk (no TFTP) nan Ha USB-HocKTeNb.

CuHTakcuc

admin export keys binary-encrypted {tftp | usb}

ﬂapaMeTpHLAKnmquuecnosa
e tftp— 3KCMOPT Ha HOYTOYK no npoTtokony TFTP.

e usb — 3kcnopT Ha USB-HocuTensb.

3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcCobeHHOCTM NCNOAb30BaHWS
e  DKCMOPTMPOBAaTb CMPaBOYHUKK, KIOUM U HACTPOWKM B yaaneHHoOW SSH-ceccmm 3anpelueHo.

e [lepes BbiNOAHEHWEM KOMaHAbl TpebyeTcsA 3aBepLUNTb PaboTy AeMOHOB iplircfg (CM. «iplir stop»
Ha cTp. 175) n mftpd (cMm. «mftp stop» Ha cTp. 198).

e Ecnvm Bbl Bbibpanu akcnopt no TFTP n Ha ViPNet Coordinator HW 3anyweH DHCP-cepsep (cm.
rnoccapuia, ctp. 240), To 0 Havana akcrnopTa ero paboTa byAeT aBTOMaTMYECKM 3aBepLueHa, a noc/e
OKOHYaHMA 3KCNopTa — aBTOMaTUYEeCKN BOCCTaHOB/EHA.

e B cnyyae akcnopta Ha USB-HocuTenb HEOBXOANMO J0XAATHCA COOBLLIEHNA C pa3peLleHneM n3Baedb
YCTPOMCTBO Npexze, yem ussneub USB-HocuTenb u3 pasbema.

Mpumep ncnonb3oBaHMA

Huxe npuneeaeH npumMep BbIMNOJHEHNA KOMaHAbl C MapaMeTPoOM usb:

hostname# admin export keys binary-encrypted usb

Configuration file will be saved to /tmp/vipnet/hwva-15ea000b-2014-09-09.vbe
Put hwva-15ea000b-2014-09-09.vbe file onto USB drive.

Insert USB drive and press Enter

1) General USB Flash Disk partition 3839Mb

Select target partition [1-1] or O to abort: 1

Try to mount /dev/sdcl was successfully mounted on /usb.

File hwva-15ea000b-2014-09-09.vbe to be copied onto the USB drive.

File hwva-15ea000b-2014-09-09.vbe was successfully copied onto the USB drive.
You may remove the USB drive.

hostname#
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admin export logs

KomaHga ncnonbsyetcs ansa akcnopta Gannos XypHana ycTpaHeHUs Henonagok, xpaHsawmxca Ha ViPNet
Coordinator HW, Ha apyron komnbtotep (no TFTP) nan Ha USB-HocuTenb.

CuHTakcuc

admin export logs {tftp | usb}

I'IapaMeprl M K1ro4eBble C/10Ba
e tftp— 3KCMOPT Ha APYron KoMnbroTep no npotokony TFTP.

e usb — 3kcnopT Ha USB-HocuTensb.

3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcCobeHHOCTM NCNOAb30BaHWS
e  DKCMOPTUPOBaTb NPOTOKOAbLI PaboThbl B yaaneHHoW SSH-ceccun 3anpelleHo.

e Ecnm ViPNet Coordinator HW paboTaeT B cocTaBe knactepa ropsyero pesepBrMpoBaHus,
aKCnopTUpoBaTh daibl XypHana ycTpaHEHUs1 HEMOIaA0K MOXHO TO/IbKO Ha USB-HocuTenb.

[Mpumep ncnonb3oBaHuA

Huxe npveeieH npumep BbINOJIHEHNA KOMaHAbI C MapaMeTPOM usb:

hostname# admin export logs usb

tar: Removing leading '/’ from member names
/var/log/atop

/var/log/boot.log

/var/log/dmesg.boot

/var/log/everything.log

/var/log/lastlog

/var/log/lighttpd/
/var/log/lighttpd/accesss.log
/var/log/lighttpd/error.log

/var/log/news/

/var/log/ntpstats/

/var/log/wtmp

Put logs.tar.gz file onto USB drive.

Insert USB drive and press Enter

1) JetFlash Transcend 4GB partition 3825Mb
Select target partition [1-1] or O to abort: 1
Try to mount /dev/sdbl as is
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Partition /dev/sdbl was successfully mounted on /usb.

File logs.tar.gz to be copied onto the USB drive.

File logs.tar.gz was successfully copied onto the USB drive.
You may remove the USB drive.

hostname#

admin export packetdb usb

KomaHaa ncnonbsyeTcs Ana akcnopTa XypHana peructpaumm IP-naketos Ha USB-HocuTens.

CuHTakcuc

admin export packetdb usb <wumsa>

ﬂapaMeTpulAKnmquuecnosa

<mma> — UMS Paina akcnopTa.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mpwv BBOAE MMeHU dalina paboTaeT aBTO3anoNHEHNE U NOACKA3Ka, AaHHble A/ NMOACKa3kn 6epyTcs 13
CrMcKa CyLlecTBYOWMX dannos akcnopTa.

[Mpumep ncnonb3oBaHuA

YT106bl 3KCNOPTUPOBATL XXYpHan perncTpauum IP-naketoB B dalin ¢ umeHeMm «ippacket», BbinoaHuTe
KOMaHzy:

hostname# admin export packetdb usb ippacket

Put ippacket.tar.gz file onto USB drive.

Insert USB drive and press Enter

1) JetFlash Transcend 4GB partition 3825Mb

Select target partition [1-1] or 0 to abort: 1

Try to mount /dev/sdc as is

Partition /dev/sdc was successfully mounted on /usb.

File ippacket.tar.gz to be copied onto the USB drive.

File ippacket.tar.gz was successfully copied onto the USB drive.
You may remove the USB drive.

hostname#
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admin kick

KomaHga vcnonb3yeTcs Ans 3aBepLUEHMS CECCMU KOMaHAHOIO MHTepripeTaTopa.

CuHTakcuc

admin kick {tty<N> | ttyS<N> | pts/<N>}

I'IapaMeprl M KJrKo4eBble C/10Ba
® tty<N>— HOMEp Ceccuu, 3anyLieHHON Ha OObIYHOM KOHCON.
®  ttyS<N>— HOMep ceccuu, 3anyweHHon Ha COM-koHcou.

e pts/<N>— HOMep ceccun, KoTopas 3anylleHa Ha yaaneHHOM paboueM MecTe, NOAKIHOHEHHOM K
ViPNet Coordinator HW no npotokony SSH.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e Hesb3s 3aBepLUNTL CECCUMIO KOMAHAHOMO MHTEPrPeTaTopa, B KOTOPOU BbIMNOJHAETCS KOMaHAa. Ans
3aBEpLUEHUNS TaKOM CeCcUMM CefyeT UCNOb30BaTh KOMaHAY exit (CM. «exit» Ha cTp. 236).

e [lna npocmoTpa nHdopMaumm 060 BCex 3anyLLEeHHbIX CECCUMAX KOMaHAHOMO MHTeprpeTaTopa
NCNOb3yeTca KoMaHaa who (CM. «who» Ha cTp. 238).

[Mpumep ncnonb3oBaHUA

[Ans 3aBeplieHns paboTbl KOMaHAHOTO MHTEPNpeTaTopa Ha KoMMbtoTepe tty1 BbINOAHUTE KOMaHAY:

hostname# admin kick ttyl

admin passwd

KomaHga ncnonb3yetcs ana nameHeHus napons nosb3osatens ViPNet Coordinator HW.

CuHTaKcuc

admin passwd

MapameTpbl 1 KNtOYEBbIe COBa

Her.
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3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BbINOAHEHNM KOMaHZbl TPEBYETC BBECTU TEKYLLMIA Naposib NOAb30BaTENsA WY NMapoJib
aAMVHNCTPATOpPa, 3aTEM ABaXbl BBECTV HOBbIN MapoJib.

e [lpun BBOZE Naposiell Ha 3KpaHe HNYEro He OTObpaXkaeTcs, BBEAEHHbIE CMMBOJIbI OTPEAAKTUPOBATh
Hesb3s.

e  MwuHMManbHas ANVHa HOBOTro napona — 6 cMMBOIOB.

e YT10Obl M3MEHUTb Naposb Nonb3oBaTens Ha ViPNet Coordinator HW, paboTatoLwmx B pexmme
KJacTepa ropsayero pesepsmpoBaHna, BbINOJAHUTE KOMaHAy cHavana Ha cepeepe,
OYHKLMOHUPYHOLLEM B MaCCMBHOM pPeXWME, a 3aTeM Ha cepsepe, QyHKLNOHMPYOLWEeM B akTUBHOM
pexwume. Mapoan, 3asaBaemMble Ha 06onx cepeepax, AOMKHbI COBMajaThb.

Coser. PEKOMEHAyETCﬂ 3aAaBaTb CJIOXKHbIE Mapoaun, cogepxalwne He meHee 8 cumBonoB.

MNpumep ncnonb3oBaHMA

hostname# admin passwd

Enter the user password to be changed or current admin password:
Type the new user password:

Confirm the new user password:

The new password has been successfully set.

Dumpling data files...

Data files were dumped successfully

hostname#

admin remove keys

KomaHga vcnonb3yetcs ans yaaneHus kiaroden n cnpasoyvHmkos ViPNet Coordinator HW.

CurHTaKkcuc

admin remove keys

MapameTpbl 1 KNtOYEBbIe COBa

Her.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OCcobeHHOCTM NCNONb30BaAHMSA
¢ KoMmaHgaa HepocCTynHa B yaaneHHoW SSH-ceccum.

e Ecnm Ha ViPNet Coordinator HW 3anyweH DHCP-cepBep, To ero pabota byaet aBToMatnyeckm
3aBepLUeHa.

Mpumep ncnonb3oBaHMA

hostname# admin remove keys

This command removes all ViPNet keys and cannot be reverted,

it will be necessary to deploy new keys after executing this command.
Do you really wish to execute this command?[Yes,No]

Yes

DHCP server is already off. Command ignored.

DNS server is already off. Command ignored.

NTP server is already off. Command ignored.

Stopping all VPN services

server login:

admin remove logs

KomaHga vcnonb3yetcs ans yaaneHus dbaiaoB XypHana ycTpaHeHUs Henoiasok 1 XXypHana
TPaHCMOPTHbLIX KoHBepTOB MFTP.

CuHTakcuc

admin remove logs

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HayeHuA No YMOAYaHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname# admin remove logs
ALL SYSTEM LOGS WILL BE REMOVED. ARE YOU SURE? (Yes/No) Yes
All logs are removed

hostname#

admin show check integrity status

KomaHza vcnonb3yeTcs Ans NpocMoTpa MHGOpMaLMM O NOCAeAHEN NEPUOANYECKON NPOBEPKe
uenoctHocTn darinos. MNpesocTaBaseTcs cregytowas MHGopmMaLms:

e Bpewms nocnesHen NnpoBepku.

e Pe3synbTartbl MPOBEPKMN.

CuHTakcuc

admin show check integrity status

ﬂapaMeTpuLAKnmquuecnosa

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname# admin show check integrity status

Thu Oct 13 02:18:31 YEKT 2016

Total:

1 PRG files checked, 1 checks passed, 0 checks failed

188 files checked, 188 checks passed, 0 files corrupted, 0 checks failed
Check file bzImage successfully

Check file initramfs-va successfully

Check file fs main.tgz successfully

Check file sysimg.dat successfully

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOMaHAHOMY UHTepnpeTatopy | 27



Check file vpnimg.dat successfully

hostname#

admin upgrade software usb

KomaHga ncnonbsyetcs ansa obHosaeHus MO ViPNet Coordinator HW BpyuHyto ¢ USB-HocuTtens.

CuHTakcuc

admin upgrade software usb

ﬂapaMeTpuannmquuecnosa

Her.

3HayeHus no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Mepea BbINOAHEHWEM KOMaH/Abl PEKOMEHAYETCSA NPOBEPUTL MOAIMHHOCTL U LLeJIOCTHOCTb dalina
06HOBEHUA. [lNs 3TOrO BbIUMCAUTE KOHTPONBHYIO cymMy daiina no anroputMmy MD5, a 3aTeM cpaBHuUTE
€e C KOHTPOJIbHOW CYMMOW, NPUBEAEHHOW B daliie C pacluMpeHneM * . md5, KOTOPbIA NOCTaBASETCS C
¢dalinom obHOBAEHMS.

Mpumep ncnonb3oBaHMA

hostname# admin upgrade software usb

Insert USB flash drive into empty USB slot and press <Enter>
Select file to use for software upgrade:

1 — /mnt/tmp/sdbl/driv.1lzh

Enter file number [1-1] or [g] to cancel: 1

vupgrade — Melted : o

This is hwva platform

Stop VPN daemons

To apply upgrades reboot the computer

hostname#

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOMaHAHOMY UHTepnpeTatopy | 28



KoMmaHap! rpynnbl alg

KOMaHAbI rpynnbl alg NnpegHasHa4veHbl Ana ynpaBaeHnA O6pa6OTKOI‘/’1 npukKnagHbiX NPOTOKOJIOB.

alg module process off

KomaHga ncnonb3yetcs ana BbikatoueHns obpabotkm npuknagHoro npotokona DNS, FTP, H.323, SCCP
nan SIP.

CunHTakcnc
alg module <OpHUKJIaIHOM IPOTOKOJI> process off
ﬂapalvleprl M Knro4eBble C/10Ba

<OpMKJIaOHOM MNPOTOKOJI> — UMA NPUKNAAHOIo NPOTOKOAA: dns, ftp, h323, sccp WIWU sip.

3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOTO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Her.

Mpumep ncnonb3oBaHMA

ﬂ'ﬂﬂ BbIK/TFOUEeHWA o6pa60T|<v| npuknagHOro NpoTokoaa DNS BbinosHuTE KOMaHAy:
hostname# alg module dns process off
Waiting for alg daemon..

hostname#

alg module process on

KomaHga vncnonb3yetcs ans BkatoueHns obpabotkm npuknagHoro npotokona DNS, FTP, H.323, SCCP nau
SIP 160 n3meHeHns napameTpoB 06paboTkM 3TOro NPoToKoANa.
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CuvHTaKkcuc

alg module <OpuKJIaIHOM HOPOTOKOJI> process {tcp | udp} <nopTe> on

MapameTpbl 1 KNtOYEBbIe COBa

® <nmpuxJamHOV mpoTOokOI> — UMS 06pabaTbiBaEMOro NpUKIaAHOro NPOToKoAa: dns, ftp, h323, scep

WA sip.
e tcp — npotokon TCP ans o6paboTku.
e udp — npotokosn UDP ana o6paboTku.

e <nopre> — HOMepa NopToB A/ 06paboTku.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXunMbl KOMaHZAHOIoO NHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e B kauecTBe MOPTOB MOXHO yKaszaTb OAMH MOPT, AMana3oH NOPTOB JIMBO CMNCOK MOPTOB U
JMana3oHOB NMOPTOB, MEPEYNCIEHHBIX Uepes 3ansTyto.

e HyneBoe 3HaueHVe NoOpTa O3HAYAET BblK/IOUYEHE 06PabOTKM NPUKIaAHOrO NPOTOKOA YKa3aHHbIM
CETEBBLIM MPOTOKOJIOM.

[Mpumep ncnonb3oBaHuA

YT106bI BKIOUMTE 06paboTKy NpuknagHoro npotokona FTP no noptam 20, 21 1 26 ana npoTtokona TCP,
BbINOJIHATE KOMaHAy:

hostname# alg module ftp process tcp 20-21,26 on
Waiting for alg daemon..

hostname#

alg show

KomaHga npesHasHaueHa Aas NpocMoTpa TeKyLwMx napamMeTpoB 06paboTkm NpuknagHbiX NPOTOKOIOB.

CuHTaKcuc

alg show

MapameTpbl 1 KNtOYEBbIe COBa

Her.
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3HayeHVA No YMOAYaHUIO
Her.
Pe>xvMbl KOMaHAHOrO MHTepnpeTaTopa

e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname# alg show

+ + : + :
| SERVICE | PROTOCOL | PORTS |ON/OFF |
+ + : + :
|FTP | TCP |21 | ON

+ + : + :
| DNS | UDP |53 | ON

+ + : + :
|H323 | TCP [1720 | ON

+ + : + :
|H323 | UDP [1719 | ON |
+ + : + +
| SCCP | TCP 12000 | ON |
+ + : + :
|SIP | TCP 15060 | ON |
+ + + + +
|SIP | UDP [5060 | ON |
+ + + + +
hostname#

Tabanua ¢ napameTpamm 06paboTkm coaepXuT cneayrome cTonbubl:
e SERVICE — Ha3BaHWe NpukiagHoro npoTokona.
e PROTOCOL — TPaAHCMOPTHbIA NPOTOKOA A 06paboTKu.
® PORTS — MOPThI 4N 06paboTku.

® ON/OFF — COCTOsIHMEe 06pabOoTKM: ON (BK/IIOUEHA) AW OFF (BbIK/JHOYEHA).

alg restart

KomaHga ncnonb3yetcs ana nepesanycka geMoHa algd, otBeyatoLero 3a 06paboTky NpuKaagHbIX
NPOTOKO/IOB.
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CuvHTaKkcuc

alg restart

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU UCMONb30BaHUA

Mpw 3anycke gemoHa algd ¢ MOMOLLHO AaHHON KOMaHAbl He MPOUCXOAUT BKAOUEHUE 06paboTku
npotokosa DNS, ecan oHa bbina BbikAtOUEHA € MOMOLLbIO KOMaHabl alg module process off (Ha cTp. 29).
BknrounTb 06paboTky npotokona DNS MOXHO ToNbKO ¢ MOMOLLbIO KOMaHAbl alg module process on (Ha
cTp. 29).

MNpumep ncnonb3oBaHMA

hostname> alg restart
Shutting down Alg daemon
Loading Alg daemon

hostname>
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KoMmaHap! rpynnbl failover

KoMaHabl rpynnbl failover NpeAHasHaueHbl A HACTPOWKU U yNpaBAeHUs CUCTEMOMN 3alLmThl OT c6oeB
ViPNet Coordinator HW.

failover config edit

KomaHga vcnonbsyeTcs Ans pesakimpoBaHus daiina KOHGUrypaLmm cucteMbl 3almuTsbl OT c60eB.

CuHTakcuc

failover config edit

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mo komaHAe ByaeT 3anyLueH TeKCTOBbIV peaakTop ¢ painnomM KoHPUrypaumm failover.ini.

Mpumep ncnonb3oBaHMA

hostname# failover config edit

GNU nano 1.3.7 File: /etc/failover.ini
[network]

checktime = 10

timeout = 2

activeretries = 3

channelretries = 3

synctime = 5

fastdown = yes

hostname#
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failover config mode

KomaHga vncnonb3yeTcs Ans yCTaHOBKU pexkuma paboTbl CUCTEMBbI 3aLLMThbl OT COOEB.

CuHTakcuc

failoverd config mode {single | cluster}

ﬂapaMeTpulAKnmquuecnosa

single — OAMHOYHbIN PEXUM.

cluster — PeEXWUM Kaactepa (CMm. rnoccapui, cTp. 243).

3HayeHuns no YMOAYaHNKO

Mo yMONYaHWUIO YCTaHOB/IEH OAMHOYHbIN PEXUM (single).

PeXXnMbl KOMaHAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

KomaHgaa goctynHa Tonbko B ncnonHeHusx ViPNet Coordinator HW, nogaep>xuBatowmx paboty B
K/1acTepe ropsiuero pesepBrpoBaHms.

Mpu ycTaHOBKE pexuMa KiacTepa aBToMaTU4eckn byaet 3aBeplueHa paboTta ApaiBepos v
4EMOHOB, KOTOpble He NOAAEPXKMBAOTCA B 3TOM PeXMME.

Mpw ycTaHOBKe OAUMHOYHOrO pexunmMa aBTomaTnuyeckn byaert 3aBeplueHa paboTa BCex JEMOHOB.

MNpumep ncnonb3oBaHMA

ﬂ'ﬂﬂ YCTaHOBKW peXrMa KacTtepa BbINMONHUTE KOMaHAy:

hostname# failoverd config mode cluster

Note: the following services are NOT allowed to run in cluster mode:

DHCP
HTTPPROXY

If any of them are currently running, please stop them.

Do you want to stop all services that are not allowed to run in cluster mode
now? [Yes, No] :

Yes

You have approved services stopping. Proceeding...

Switching to cluster mode. Attempt to stop the following services: DHCP

DHCP server 1s STOPPED. Command is ignored

Switching to cluster mode. Attempt to stop the following services: HTTPPROXY

HTTP Proxy is already stopped

Installing ViPNet failover system

hostname#
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failover show config

KomaHpaa npeaHasHaueHa ans npocmoTtpa daina KoHdUrypaumm cnucteMbl 3alLmTbl OT CO0EB.

CuHTakcuc

failover show config

ﬂapaMeTpulAKnmquuecnosa

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

e KomaHga goctynHa Tonbko B ucnonHenusx ViPNet Coordinator HW, noaaepxwvBatowmx paboty B
KiacTepe ropayero pesepsmpoBaHus.

e [lnsA 3aBepLueHns npocmoTpa darna KoHPUrypauum ncnonblyetcs knasmiwa Q.

Mpumep ncnonb3oBaHMA

hostname> failover show config
[network]

checktime = 10

timeout = 2

activeretries = 3
channelretries = 3

synctime = 5

fastdown = yes

hostname>

failover show info

KomaHza npeaHasHaueHa /i NpocMoTpa nHGOopMaLum o TeKyLLeM COCTOSHUMN CUCTEMBbI 3aLMTbl OT
cboes.

CuHTaKcuc

failover show info
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MapameTpbl 1 KAKOYEBble C10Ba

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname> failover show info

Running failover info

Versions: ViPNet 4.1.0(150), daemon 1.5 (1)

Workstation configured for ID 15EAQ000B (Coordinator 2)

The workstation works in a single mode of protection against failures
Workstation time (utc: 1406806848) Thu Jul 31 15:40:48 2014

failover mode * single

failover uptime * 0d 0:14

total cpu * 3%

total memory * 2055488 kB
free memory * 1915324 kB
failover state * works
failover cpu * 1%

iplir state * works
iplir cpu * 4%

mftp state * works

mftp cpu * 1%

alg state * works

alg cpu * 0%

webgui state * works
webgui cpu * 0%
hostname>

Mo komaHAe oTobpaxkaeTcs cregyroLias nHGopmMaLuma:
e Bepcusa MO ViPNet Coordinator HW v Bepcus agemoHa failoverd;
e unHPOpMaLMA O CETEBOM Yy3€;
e JIOKaZbHOE BpeMs Ha y3ne;
e pexuM paboTbl CMCTEMBI 3aLMTbl OT CO0EB (OANHOUHbIN UM PEXUM KaacTepa);

e vHdOpMaLMs 06 MCNONb30BAHMM NPOLECCOPA U ONEepPaTUBHONM NaMATH;
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e vHbOPMaLMSA O TeKyLLEM COCTOSIHUW yrpaBAstoLLero AeMoHa, aeMoHoB mftpd, failoverd, algd n
Beb-unHTepdelica.

failover start

KomaHga ncnonb3yetcs ans 3anycka gemoHa failoverd, otsevatowero 3a ¢pyHKLMOHUPOBaHUE CUCTEMDI
3aLnTbl OT cboeB.

CuHTakcuc

failover start [{active | passive}]

[MapameTpbl 1 KAHOYEBbIE CI0BA
e active — 3anyck gemoHa failoverd B akTMBHOM pexume.

e passive — 3anyck gemoHa failoverd B naccmBHOM pexxmme.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO MHTEpNpeTaTtopa
e [lonb3oBaTesnsb.

e AgmuHucTparop.

OcobeHHOCTU NCNONb30BaHUA
[ ] I'IapameTp MO>XXHO yKaBaTb TONbKO I'IpI/I pa60Te CNCTEMDI 3allnTbl OT C60€B B pe>|<|/|Me KnaCTepa.

e Eciun B pexxume knactepa napameTtp He ykasaH, 4eMoH failoverd 6yaet 3anylueH B TOM pexuvMe, B
KOTOPOM OH HaxoAMWJ/ICs A0 3aBepLueHns paboTbl.

o [lepeg 3anyckoMm gemoHa failoverd B akTMBHOM pexxrMe HEOHXOANMO yHeANTLCS, UTO Ha APYroMm
ViPNet Coordinator HW knactepa gemoH failoverd 3anyLieH B naccBHOM pexumMe. 3anyck AemoHa
failoverd B akTMBHOM pexurMe Ha 060MX 31eMeHTax kaactepa npuseaet Kk KoHoanKTy IP-agpecos v
APYTVM HexxenaTeNbHbIM MNOCNEACTBUSAM.

MNpumep ncnonb3oBaHMA

UTobbI 3anyCctnTb AeMOH failoverd B naccueBHOM pexwunme, BbINONHUTE KOMaHAy:

hostname> failoverd start passive

failover stop

KomaHga vncnonbsyetcs Ans 3aBeplueHns paboTsl geMoHa failoverd, otBevatolero 3a
bYHKUMOHMPOBaHMe CMCTEMbI 3aLLMTbl OT COOEB.
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CnHTakcmc
failover stop

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.
OcobeHHOCTV NCNONb30BaHUA
Her.

MNpumep ncnonb3oBaHMA

hostname> failover stop
Shutting down failover daemon

hostname>

failover view

KomaHza npeaHasHaueHa /1 MPoCMOTpa XypHana nepekstoUueHnii knactepa ropsiuero pesepBupoBaHus
3a 3aflaHHbIl Nepuoj BPEMEHU.

CuHTakcuc

failover view <Hauajyio> <KOHel[>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

e <nauajo>— Hauyano nepuoga. ¥kasbiBaeTcs B popmMaTte DD.MM.YYYY[.hh.mm.ss], A€ DD — JeHb,
MM — MEeCAL, YYYY — FOA, hh — 4ac, mm — MVHYTbI, ss — CeKyHZAbl. Bpems MOXHO He 3agaBarb.

® <kxoHeu>— KOHEL nepunoaa. YKa3biBaeTca B TOM Xe ¢opmaTe, UTO M Ha4dano nepunoaa.

3HaquMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

e [lonb3oBaTensb.
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e AgmMuHuUcTpaTop.

OcobeHHOCTU NCNONb30BaHUA

o KomaHga poctynHa Tonbko B ucnoaHeHusx ViPNet Coordinator HW, noaaepxwuBarowmx paboty B
K/1acTepe ropsiuero pesepBrpoBaHms.

e /lndA 3aBepLueHMA NPOCMOTpPA XypHaia ncnoab3yetca knasmwa Q.

[Mprmep ncnonb3oBaHuA

hostname> failover view 20.10.2014.08.00.00 21.10.2014.19.00.00
Veiw journal of failover switching
Versions: ViPNet 4.1.0 (475), daemon 1.3 (14)
Workstation configured for ID 1031F (Cluster for SGA2)
Workstation works in a mode of hot reservation
Workstation time (utc: 1174916969) Mon Mar 29 17:49:29 2010

09 Mar 2014 12:51:42 <P_START> Start failover daemon in passive mode

22 Mar 2014 12:27:27 <A START> Start failover daemon in active mode

22 Mar 2014 14:10:35 <A START> Start failover daemon in active mode

22 Mar 2014 15:30:46 <BOOT> Boot the system

23 Mar 2014 11:09:07 <SWITCH> Switch server from passive mode to active mode
hostname>
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KoMmaHab! rpynnbl firewall

KomaHgabl rpynnbl firewall NpeAaHa3HauveHbl Ana paboThl C ceTeBbIMU GUAbTPaMKU (CM. r10ccapui, cTp.
245), npaBunamu TpaHCAALMKM aZpecoB (CM. rnoccapui, cTp. 245) n rpynnamm o6bekToB.

firewall add

KomaHza vcnonb3yeTcs Ans co34aHus CETEBOro GuabTpa nam Npasuia TPaHCAALUN aapeCcoB.

CuHTakcuc

firewall <Tmn> add [<Homep>] [rule <mmsa>] src <ampec oTnpaBuTess> dst <ampec
nojiydaTeynsa> [<npoTokoJsi>] [<pacnucaHue>] <meMcTBue>

I'Iapalvleprl M Knro4eBble C/10Ba

e  <Tum>— TWMN CO34aBaeMoro ceTeBoro GUAbTPa UM yKasaHWe Ha CO3jaHve NpaBuaa TPaHCAAL UK
aApecos:

o local — NoKanbHbIA GUABLTP OTKPBITOW CETY;

o forward — TPaH3UTHbIA GUABLTP OTKPLITOM CETY;

o tunnel — QUALTP TYHHENNPYEMBIX Y310B (CM. F10CCapui, CTp. 246);
o vpn — QUABTP 3aLLMLLEHHOW CeTV;

0 nat — NPaBWIO TPaHCIALUN afpPeCOB.

e  <nomep> — MOPAAKOBBIA HOMep GuabTPa (MpaBuaa TpaHCAALMK) B TabauLie, onpeaensiowunii ero
npuopurer.

e <uma> — UMA uabTpa (Npasuaa TpaHcaaumm).

e <ampec ornpaeuresns> — ajpec oTnpasuTens IP-nakeTos.

e <agpec noayuarena>— ajpec noayyarens |IP-naketos.

® <npoToxon> — MPOTOKOJ, MO KOTOPOMY nepegatotca IP-nakeTol.

® <pacnucanue> — pacnmcaHne npumMeHeHnsa Guabtpa (NpaBmaa TpaHCAALUN).

e <geiicTeue> — JEUCTBME C IP-nmakeTamu, COOTBETCTBYHOLLMMM YCNOBUAM PuabTpa (Npasuna

TpaHcaauun).

3HayeHuA No YMOAYaHUIO

Her.
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PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e ECiv HOMep He ykazaH, duabTp (MpaBuao TpaHcasaumm) 4o6aBAseTCs B KOHEL, COOTBETCTBYHOLLEMN
TabavLbl U ByAeT NpUMeHATbCA Npu aHanunse IP-Tpaduka (cM. rnoccapuii, cTp. 240) B nociesHOH
oyepesp.

e Ecav ykasaHHbIN HOMep MeHblUe NocaegHero HoMepa B Tabavue, Hymepauua GuUabTPoB (MpaBu
TPaHCAALUN), CAefyHOLMX 33 HOBbIM GUABTPOM (NPaBUIOM TpaHCAALMM), ByAeT aBTOMaTMYeCKM
n3MeHeHa (Mx Homepa byayT yBennueHsbl Ha 1).

e B kauectBe ajpeca oTnpaBuUTeENA UK NoJlydaTenda MOXHO yKa3saTb cielyrollee:

o ANl IOKaNbHbIX GUABTPOB OTKPLITON ceTn — IP-agpec nan JoMeHHoe UMs y3na, AnanasoH |P-
afpecoB y3N0B, cNncok |IP-agpecos 1 AOMEHHbIX MMEH Y3/10B, MacKy aZpecoB MojceTy,
JOMEHHOE UMS CeTW, CUCTEMHYIO Tpynny o6bekToB any, local AN remote, OAHY UK
HEeCKOJ/IbKO MoJib30BaTeNbCckux rpynn IP-agpecos;

o  4NA TPAaH3UTHbIX q)l/lanpOB OTKprTOl\/’1 CeTN. TO XKe, UTO A4 NOKaNbHbIX q)l/lﬂprOB OTKprTOI‘/’I
CeTN, HO B TakKux q)manpax Henb3a NCNONb30BaTb CUCTEMHbIE TPYyNNbl 06bEeKTOB;

o Ana GUAbTPOB 3alMLLEHHOW ceTn — naeHTudburkaTop y3na nam cetn ViPNet, cnncok
naeHtTndukatTopos y3nos 1 cetert ViPNet, cuctemHble rpynnbl 06beKTOB any, allcoordinators,
allclients, local WAN remote, OAHY WAN HECKONBbKO NOJb30BaTeNbCckmx rpynn y3nos ViPNet;

o A4nd qJI/IJ'IprOB TYHHENNPYEMbIX Y3/10B — TO XK€, YTO AJiA JIOKaJIbHbIX q)l/U]prOB OTKprTOIz ceth mn
q)I/IJ'IprOB 3aU.UALU,eHHOI;1 CETN, HO B TaKnX q)l/lanan MO>XXHO NCMNONb30BaTh TOJIbKO CUCTEMHDbIE
rpynnbl 06beKTOB any, allcoordinators, allclients WAN tunneledip;

o 4ANd npaBun TpaHiALMK agpecoB — IP—ap.pec nanm AOMEHHOE UMA y3na, AnanasoH |P-aApeCOB
Y310B, CNMCOK |P-aApeCOB N AOMEHHbIX MMEH Y3/10B, MacKy agpecoB noacetn, 4JOMeHHOE NMA
ceTn, OgHY NN HECKO/IbKO MNOJIb30BaTeNbCKMX Tpynn IP—a,a,pecos.

° B kauectBe ajpeca otnpaBuUTena ANnA NOKajlbHbIX, TPDAH3UTHbBIX q)IAI'IprOB OTKprTOIZ cetmum q)MﬂprOB
TYHHEeNnpyemblX Yy3/10B TaKXKE MO>XKHO YyKa3aTb ceTeBOW VIHTepq)eI7IC COBCTBEHHOrO y3na B BUAE:

src interface {<cucremHOe mmMmsa mHTepdeiica> | @<umsa rpynns uMHTepdercoB> | byip
{<IP-ampec> | <mmanaszoH IP-ampecoB> | <macka nomceTtmu>}}

e B KauecTBe agpeca nonyuyaTens Tak)Ke MOXHO yKazaTb ClefytoLLee:
o AN IOKaNbHbIX GUABTPOB OTKPBLITOW CETU — CUCTEMHYHO Tpynny broadcast WM multicast;
o 418 GUALTPOB 3aLUMLLEHHON CETU — CUCTEMHYHO Ipynmny broadcast.

e [IpOTOKON MOXHO yKa3aTb, UCMOb3Yys CAeayroLee:

o WMeEHa NMPOTOKOO0B, HanMcCaHHbI€ CTDOYHbIMU 6yKBaMI/I W pa3jeneHHble I'IpO6EJ'IaMVI. |_|pl/l 3TOM
MO>XHO TakK>Xe 3a4aTb AOMNOJIHUTEJ/IbHbIE NMapaMeTpbl A4/14 NPOTOKOJIOB!:

e TCP n UDP: sport (NOpT nan gMana3oH NOPTOB MCTOYHMKA NakeTa) U/vamn dport (MOPT WUan
AManasoH NOpPTOB Ha3HayeHWs naketa). [pu ncnoab3oBaHMM 060UX 3TUX NapamMeTPOB
CHayana HeobXxoAMMO yKa3aTb MapaMeTp sport, 3aTeM — NapameTp dport,
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e |ICMP: type (TMN nakeTa) n/man code (kog naketa). Mpu ncronb3oBaHUM 0H6OMX ITUX
napameTpoOB CHayana HeOBXOAMMO yKasaTb NapaMeTp type, 3aTEM — NapameTp code;

o HOMepa NPOTOKOJIOB. |_|p|/l 3TOM nepeg HOMepPOM KaXa0ro NnpoTokoia HeobxoaMMo yKa3saTb
KJlroueBoOe C/I0BO proto,

o NOJib30BaTenbCKMe rpynmnbl MPOTOKOJIOB B BUAE: service @<mMmsa Tpynmner>.
PacnncaHne MOXHO 3agath, UCNOAb3YA OAHY U3 CIeAYIOLLNX NeKCeM:

o daily <ug:mm>-<uu:mmM>— QUIbTP JENCTBYET eXeJHEBHO B TeYEHWe 3aaHHOro NHTepBana
BpemMeHuW. Bpems ykasbiBaeTca B 24-yacoBoM dopmarte: uu — Yachl, mu — MUHYTHI.

o weekly [mo] [tu] [we] [th] [fr] [sa] [su] [at <uu:mmM>-<uu:mm>] — ¢VIJ1pr
AelzCTByeT e>XXeHeaenbHO B 3ajaHHble AHWN HeAenn (mo — NOHeAEeJ/IbHUK, tu — BTOPHUK, we —
cpega, th — yeTBepr, fr — NATHWLA, sa — Cy660Ta, su — BOCKPeCeHbe) 1 MHTepBaa BPEMEHW.

o calendar <go.MMm.TTTT>-<gg.MM.TTTTr> [at <ud:Mm>-<4yd:Mm>] — ¢WIJ1pr AeﬁCTByeT B
3a/laHHble JaTbl M MHTepBas BpeMeHW. [lata ykasbiBaeTca B caegyrowem opmate: oo — AeHb,
MM — MecAl, rrrr — ro4.

o schedule <umsa rpynnel oOBEKTOB> — CbI/Iﬂpr AelzCTByeT no pacnncaHnko, onMcaHHoOMy
rpyl‘II'IOIZ 0b6bekToB COOTBETCTBYHOLLEro TMna.

Tak>xe Ana 3afiaHns pacrnmcaHns MOXHO MCNONb30BaTb COOTBETCTBYHOLLME NO/b30BaTENbCKME
rpynnbl 06bEKTOoB.

[JenctBre 3agaeTcsa OAHOM 13 CeAyOWMNX NeKCeM:
o ANA ceTeBbIX QUALTPOB:

e pass — nponyckaTb IP-nakeTol;

e drop — bnokupoBaTb |IP-nakeTbl;
o ANA NpaBwUA TPaHCAALUKN aApecoB:

e change src {<ampec> | auto} — 3aMEHSATb aApec OTMPABUTENA MAKETOB Ha YKa3aHHbIN
BHELWHWA agpec KoopAMHaTOpa UM aBTOMaTUYECKW Ha Ny6ANUHBINA agpec BHELHero
CeTeBOro UHTEpderica KoopAMHATOPa;

e change dst <agpec>: [<nopT>] — MepeHanpaBaATb MakeTbl Ha YKa3aHHble aApec 1 NopPT.

MogpobHee cM. B gokymeHTe «ViPNet Coordinator HW. Hactporika ¢ nomMoLLbto KOMaHAHOW CTPOKM», B
rnaBax «Hacrtpolika ceTeBbIX PUALTPOB» U «HacTpoiika npasua TpaHcasaumm IP-agpecos».

Mpumep ncnonb3oBaHMA

YTtobbl co3aaTh N0KaNbHbIA GUALTP, Grokupyrowuii IP-nakeTsl, OTNpaBAfeMble Y310M C afpecom
192.168.30.1 uepe3 nopt 2525 Ha nopT 443 oTKpbITOro y3na ¢ agpecom 172.16.35.1 no npotokoay
TCP/IP, BbINO/HWTE KOMaHAY:

hostname# firewall local add src 192.168.30.1 dst 172.16.35.1 tcp sport 2525
dport 443 drop

YTo6bl co3aaTb GUALTP, pa3peLlarowmii oTnpasky IP-nakeToB OT 3alULLEHHOTO y3Aa (CM.
rnoccapuvi, ctp. 246) c naeHtndukatopom 0x1234abab TyHHENnpyeMomMmy y3ny c agpecom
192.168.0.1 exxegHeBHO B MHTepBas ¢ 8 yTpa Ao 8 Beuepa, BbINOJHUTE KOMaHAY:
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hostname# firewall tunnel add src 0x1234abab dst 192.168.0.1 daily <8:00>-<20:00>
pass

e YTO6blI NpW OTNpaBKe NakeTa BHELHUM Y3/10M C agpecoM mydomain.ru y3ay c agpecom
192.168.20.1 no npotokony TCP/IP uepe3 nopt 8080 KoopanHaTOp NOAMEHAN agpec noay4vatens

(ny6amnuHbIN IP-agpec koopanHaTopa) Ha JoKaabHbIV afpec, co3janTe NPaBuIO TPaHCAALNN agpeca
Ha3HaueHWs C MOMOLLbIO KOMaHJb!:

hostname# firewall nat add src mydomain.ru dst 192.168.20.1 tcp dport 8080 change
dst 10.0.0.7:8080

e Ytob6bl Npy oTnpaBke naketa y3nom c agpecom 10.0.0.1 BHewHeMy y3ny ¢ agpecom 192.168.20.1
YacTHbIN agpec OTNPaBUTENA MaKeTa 3aMeHANCA Ha NyBMYHBIN agpec BHELLHEro CETEBONO
NHTepderica KOOPANHATOPa, CO34aNTe NPaBUAO TPAHCAALMM ajpeca NCTOYHMKA C MOMOLLbLO
KOMaHAbI:

hostname# firewall nat add src 10.0.0.1 dst 192.168.20.1 change src auto

MprmeyaHne. B nepsom ¢uabTpe Ana npumepa ykasaH Homep n uma GuabTpa, B
nocnegytowmx GuUabTpax 3T¥ NapameTpbl NPOMNYLLEHbI.

firewall add name

KomaHza ncnonb3yeTcs Ans co3gaHus rpynnbl 06bEKTOB 3aaHHOro TUMa.

CuHTakcuc

firewall <tun> add name @<mma> <cocTaB> [exclude <MCKJIIOUEHMS>]

MNapameTpbl 1 KNtOUYeBble CNOBa

e  <Tum> — TUN 06beKTOB. MOXHO yKa3aTb OAHO U3 CIeAYOLMX 3HAYEHWIA:
o 1ip-object — IP-agpeca;
o vpn-object — ceTeBble y3/bl ViPNet;
o interface-object — CeTeBble UHTEPPENChI (CM. rioccapuin, cTp. 245);
o service-object — MNPOTOKO/bI;
o schedule-object — pacnucaHus.

®  <uma> — MMA FPynnbl 06bEKTOB.

e <cocras> — 0OBEKTbI, BXOAALLME B rpynny.

*  <ycxmouenns> — OOGBEKTbI, HE BXOAALLME B rpynny.

3HayeHuA No YMOAYaHUIO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
e VIMsA rpynnbl 4OAXKHO ObITb YHMKA/NbHBIM B pamMKax rpynn o6bekToB O4HOMo T1na.
e [lepes nMeHeM rpynmnbl HEOBXOANMO yKa3biBaTb CUMBOJ @.

e VmeHa ceTeBbIX MHTEPdEWCOB pa3aenatoTca Npobesom, U nepes UMeHeM KaXKAoro CETEBOTO
nHTepdeiica HeobXxoANMO ykazaTb C/IOBO interface.

e CuMHTaKCuC NpoOTOKOAA M pacnucaHma — TOT Xe, YTO NP Co3jaHnm ceTeBoro GuabTpa an npasuia
TPaHCAAUUKM aZpecoB ¢ NOMOLLLIO KoMaHAbl firewall add (Ha cTp. 40).

|_|pI/IMepr MCrnoJib30BaHWA

Yrtobbl co3gath rpynny IP-agpecos, BKIHOUAKOLLYHO CEFMEHT CeTU 3a UCKIHOUYEHNEM HECKObKUX |P-
afpPeCcoB, BbIMOJAHUTE KOMaHAY:

hostname# firewall ip-object add name QIP group 110.35.14.0/24 exclude
110.35.14.3,110.35.14.13

YTo6bl CO34aThb rpynny pacnmcaHms, BKAHOYAOLLYHO BbIXOAHbIE AHW € 9 A0 23 YacoB, BbINOAHUTE
KOMaHay:

hostname# firewall shedule-object add name @weekend weekly sa su at 09:00-23:00

Ytobbl co3sath rpynny HTepdencos, BKIOYatOLWYyo ceTeBble nHTepdelichl ethO u eth1, BoinoaHuTe
KOMaHay:

hostname# firewall interface-object add name @intgroup interface ethO interface ethl

firewall change append

KomaHga ncnonb3yetcs gna gobaBneHns agpeca oTnpaBuUTens, agpeca nojydatens, NpoTokona nim
pacnucaHus B ceTeBOr GUABTP WM NPaBUAO TPAHCAALMMN ajpPeCoB.

CuHTaKcuc

firewall <Ttwmn> change append <Homep> {src <ampec oTnpaemuTens> | dst <ampec nojgydaTeis>
| <mpoTokojy> | <pacnucaHue>}

MapameTpbl 1 KNtOUYEBble COBa

e  <Tym>— TUM M3MEHAEMOro CeTeBOro GubTPa UM yKasaHWe Ha M3MeHEeHWe npaBuaa TPaHCAALMM
afpecos:

o local — JIOKa/ibHbIA GUABTP OTKPBLITON CETY;
o forward — TPaH3WUTHbIA GUABTP OTKPbITON CETK;

o tunnel — QUALTP TYHHENMPYEMBIX Y3/10B (CM. F10CCapui, CTp. 246);
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o vpn — GUALTP 3aLULLEHHON CeTH;
o nat — NPaBWAO TPAHCAALMW aApPeCoB.
®  <uomep> — MOPAAKOBbLIN HOMeP PpuabTpa (Npasmaa TpaHcasaLMKM) B Tabauue.
® <ampec OTnpaBMTenH>-—-AO6aBﬂﬂeMbWﬁaApeCOTnpaBMTeﬂﬂ|P—HaKeTOB
® <ampec OTnpaBMTenH>-—-AO6aBﬂﬂeMbﬁﬁaApeCHOﬂyHaTeﬂﬂ|P—HaKeTOB
e <mpoToxos> — A06aBASEMbIN NPOTOKOA, NO KOTOPOMY nepeaatotcs IP-nakeTsl.

e <pacmucauue> — fobaBaseMoe pacnucaHve npuMeHeHuns GuabTpa (NpaBuaa TPaHCAALUN).

3HaYeHnsA NO YMONYAHUIO

Her.

PeXunMbl KOMaHZAHOIoO NHTepnpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNOoNb30BaHNA

e CuHTaKcWC agpeca OTrnpaBuUTesNs, agpeca nojyyatens, NPoOToKoaa U pacnmcaHns — TOT Xe, YTO Npwu
co3gaHun ceteBoro GuabTpa (NpaBuaa TpaHcAALMM) ¢ NoMoLbto koMaHabl firewall add (Ha cTp. 40).

e MOXHO yKa3aTb HECKOJIbKO NMapamMeTpoB.

[Mpumep ncnonb3oBaHuA

MycTb cyLecTByeT NOKaAbHbIN GUALTP OTKPLITON CETH, CO3AaHHbIA C MOMOLLbIO CeAytoweln KOMaHAbl:

hostname# firewall local add 8 rule "Rule8" src 192.168.1.0/24 dst 10.0.0.1 drop

YTobbI AO6aBI/ITb B 3TOT q)l/l.ﬂpr ele oAnH ajpec oTrnpaBuUTesia U pacnmcaHne, No KOTOPomy q)I/IJ'Ipr
6yAET NMPUMEHATbCA TONbKO B BbIXOAHbIE AHW C 9 Ao 23 yacos, BbINOJHUTE KOMaHAy:

hostname# firewall local change append 8 src 192.168.2.2 weekly sa su at 09:00-23:00

firewall delete

KomaHp,a NCNonb3yeTca ANna yaaneHuna ceTeBoro q)vmpra Wan npasuna TpaHcaaunm agpecos.

CuHTakcuc

firewall <tun> delete <mapameTpsr>

MapamMeTpbl 1 KJKOYEBbIE CIOBA

e <Tun>— TUMN yAaiaeMoro cetTesoro ¢>vmpra W YKa3daHUe Ha yaaneHne npasuna TpaHCIALNN
ajpecos:

o local — JIOKaibHbIA GUABTP OTKPBLITON CETY;
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o forward — TPaH3UTHbIA GUABLTP OTKPbLITOM CETY;

o tunnel — QUALTP TYHHENNPYEMBIX Y310B (CM. r10CCapui, cTp. 246);
o vpn — QUALTP 3aLLMLLEHHOW CETY;

o nat — NpPaBWAO TPaHCAALMN afpeCcoB.

e <napaMeTtper> — MNapameTpbl GpuabTpa (MpaBuaa TpaHCAALMKN) AN yaaneHns. MoXHO ykasaTb
cnegyrolme napaMeTpbl: MOPSAKOBBIA HOMEP, UMS, aZpec OTNPaBUTeNs, afpec noaydyaTens,
NpPOTOKOJ, AeNcTBUe GUbTPa UK Npasua.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

o CuHTaKkcuC agpeca oTnNpaBuTess, ajgpeca nosiyyatens, NPOTOKONa W PacrnnucaHna — TOT Xe, UTo Npwu
cosgaHunn GuabTpa (Npasuaa TPaHCAALMM) C MOMOLLbIO KOMaHAbl firewall add (Ha cTp. 40).

e MoxHO YKa3aTb HECKOJIbKO NMapaMeTpoB.

e [lonck GMAbTPOB (NpaBua TPAHCAALNKN) ANA YAANEHNA OCYLLECTBAAETCA NO CTPOroMy COBMNaAEHMIo C
3aZlaHHbIMK NapameTpamu.

e Hymepauwna ¢puabTpoB (NPaBua TPaHCAALMN), CIEAYIOWNX 33 YAANEHHbIM GUabLTPOM (MpaBMIOM
TPaHCAALNK), N3MEHAETCA aBTOMATUYeCKMN (MX HOMepa yMeHbLUaroTCs Ha 1).

[Mpumep ncnonb3oBaHUA

[LJ'IFI yAaneHna no0KaibHOro q)VIJ'Ipra OTKprTOl‘/‘I CeTh C HOMEepPOoM 7 BbINOAHUTE KOMaHAy:

hostname# firewall local delete 7

+ + + + +
|Num |Name |Option | Schedule |
tom - o fom fomm - +
|Act |Source |Destination |Protocol |
+ + + + + +
|7 |[Allow syslog outgoing |User | |
Fom - fom - Fom e Fomm - +
|pass|@local |Qany ludp: to 514 |
+ + + + +

Do you want to perform the action on the above rule? [y/n]: y

hostname#
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firewall move rule

KomaHga ncnonb3yercsa AN N3MeHeHUs NopsAAKOBOro HOMepa (mpuopuTeTa) ceTeBoro duabTpa nam
npasBwia TpaHCAALMKN agpecoB B Tabauue.

CuHTakcuc

firewall <Tun> move rule <Tekymmy HoMep> to <HOBHIM HOMEpP>

I'Iapalvleprl M K1ro4eBble C/10Ba

e <Tum> — TWUM U3MEHSAEMOTO CETEBOrO GUALTPA UK YKa3aHWe Ha U3MEHEHMWE NpaBuia TPaHCAALMUM
a/pecos:

o local — NOKaNbHbIA GUABTP OTKPLITON CETY;
o forward — TPaH3UTHbIN GUABLTP OTKPLITON CeTY;
o tunnel — QUALTP TYHHENMPYEMBIX Y310B (CM. F10CcCapui, CTp. 246);
o vpn — QUABTP 3aLLMLLEHHOW CeTV;
0 nat — NPaBWIO TPaAHCIALUN afpPeCoB.
e <JTexymmii HoMep> — TEKYLMN NOPAAKOBbIA HOMep GuabTpa (MpaBuaa TpaHCAALMN).

® <HOBENT HOMep> — HOBbIA MOPAAKOBBIV HOMep duabTPa (MpaBuaa TpaHCAALUN).

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lpu n3mMeHeHM NOPAAKOBOro HOMepa COOTBETCTBEHHO M3MeHAeTCA npuoputeT GuabTpa (Npasmia
TpaHcaauum) npu obpaboTke Tpaduka.

e Hymepauwna ¢puabTpoB (NpaBua TPAHCAALKK), CIeAyHOLWNX 3a NepeMeLLeHHbIM GUabTpoM
(NpaBUIOM TPaHCAALMM), U3MEHAETCA aBTOMaTMYeckn (MX HOMepa yBeanumsarotcsa Ha 1).

e HeBO3MOXHO M3MEHUTb NOPSAKOBbIA HOMEP, €C/IN HOBbI HOMep HoJbLIe NOCeAHErO HOMepa B
Tabavue.

MNpuMep ncnonb3oBaHMA

Y106bI NEepeMecTnTb NoKaabHbIN GUALTP C A4EBATOrO Ha BOCbMOE MecTo B Tabsivue (To ecTb caenatb ero
601ee NPUOPUTETHLIM), BbINMOJHUTE KOMaHAY:

hostname# firewall local move rule 9 to 8
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firewall object delete

KomaH,a,a MCNONb3yeTCa ANA yaaneHna rpynnbl 0b6BEKTOB C 3alaHHbIM MMEHEM.

CuHTakcnc
firewall object delete Q<umsa>
I'IapaMeprl M KJrHo4eBble C/10Ba

<mmsa> — WMS Fpynnbl 0O6BbEKTOB.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Ecav rpynna ncnosib3yertcs B Kakux-1Mbo ceTeBbix GuabTpax, NpaBuaax TPaHCAAL MU ajpecoB A Apyrx
rpynnax o6bekToB, TO B pe3y/ibTaTe BbIMOJHEHUA JaHHOW KOMaH/bl NOSBUTCA coobuieHme 06 owmnbke,
cofepkallee CNmMcok Bcex GuabTpoB, NMPaBua UAK TPy, KOTOPbIE UCMOJIb3YHOT AaHHYHO rpynmny. B aTom
clyyae HeobXxoaMMO CHayana yaanuTb 3T QUALTPbI, MpaBWa v rpynnbl, @ 3aTeM BbIMOJIHUTL KOMaHAy
415 yAaneHws rpynnbl eLle pas.

[Mpumep ncnonb3oBaHUA

YT06bI YARAWTb Fpynny 06BbEKTOB € MMeHeM |P_group, BbINOAHWTE KOMaHAY:

hostname# firewall object delete @IP group

firewall object show

KomaHza npesHasHaueHa A1 NPOCMOTpa BCEX rPpynn 06beKTOB.

CuHTakcuc

firewall object show

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBatensb.

e AgmuHucTparop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> firewall object show

Ip Objects

+ + + +
|Num |Name |Creation type |
o Fom o +
|Inclusion |Exclusion |
+ + + :
|1 |PrivateNetworkIP |User |
o Fom o +

/10.0.0.0/255.0.0.0, 172.16.0.0/ | |
[255.0.0.0, 192.168.0.0/255.0.0.0 | |
+ + + + +

... |
+ + + + :
hostname>

Ipynnbl KaXKAoro TMna 06bEKTOB BbIBOAATCS B OTAENLHOM TabsivLe, cogepkallen caeayrolme ctonbLbl:
e  Num — MOPSAKOBLINA HOMEP rpynmnbl.
e Name — MMS Fpynmnbl.

e Creation Type — BWA rpynnbl: ansa rpynn n3 nporpammel ViPNet Policy Manager — policy, ans
NoJ/ib30BaTeNIbCKMX FPynn — User.

. Inclusion — O6'b6KTbI, BXojauine B rpynny.

e Exclusion — OObeKTbl, He BXOAALLME B Fpymny.

firewall rules show

KomaHp,a npegHasHavyeHa And NMpPpoOCMOTpa BCEX CETEBbIX CI)I/IJ'IprOB M npaBua TpaHCAAUMU aapecoB,
3aJaHHbIX Ha y3/€e.

CuvHTaKkcuc

firewall rules show
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MapameTpbl 1 KAKOYEBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBatensb.

e AgmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname> firewall rules show

Local Rules:

+ + } + }
|Num |Name |Option | Schedule |
Fo— - Fom - Fomm Fomm +
|Act |Source |Destination |Protocol |
+ + + } + }
|1 |Allow DHCP Service |User | |
Fo— - Fom - Fomm Fomm +
|pass|@any | @any |ludp: from 67 to 68 |
+ + + + +
[ ...

+ + + + + +

empty rule for Forward Rules:

empty rule for Nat Rules:

hostname>

KaxabIi Tun ceTeBbiX GUILTPOB M NpaBuia TPaHCIALMM aZpecoB BbIBOAATCA B OTAE/IbHON TabauLe,
cogepxkallel cnegyrouime cTonbupl:

e  Num — MOPAAKOBbIN HOMep duabTpa (MpaBuaa TpaHcaALuUK) B Tabauue.
e Name — UMA uabTpa (NpaBuaa TpaHCAALMN).

e Option — KaTeropua dunbTpa (MpaBuaa TpaHCAALMN).

e Schedule — pacnuvcaHve npuMeHeHnsa GuabTpa (NpaBwaa TpaHCAALMN).
e Act — feicTBUE GuabTpa (MpaBuia TpaHCAALUN).

e Source — ajpec oTnpasutens IP-nakeTos.

e Destination— agpec nonyudatens IP-nakeTos.

e Protocol — MPOTOKOJ, MO KOTOPOMY nepegatotcs IP-nakeTtbi.
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firewall show

KomaHza npegHasHaueHa A1 NPOCMOTPa KOHKPETHBIX FPYMm 06bEKTOB, CETEBLIX GUILTPOB 3aaHHOTO

TMNa, a TakK>XKe npasua TpaHCIALMN a4pecoB.

CuHTakcuc

firewall <tmn> show [<napameTpsr>]

I'Iapalvleprl M K1ro4eBble C/10Ba

e <Tym> — TWUM rPYNn 06bEKTOB UK CETEBLIX GUALTPOB, NpaBuaa TPaHCAALNM aApPeCcoB:

o

o

ip-object — rpynnsbl IP-agpecos;

vpn-object — rpynnbl y310B ViPNet;

interface-object — FPynmnbl MHTEPDENCOB;

service-object — rpynnbl NPOTOKOJIOB;

schedule-object — rpynnbl pacnucaHu;

local — JIOKabHbIA GUALTP OTKPBLITOW CEeTY;

forward — TPAH3UTHbIN GUALTP OTKPbLITON CETY;

tunnel — QUABLTP TYHHEANPYEMBbIX Y3/10B (CM. FNOCCapuii, CTp. 246);
vpn — QUALTP 3aLLMLLEHHOW CeTw;

nat — NpaBuUNO TPpaHCIALUN afpeCcoB.

® <napamerp> — NapaMeTpbl GUALTPOB (NPaBWA TPaHCAALUK), OTOMPaeMbIX Af NPOCMOTPa. MOXHO

YKa3aTtb cieayrowme napameTpbl: I'IOpﬂAKOBbII7I HOMEP, NMA, agpec OTnpaBuUTeIA, agpec NnojayyaTtensd,

NpOTOKOJ, AeNcTBUE GUbTPa UK NpaBua.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXnMbl KOMaHAHOrO MHTeprnpeTaTopa

e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e YkasaTb napameTpbl 417 rPYnn 06beKTOB HeNb3S.

e CuHTakcmc ajpeca oTnpaBUTENA, ajgpeca nonyyatesia, NpoToKoaa N pacnnCaHnAa — TOT XKe, UTO Nnpu

co3gaHumn GuabTpa (MpaBmaa TPAHCAALMKN) C MOMOLLIO KOMaHAbl firewall add (cm. «firewall add»
Ha cTp. 40).

e  MOXHO yKa3aTb HECKOJIbKO MapamMeTpoB.
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e [lonck GuabTPoB (NpaBuA TPAHCAALMM) OCYLLLECTBAAETCA NO CTPOrOMY COBMaJEHUIo C yKa3aHHbIMU
napameTpamu.

e B pe3synbTaTe BbINOAHEHMA KOMaH bl oTobpaxaeTcs Tabauua, cogepkallias cCooTBETCTBYOLWME TUMbI
rpynn obbekToB (cM. «firewall object show» Ha cTp. 48), ceTeBbIX GUALTPOB NN NPaBUA
TpaHcnauum agpecos (cM. «firewall rules show» Ha cTp. 49).

[Mprmep ncnonb3osaHuA

Ana npocmoTpa nokaneHbix dunbTpos ansa npotokona UDP BbinonHuTe KoMaHay:

hostname> firewall local show udp

User:

+ + + + +
|Num |Name |Option | Schedule |
Fom o ——— o o Fom +
|Act |Source |Destination |Protocol |
+ + + : + :
|1 |Allow DHCP Service |User | |
tom - o fom fom - +
|pass|@any |@any ludp: from 67 to 68 |
+ + + + +
... |
+ + + + + +
hostname>
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KOMaHZbl rpymnbl inet

KomaHZabl rpynnbl inet NpegHasHauveHbl 418 HACTPOIKM W yrpaB/ieHNs ceTeBbIMU UHTepdericaMmm 1
cepsucamu ViPNet Coordinator HW (DHCP-cepsepom, DNS-cepBepom v Apyrumn).

inet bonding add mode slaves

KomaHga vncnonbsyetcs ans jobaBneHns arperMpoBaHHOTO nHTepdelica, 3ajaHns NOAYMHEHHbIX eMy
bursmyeckmx nHTepdERCOB, a TakKe 415 3aJaHNs pexXrmMa ero paboTsbi.

CuHTakcuc

inet bonding add <uomep> mode <pexum> slaves <muHTepderic 1> [<mHTepoderic 2>] [<mHTepderc
3>]

I'Iapalvleprl M KJrKo4eBble C/10Ba
e <nomep> — HOMep AobaBiAeMOro arpermpoBaHHoOro nHTepderica.

e <pexum> — PEXUM paboTbl arpernpoBaHHOro nHTepderica. MoXHO ykasaTb O4WH U3 CIefYHOLLNX
PEeXNMOB:

o balance-rr — PeXuM, NPU KOTOPOM UCXOAALLME MAKETbl, MONajaroLne Ha arpermMpoBaHHbIi
NHTepOENC, OTNPABASIOTCS Yepe3 NOAUMHEHHbIE GU3NUecKne NHTEPdENChl MOOUYEPEAHO:
NepBbI MaKeT OTNPaBAAETCA Uepes3 OAMH NOAYMHEHHbIV MHTEPdENC, BTOPOI NakeT — yepes
cnefyroLnii NoAYMHEHHbIV MHTepdenc 1 Tak Aanee.

o Dbalance-xor — PEXMWM, MPU KOTOPOM MOAUMHEHHBIA GU3NUECKU HTEPDENC, Uepes KOTOPbIN
OTMNPaBAETCA TOT WU MHOW MaKeT, BbIbUPaeTcs Ha OCHOBE 3HAYEHUS X3l -OYHKLNW,
BbIUYMCNSEMOW MO aNropmuTMy, 3ajlaBaeMoOMy C MOMOLLbIO KOMaHab! inet ifconfig bonding xmit-
hash-policy (Ha cTp. 83). B pe3ynbTaTte nakeTbl OT OZHOIO M TOTO e OTNPaBUTENS K OJHOMY U
TOMY >Ke noJsiyyatesto Bcerga byayT oTnpaBasTbCs Uepes OAMH U TOT XKe MNOAYMHEHHbIV
WHTepdelic.

o balance-tlb— pexXuM, NPy KOTOPOM BEAETCA NOACHET pa3Mepa NCXOAALLMX NaKeToB,
nepejaHHbIX Yepes Kaxkablli U3 NOAYUHEHHBIX GU3NYECKMX UHTEPDENCOB, Y HA OCHOBE 3TOTO
BbINOJ/IHAETCS BanaHCMPOBKa UCXoAALLero Tpaduka Mexay NoAYMHEHHBIMUN NHTEPhECaMM.

o 802.3ad — pPeXuM ANHAMNYECKOrO arpernpoBaHmns ¢ NCNoab3oBaHneM npoTtokona LACP. B
3TOM peXunme arpervMpoBaHHbIN MHTepdelic paboTtaeT caeaytowmm obpasom:

®  CpeAV MOAYMHEHHBIX PU3NYECKMX MHTepdECoB GOPMUPYIOTCS FPYMMbl — «arperaTopbl»,
CKOPOCTb Nepesauv faHHbIX Ha HTepdencax KOTOPbIX OA4MHAKOBa;

e OJVH W3 arperaTtopoB BblIGMPAETCH akKTUBHBIM B COOTBETCTBUW C aATOPUTMOM, 3ajaBaeMbIM C
nomolLLbo KoMaHabl inet ifconfig bonding ad-select (Ha cTp. 79);
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e BHYTPW arperatopa Nog4YnHeHHbIN GU3NYeCcKNn MHTepPENC, Yepe3 KOTOPbIV OTNPaBAAIOTCS
ncxogaLme nakeTbl, BbIOMPaeTCs aHaNOMMUHO PeXnMy balance-xor;

e B lydae cbos Ha du3nyeckoM nHTepderice, BXOAALLEM B arperatop, Wan npu obasaeHunm
HOBOTO MOAUYNHEHHOTO hU3MYecKoro nHTepdeiica, B Ka4ectTBe akTMBHOTO BblbMpaeTcs
Apyrov arperatop (Takxe B COOTBETCTBUU C airTOPUTMOM, 3a4aBaeMbIM C MOMOLLbHO
koMaHgabl inet ifconfig bonding ad-select (Ha cTp. 79));

e C Apyrvm ceteBbiM 0bopysOBaHMEM NPOUCXOANT 0bMeH nakeTamu LACP ¢
NepuoAMUYHOCTbIO, 3aZlaBaeMO C NOMOLLIO KoMaHZAb! inet ifconfig bonding lacp-rate (Ha
cTp. 81), uTO NO3BOASET ONpPEAENNTbL COOM NOJUNMHEHHOTO NHTEPdENCa Aaxe B TOM Ciyyae,
€C/n 3TOT NHTepdEenC NOAKIOYEH K APYrOMY CETEBOMY Y37y HE Hanpsamyto (Hanpumep,
yepes MeanakoHBepTep).

o active-backup — PeXuM, NPy KOTOPOM OAWH U3 NOJAUNHEHHbIX GU3NYECKUX NHTepdencoB
Ha3HayaeTcsa OCHOBHBIM (aBTOMAaTUUECKM MM ABHO C MOMOLLbLO KOMaHZbl inet ifconfig bonding
primary (Ha cTp. 82)) 1 Bce ncxoaaLLme nakeTbl OTNPaBAAIOTCA Yepe3 Hero. [pu 3ToM B ciyyae
605 Ha OCHOBHOM MOAYMHEHHOM UHTepdelce nakeTbl OyAyT OTNPaBAATLCA Yepes Apyrue
NoAYUNHEHHbIE HTEPdENChI.

o Dbroadcast — PeXMM, NPU KOTOPOM MaKeTbl, NonajatoLme Ha arpervMpoBaHHbIin nHTepdENic,
OTMNPaBAAOTCA Yepes BCce NOAYMHEHHbIE dr3Myeckme nHTepdercbl O4HOBPEMEHHO.

e <ynrepdeiic 1>, <uurepderic 2>, <murepdeiic 3> — dU3nNUeckMe NHTepPeNncbl, NOAYNHEHHbIE
CO34,aBaeMOMy arpermpoBaHHOMY MHTepdency.

3HaYeHNA NO YMONYAHUIO
e [lo ymonuaHuIO arpernpoBaHHble MHTEPdENChI He 3ajaHbl.

e [0 yMONYaAHUIO UCMO/B3YETCs PEXMM PaboThbl arpernpoBaHHOro UHTepdelica balance-rr.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e B KkauecTBe HOMepa arperMpoBaHHOro MHTepdelica MOXHO 3agaBaTtb HoMepa 0, 1 nan 2. Takum
06pa3om, Bbl MOXETe 3a4aTb A0 TPEX arpernpoBaHHbIX UHTEPHENCOB.

L] B pesynbTaTte BbINOJIHEHNA KOMaHAbl CO34aeTCA arperMpOBaHanZ MHTep¢el71c C NIMEHEM

bond<uomep>.

¢ 3ajaBaemMble NOAUYMHEHHbIE dU3nYeckne MHTepdENChbl AOIKHbBI OTHOCUTLCA K Kaccy slave (CM.
«inet ifconfig class» Ha cTp. 84).

e [lpwv gobaBneHNM arpermMpoBaHHOro nHTEpdeNca Heo6Xo0AMMO 3agaTb XOTS Obl OA4UH NOAUMHEHHbIN
emy dursmyeckuii uHTepdenc. B ganbHelemM Bbl MOXeTe 3a4aBaTb NOAUMHEHHbIE dU3NYeckme
nHTepdelicbl ¢ nomoLbto KoMaHabl inet ifconfig bonding add (Ha cTp. 78).

e [lpwv gobaBneHnn arpermpoBaHHOro nHTepdeica, a Takke BrNOoCAeACTBMN C MOMOLLLbIO KOMaHAb! inet
ifconfig bonding add (Ha cTp. 78), MOXHO 3aAaTb 40 TPEX NOAUYNHEHHBIX eMYy GU3NUYECKUX
NHTepdelicos.
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e PexXxuM broadcast TpebyeT cneunanbHOW HaCTPOMKM ceTeBOro 060pyAoBaHuMA, NpeAoTBpaLLatoLLLei
AaNbHENLYo nepegayy Mo CeT HeCKOJIbKUX KOMWIA NakeToB AaHHbIX.

e [lns paboTbl arpernpoBaHHoOro nHTepderica B pexnme balance-t1lb HEOBXOAUMO, YTOObI BCE
NoJuUMHEHHbIE dU3MUeckme MHTEPDENChI BblIM MOAKIOYEHBI K CETV Yepe3 KOMMYTaTop.

¢ MakcumanbHoe konnyectso MHTepdernicos B ViPNet Coordinator HW (Bkitouas dumsnyeckme,
arpernpoBaHHble, BUupTyanbHble, VLAN n localhost) He moxeT npeBbiwaTth 128.

[Mprmep ncnonb3osaHuA

Y106bl 4O6aBUTL arperMpoBaHHbI MHTEPdENC bond1, paboTatowmii B pexXnume balance-rr, C
NoAUYMHEHHBIMU dUu3nveckmmm nHTepdencamm ethO u eth1, nocnesoBatesibHO BbINOAHUTE CleaytoLLne
KOMaHZbl:

hostname# inet ifconfig eth0 class slave

eth0 set to slave class.

hostname# inet ifconfig ethl class slave

ethl set to slave class.

hostname# inet bonding add 1 mode balance-rr slaves ethO ethl

hostname#

inet bonding delete

KomaHga ncnonb3yeTcs 415 yaaneHns arpervpoBaHHOro nHtepdenica.

CuHTaKcuc

inet bonding delete <HOMep>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<HOMep> — HOMEP YAANAEMOro arpermpoBaHHOro nHTepdeica.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e lIMeHa arpernpoBaHHbIX UHTEPHENCOB MMET BUA bond<zomep>.
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e Ecau Bbl XOTWTE YANUTb arperMpoBaHHbIi MHTepdelic knacca trunk (cM. «inet ifconfig class» Ha
CTp. 84), NpesBapuUTeNbHO YaannTe BCe COOTBETCTBYIOLLME eMY BUPTYyabHble MHTepdENChI C
nomoLbto komaHabl inet ifconfig vian delete (Ha cTp. 92).

[Mprmep ncnonb3oBaHuA
hostname# inet bonding delete 1

hostname#

inet clear mac-address-table

KomaHga ncnonbsyetcsa ana ounctkn ARP-tabanubl (tabanubl npeobpaszosaHus IP-agpecos B8 MAC-
agpeca).

CuHTaKkcmc
inet clear mac-address-table

ﬂapaMeTpulAKnmquuecnosa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname# inet clear mac-address-table
This command clears MAC address table.
Do you really wish to execute this command? [Yes,No]: Yes

hostname#

inet dhcp client route-default-metric

KomaHaa ncnonb3yeTca Ana M3MeHeHWa 3HaYeHNA METPUKM MO YMOAYaHWIO (CM. rnoccapwid, cTp. 243) ana
MapLupyToB, noctynatowmx ot DHCP-cepBepa. 31a MeTpuka b6yaeT npucBansaTtbca MapLupytam DHCP-
cepBepa, ec/Iv ANA CETeBOro MHTepdeinca, Ha KOTOPbIA OHU MOCTYNWAW, He 3ajaHa cneupunyHas
MeTpuKa.
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MpumeuaHue. NepBoHaYanbHO MeTpUKa MO yMoaYaHuio pasHa 70.

CunHTakcnc
inet dhcp client route-default-metric <1-255>
ﬂapalvleprl M Knro4eBble C/10Ba

<1—255> — HOBOE€ 3Ha4YeHne METPUKN NO YMOJYAHUIO.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepnpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname# inet dhcp client route-default-metric 60

hostname#

inet dhcp client route-distance

KomaHga ncnonbsyetcs Ansa 3afaHus agMUHNUCTPATUBHOW AUCTaHLUK (CM. rnoccapuia, cTp. 241)
MapupyTam, noctynarowmm ot DHCP-cepsepa (¢ ncnonb3osaHnem DHCP-npoTtokona).

CuHTaKcuc

inet dhcp client route-distance <1-255> [default-route <1-255>]

MapameTpbl 1 KAKOYEBbIe C10Ba
<1-255> — 3HayeHve obLuel agMUHUCTPATMBHOW AWNCTaHLMKN ans Bcex MaplupytoB DHCP-cepsepa.

default-route <1-255>— 3HayeHWE agMUHUCTPATMBHOMW ANCTAHLMW ANS MapPLUPYTOB MO YMONUYAHUIO
(cM. rnoccapwid, cTp. 243).

3HayeHua No YMOAYaHUIO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

3HaueHne aAMUHUCTPATUBHON ANCTAHLMM AN MapLUPYTOB MO YMOAYaHMIO MOXHO 3a/aTh TONbKO BMecTe
C aAMVHUCTPATUBHOW AnCTaHLMel ans Bcero npotokona DHCP.

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname# inet dhcp client route-distance 80 default-route 60
Set distance to 80, default distance to 60

hostname#

inet dhcp server add wins

KomaHga ncnonb3yetcs ans gobasnenus agpeca WINS-cepsepa (cM. rnoccapuii, ctp. 241) B cnvcok
agpecos, nepegasaembix DHCP-cepBepom CBOMM KaMEHTaM.

CuHTakcnc
inet dhcp server add wins <IP-ampec>
ﬂapameTpuL4Knmquuecnosa

<IP-ampec>— IP-agpec WINS-cepBepa.

3HaYeHNA NO YMONYAHUIO

Mo ymonuanuto cnvcok agpecoB WINS-cepepoB cogepxuT agpec 172.16.1.1.

PeXrMbl KOMaHAHOrO MHTepnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

MNepeg, BbINOAHEHNEM KOMaHAbl HEO6X0AMMO 3aBepLunTb paboty DHCP-cepsepa (cMm. «inet dhcp server
stop» Ha cTp. 64).

MNpuMep ncnonb3oBaHMA

Ytobbl B cnncok nepegaBaembix agpecoB WINS-cepeepoB gobasute agpec 192.168.10.1, BbinoaHuTe
KOMaHAy:

hostname# inet dhcp server add wins 192.168.10.1
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inet dhcp server delete wins

KomaHga ncnonbsyetca ansa yaaneHunsa agpeca WINS-cepsepa 13 cnucka agpecos, nepegaaemMbix DHCP-
CepBepoOM CBOUM KJIMEHTaM.

CuHTakcuc

inet dhcp server delete wins <IP-ampec>

I'Iapalvleprl M K1ro4eBble C/10Ba

<IP-ampec>— IP-agpec WINS-cepBepa.

3HayeHuns no YMOAYaHNKO

Mo ymonuanuto cnmcok agpecoB WINS-cepepoB cogepuT agpec 172.16.1.1.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mepeg BbINOAHEHNEM KOMaHAbl He06Xx0AMMO 3aBepLunTb paboty DHCP-cepsepa (cMm. «inet dhcp server
stop» Ha cTp. 64).

[Mpumep ncnonb3oBaHuA

Y1066l 13 cnvcka nepesaBaemMbix agpecoB WINS-cepepoB yaannte agpec 172.16.1.1, BbinoaHuTe
KOMaHZay:

hostname# inet dhcp server delete wins 172.16.1.1

inet dhcp server interface

KomaHga ncnonb3yetcs ans 3agaHusa pabouero nHtepdeinica DHCP-cepsepa (cM. rnoccapui, ctp. 240).

CuHTaKkcuc

inet dhcp server interface <muHTepderic>

MapameTpbl 1 KNtOUYEBble C0OBa

<uuTepdeiic> — UMA MHTepdenca.

3HaueHuns no YMOAYaHNKO

Mo ymonuaHuto B kavectBe pabouero nHtepdenca ncnonbsyetcsa ethO.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU UCNONb30BaHUA

e [lepes BbiNoJHEHNEM KOMaHAbl HeobxoaMMo 3aBeplumnTb paboTy DHCP-cepsepa (cMm. «inet dhcp
server stop» Ha cTp. 64).

e [lpw BBOAE MHTepdenca paboTatoT aBTO3aMnoIHEHWE M NOACKa3Ka, AaHHble AN NoACKa3km bepyTcs
U3 crnvcka nHTepdEicoB B cucTeme.

e B kauecTBe pabouyero MoxHo ykasatb Ethernet-, Wi-Fi-, VLAN-uHTepdelic nnm arpernpoBaHHbIi
nHTepdec.

e Pabounin nutepderic DHCP-cepBepa fonkeH MMeTb CTaTUUECKM agpec.

e Agpec pabouero nHtepdeinica DHCP-cepBepa He AOKEH NPUHAA/IeXaTb AMana3oHy BblaeasieMbIX
ajpecos, 3aflaHHOMY KOMaHZOM inet dhcp range (cM. «inet dhcp server range» Ha cTp. 62).

MNpumep ncnonb3oBaHMA

YTobbl 3aaaTk nHTepdeiic eth1 B kauectBe pabouero ans DHCP-cepBepa, BbINOAHUTE KOMaHAY:

hostname# inet dhcp server interface ethl

inet dhcp server lease

KomaHga ncnonb3yetca Ans 3ajaHusa BpeMeHn apeHabl (ansumHra) IP-agpecos, Bbigensembix DHCP-
CcepBepoOM CBOUM KJIMEHTaM.

CuHTaKcuc

inet dhcp server lease <Bpewms>

MapameTpbl 1 KNtOYEBble CN0OBa

<Bpewmsa> — BpeMA apeHAbl B CEKYyHAaX.

3HaYeHNA NO YMONYAHUIO

Mo ymonuanuto Bpems apeHabl 864000 cekyHA.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Mepea BbINOAHEHWEM KOMaHZAbl HeobxoanMO 3aBepLumnTb paboty DHCP-cepBepa (cm. «inet dhcp server
stop» Ha cTp. 64).

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOMaHAHOMY uHTepnpeTatopy | 60



MNpumep ncrnosib3oBaHUs

YT0b6bI yCTaHOBUTL BpeMsA apeHabl 5 JHel, BbINONHUTE KOMaHAY:

hostname# inet dhcp server lease 432000

inet dhcp server mode

KoMaHza ncnonb3yeTcs Ans BKAKUEHWs WK BbIKIHOYeHWs aBToMaTudeckoro 3anycka DHCP-cepeepa
npw 3arpy3ske ViPNet Coordinator HW.

CuHTakcuc

inet dhcp server mode {on | off}

MapameTpbl 1 KNtOYEBbIe CN0OBa
® on — BKJIKOYEHNE aBTOMATNYECKOIO 3anyckKa.

e off — BbIKNHOYEHVE aBTOMATUYECKOrO 3anycka.

3HaYeHNA NO YMONYAHUIO

Mo ymonuaHuto aBTomaTmnyeckmin 3anyck DHCP-cepBepa BbikitoueH (of £).

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lo KOMaHZe M3MEHSAETCA TObKO HacTpoMKa aBToMaTMyeckoro 3anycka DHCP-cepBepa, ero
TeKylliee COCTOAHME He M3MEHAETCA.

e HeBO3MOXHO BK/IOUNTL aBTOMAaTUUECKMIA 3aMyCK B CeAYHOLLMX CyYasnX:
o BkntoueH aBTOMaTUUeckmnin 3anyck cny>k6el DHCP-relay.

o Tekywme HacTpoliku DHCP-cepBepa HeKOPPEKTHbI.

I'IpMMep MCNOJIb30BaHUA

Yto6bl BKIHOUMTL aBTOMaTU4Yeckuii 3anyck DHCP-cepBepa, BbIMOAHUTE KOMaHAY:
hostname# inet dhcp server mode on

DHCP server enabled and will be started on next reboot.

You need to start the NTP server manually or reboot to start it.

hostname#
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inet dhcp server range

KomaHga vcnonb3yetca aAns 3ajaHus guanasoHa IP-agpecos, Beigensembix DHCP-cepBepom cBoVM
KJAMEHTaM.

CuHTakcuc

inet dhcp server range <Hadajio OmanasoHa> <KOHEL OuanasoHa>

I'IapaMeprl M Knro4deBble C/N10Ba
e <nauajyo mmanaszoHa> — HaudasbHbIN IP-agpec agnanasoHa.

e <xomeln mmanasona>— KOHeYHbIW IP-agpec gnanasoHa.

3HayeHunsa no yMOfll'laHl/lFO
e <nauasyio mmanaszona> — 172.16.1.2.

e <xoHeln mmamnaszona> — 172.16.1.254.

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbiNOHEHWEM KOMaHAbl Heobxoaumo 3aBepwinTb paboty DHCP-cepBepa (cm. «inet dhcp
server stop» Ha cTp. 64).

. KoHeuHbI agpec gnanasoHa AO/IXKEH ObITb HE MEHbLLIE HaYabHOTO.

e B nokanbHOWM ceTn, MapLpyTn3npyemon B ceTb VIHTEpHET, pekoMeHayeTCs, YTOObI AnanasoH
BblAENSAeMbIX ajpecoB 6bin U3 Uncaa JONyCTUMBIX Ana YacTHbIx ceTerd: 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16.

[Mpumep ncnonb3oBaHUA

Y1066l DHCP-cepBep BblaensN CBOMM KAMEHTaM agpeca u3 gmanasoHa 192.168.10.2-192.168.10.254,
BbIMOJHUTE KOMaHAy:

hostname# inet dhcp server range 192.168.10.2 192.168.10.254

inet dhcp server router

KomaHp,a NCNoJib3yeTca ANnA 3ajaHna ajpeca Wia3a no ymoa4aHuio, nepejaBaemMoro DHCP-cepBepOM
CBOUM KNNEHTaM.

CuHTaKkcuc

inet dhcp server router <ampec>
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MapameTpbl 1 KAKOYEBble C/10Ba

<anpec> — IP-agpec wto3a no yMonuaHuto.

3HayeHnsA NO YMONYAHUIO

<ampec>— 172.16.1.1.

PeXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMuUHMNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Mepes BbINONHEHWEM KOMaHAbl HEOBxoaMMO 3aBepLlunTb paboty DHCP-cepBepa (cM. «inet dhcp server
stop» Ha cTp. 64).

[Mpumep ncnonb3oBaHuA

Y1066l DHCP-cepBep nepegaBan CBOMM KAMEHTaM agpec LWako3a no ymondaHuo 192.168.10.1,
BbIMNOJHUTE KOMaHAy:

hostname# inet dhcp server router 192.168.10.1

inet dhcp server start

KomaHga ncnonbsyetca ana 3anycka DHCP-cepsepa.

CuHTaKkcuc

inet dhcp server start

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Heso3moxxHo 3anyctute DHCP-cepBep B cregytolmnx cayyasx:
e 3anyuweHa cnyx6a DHCP-relay.

e Tekywwe HacTpoiikn DHCP-cepBepa HEKOPPEKTHBI.
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MNpumep ncnosib3oBaHUs
hostname# inet dhcp server start

hostname#

inet dhcp server stop

KomaHga ncnonb3yetcs ans 3aBeplueHuns pabotel DHCP-cepsepa.

CuHTakcuc

inet dhcp server stop

MapameTpbl 1 KNtOYEBbIe CN0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname# inet dhcp server stop
stopped /usr/sbin/udhcpd (pid 5831)

hostname#

inet dhcp relay add listen-interface

KomaHaa ncnonbsyetcs ana gobasneHmns nHtepderica B CNUCOK MHTEPHENCOB, MPUHUMAIOLLMX 3anpOoChl
oT DHCP-knneHTOB A1 MX NOCAeAytOLWen peTpaHCcaaLmm Ha BHewHu DHCP-cepsep.

CuHTaKcuc

inet dhcp relay add listen-interface <muuTepbderc>

MapameTpbl 1 KNtOYEBbIe COBa

<unTepdeiic> — UMsA UHTepdeica.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU UCNONb30BaHMA

e [lepes BbINOJHEHNEM KOMaHAbl HEOHXOAMMO 3aBepLUNTb paboTy cy>kbbl DHCP-relay (cm. «inet
dhcp relay stop» Ha cTp. 69).

e [lpu BBOAE MHTepdenca paboTatoT aBTO3amnoHEHNE 1 NoAcKaska. [laHHble 418 Nnojackasku bepyTcs
U3 Cnncka nHTepdencoB, KOTOPbIE NMEDTCSA B CUCTEME, HO OTCYTCTBYHOT B CMIMCKE MPUHMMAIOLLMX
DHCP-3anpocbl.

o [lobaBnsemMbli MHTEPDENC JONKEH UMETL CTaTUUECKMI agpec.

MNpumep ncnonb3oBaHMA

YTtobbl f06aBUTL UHTepdeiic eth0 B cnncok nHTepdercos, NpuHMMatoLwmx 3anpockl o1 DHCP-kaneHTOB,
BbINOJIHUTE KOMaHZYy:

hostname# inet dhcp relay add listen-interface ethO

inet dhcp relay delete listen-interface

KomaHga vcnonblyetcs ans yaaneHus nHtepdenca ns cnmcka MHTephencos, NpUHMMaroLLMX 3anpockl OT
DHCP-knneHTtoB.

CuHTaKcuc

inet dhcp relay delete listen-interface <uHTepderic>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<muTepderic> — UMSA MHTEpOENiCa.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOAHEHWEM KOMaHAblI HeobxoaMMO 3aBepLnTb paboTy cnyxbbl DHCP-relay (cM. «inet
dhcp relay stop» Ha cTp. 69).
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o [lpwv BBOAE MHTEepdENCca paboTatoT aBTO3anoAHeHME 1 Nogckaska. JJaHHble Ans nogckaskv 6epyTcs
13 TeKyLLLero cnucka nHtTepdeiricos, npuHumatowmx DHCP-3anpocsl.
Mpumep ncnonb3oBaHMA

Ytobbl yaannte nHtepderic ethO n3 cnvcka nHTepdencos, npuHMMatroLwmx 3anpockl or DHCP-kaneHTOB,
BbIMOJIHUTE KOMaHAY:

hostname# inet dhcp relay delete listen-interface ethO

inet dhcp relay external-interface

KomaHaa ncnonbsyeTcs Ana ycTaHoBKM NapaMeTpoB ¢BA3n cnyx6sl DHCP-relay ¢ BHewHM DHCP-
cepBepom.

CuHTaKkcuc

inet dhcp relay external-interface <uurepderc> server {<ampec> | <DNS-mmsa>}

[MapameTpbl 1 KJHOYEBble CI0Ba
e <ynurepdeitc> — UMS UHTepOENCa, CO CTOPOHbI KOTOPOTO HaxoAnUTca BHelwHWin DHCP-cepBep.
e <ampec>— IP-agpec BHewHero DHCP-cepsepa.

e <DNS-wms> — DNS-uma BHewHero DHCP-cepBepa.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOAHEHWEM KOMaHAblI Heob6xoAMMO 3aBepLwnTb paboTy cnyxbbl DHCP-relay (cMm. «inet
dhcp relay stop» Ha cTp. 69).

e [lpwv BBOAE NHTEpdelica paboTatoT aBTO3anoAHeHNe 1 Noackaska. [JaHHble Ans nogckasku bepytca
U3 CnNncka nHTepdencoB, KOTOPbIE UMEIDTCA B CUCTEME, HO OTCYTCTBYHOT B CMIMCKE MPUHMMAIOLLMX
DHCP-3anpocbl.

e YKasaHHbI B KOMaHAe NHTepdElC A0MKEH MMETb CTaTUYeCcknii agpec.

[Mpumep ncnonb3oBaHUA

Y106kl ncnonb3osatb nHTEpdelic eth1 ana casm ¢ BHewHuM DHCP-cepBepom, nmetowmm agpec
172.16.1.1, BbINOAHWUTE KOMaHAy:

hostname# inet dhcp relay external-interface ethl server 172.16.1.1
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inet dhcp relay mode

KomaHga vcnonb3yetcs Aa BKAKOUEHUA AW BbIKJIHOUYEHWUA aBTOMaTUYeCKOro 3anycka ciy»6bl DHCP-
relay npw 3arpy3ke ViPNet Coordinator HW.

CuHTakcuc

inet dhcp relay mode {on | off}

I'IapaMeprl M K1ro4eBble C/10Ba
® on — BKJKOYEHWNE aBTOMATMYECKOro 3anycka.

e off — BblKNHOYEHNE aBTOMATNYECKOro 3anycka.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto aBTomMaTMueckmnin 3anyck cay>xobl DHCP-relay BbikitoueH (of £).

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

e [lo KOMaHZe M3MEeHAETCA TOIbKO HACTPOKKa aBToMaTM4eckoro 3anycka cny>x6sl DHCP-relay, ee
TeKylliee COCTOAHNE He N3MEHAETCH.

e HeBO3MOXHO BK/IOUNTb aBTOMATUUECKUI 3aMyCK B CEAYHOLLMX CyYanX:
o BkntoueH aBTomaTUueckmnin 3anyck DHCP-cepsepa.

o He 3agaHbl kakme-nmb60 HacTpoiiku ciyxbel DHCP-relay.

Mpumep ncnonb3oBaHMA

YT0obbI BKIOUNTL aBTOMaTMUECKUIA 3anyck cny>x6bl DHCP-relay, BeINnOAHWUTE KOMaHAY:

hostname# inet dhcp relay mode on

inet dhcp relay reset

KomaHpga 3aBepluaet paboty cayxx6bl DHCP-relay, cbpacbiBaeT Bce ee HAaCTPOMKM 1 BbIKIOYaET
aBTOMaTM4ecknin 3anyck cay>xbbl npu 3arpyske ViPNet Coordinator HW.

CuHTaKcuc

inet dhcp relay reset
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MapameTpbl 1 KAKOYEBble C/10Ba

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

KomaHga vcnonb3yetcs B cyyae, ecaun Tpebyetcs cbpocuTb HacTpolikm cayx6el DHCP-relay ans
nocneayroLLEero 3aaHna HOBbIX MapaMeTpoB.

[Mpumep ncnonb3oBaHuA

hostname# inet dhcp relay reset

The factory default settings of DHCP-relay will be restored. Continue? [Yes,No]: Yes
DHCP relay settings successfully restored to factory defaults.

hostname#

inet dhcp relay start

KomaHga ncnonb3yetcsa ana 3anycka cnyxo6sl DHCP-relay.

CuHTaKcuc

inet dhcp relay start

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

HeBo3MoxHO 3anyctutb cnyxby DHCP-relay B cneaytowmx caydasx:

e 3anyweH DHCP-cepsep.
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e He 3agaHbl kakne-1mbo HacTpoikm cny>x6el DHCP-relay.

Mpumep ncnonb3oBaHMA

hostname# inet dhcp relay start

inet dhcp relay stop

KomaHga ncnonb3yetcs ana 3aBeplueHms pabotbl cnyxxbel DHCP-relay.

CuHTakcuc

inet dhcp relay stop

I'Iapalvleprl M Knro4eBble C/10Ba

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepnpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname# inet dhcp relay stop

inet dns clients add

KomaHga ncnonbsyetcs ana jobaBneHns 3alaHHOro agpeca niam NoACeTM B CNUCOK KaneHToB DNS-
cepBepa (cm. rnoccapuia, cTp. 240), passepHyToro Ha ViPNet Coordinator HW.

CuHTaKkcuc

inet dns clients add {<ampec>[/<mnuHa MmMacku>] | any}

MapameTpbl 1 KAKOYEBble C10Ba
e <ampec>— |IP-agpec oT4eNbHOrO y3/1a UAN MOACETH.

e <miumHa Mackm> — AJINHa MaCK1 noaceTn.
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e any— Jitobble y3nbl.

3HayeHnsA NO YMONYAHUIO

Mo ymonuaHuto cnucok knneHtoB DNS-cepBepa cogep>xuT karoueBoe CI0BO any.

PeXXrMbl KOMaHAHOroO MHTeprnpeTaTopa

ApMuUHMNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3osaHuA

Y106kl B cnncok kameHToB DNS-cepBepa gobaButhb y3nbl 13 noacetn 192.168.10.0/16, BoinoaHuTe
KOMaHay:

hostname# inet dns clients add 192.168.10.0/16

inet dns clients delete

KomaHga vcnonb3yeTcs Ans yaaneHus 3alaHHOro agpeca uiam NoAceTy U3 cnvcka kaneHtos DNS-
cepBepa (cm. rnoccapuia, ctp. 240), paszsepHyToro Ha ViPNet Coordinator HW.

CuHTakcuc

inet dns clients delete {<ampec>[/<pmmuHa macku>] | any}

MNapameTpbl 1 KNtOUYEeBble CNOBa
e <agpec>— IP-agpec oTaenbHOro y3na uan nogcetu.
o <mmHa Macku> — AJMHA MAcKW NoACEeTH.

e any — /it0bble y3/bl.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIO NHTepnpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Mpwn BBOAE agpeca paboTatoT aBTO3anoIHEHME 1 NOACKa3Ka, JaHHble AfA NoAcKasku bepyTcs u3
TekyLero cnmcka knmeHtoB DNS-cepeepa.
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MNpumep ncrnosib3oBaHUs

Yrtobbl 13 cnncka kaneHToB DNS-cepBepa yaanvTb KaKOUYEBOE CI0BO any, MO YMOJAYAHUIO
MPVCYTCTBYIOLLEE B CMMCKE, BbIMOJHUTE KOMaHAY:

hostname# inet dns clients delete any

inet dns clients list

KomaHga npeaHasHaueHa 414 NnpocMmoTpa Tekylero cnvcka DNS-kn1MeHTOB, KOTOpbIM pa3peLleHa
nepegava 3anpocos DNS-cepsepy.

CuHTakcuc

inet dns clients list

MapameTpbl 1 KNtOUYEBbIe CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO NHTEpnpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpumep ncnonb3oBaHMA

B nprMepe Huxe CMMCOK COAEPXKNT TONbKO K/HOUEBOE CI0BO any (1H06bI€ Y3/ibl), MO YMOAYAHUIO
NpUCYTCTBYOLLLEE B CMIMCKE:

hostname> inet dns clients list
Allow DNS requests from the following client(s):
any

hostname>

inet dns forwarders add

KomaHaa ncnonbsyetca ana sobasneHns cepeepa C 3afaHHbIM agpecoM B cnincok DNS-cepsepoB
(forwarder), koTopble nepesaroT 3anpocbl DNS-cepBepy BHelLHel ceTu.
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CuvHTaKkcuc

inet dns forwarders add <azmpec>

MapameTpbl 1 KNtOYEBbIE COBa

<ampec> — IP-agpec cepBepa.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

Y106kl B cnncok DNS-cepBepoB nepecbinkn fob6aeuts cepaep ¢ agpecom 10.0.2.3, BbINOAHWTE KOMaHAY:

hostname# inet dns forwarders add 10.0.2.3

inet dns forwarders delete

KomaHza vcnonb3yeTcs Ans yAaneHus cepBepa € 3afaHHbIM agpecoM u3 cnvcka DNS-cepeepoB
(forwarder), koTopble nepesaroT 3anpocbl DNS-cepBepy BHelLHel ceTu.

CuHTakcuc

inet dns forwarders delete <ampec>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<anmpec> — IP-agpec yagansemoro cepsepa.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Mpwv BBOAE aapeca paboTatoT aBTO3aMnoHeHMe N NOACKa3Ka, AaHHble AN Noackasku bepyTca ns
Tekywero cnucka DNS-cepBepoB nepecbiaku.

ViPNet Coordinator HW 4. CnpaBo4HOe pyKOBOACTBO MO KOMaHAHOMY UHTepnpeTatopy | 72



MNpumep ncrnosib3oBaHUs

Yto6bl 13 cnvcka DNS-cepBepoB nepecbinkn yaanuts cepsep ¢ agpecom 10.0.2.3, BbINOAHUTE KOMaHAY:

hostname# inet dns forwarders delete 10.0.2.3

inet dns forwarders list

KomaHga npegHa3HaueHa Ans npocMoTpa Tekyllero cnvcka DNS-cepBepoBs nepecsiikm (forwarder).

CuHTakcuc

inet dns forwarders list

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaTtopa
e [lonb3oBaTesnsb.

e AamuHucTpaTop.

OCo6eHHOCTM NCNOAb30BaHWS
Ecnun agpeca DNS-cepBepoB nepechlsikin He 3aZaHbl (CMMCOK NYCTOM), TO BbIBOAMTCS MHPOPMaLMS O TOM,

YTO MCMONb3YyroTCA KOpHeBble DNS-cepsepbl.

Mpumep ncnonb3oBaHMA

hostname> inet dns forwarders list
Forward DNS requests to servers:
10.0.2.3

hostname>

inet dns mode

KomaHaa ncnonbsyeTcs ANa BKAKOUYEHNA WM BbIKIHOYEHMA aBToMaTnyeckoro 3anycka DNS-cepeepa npu
3arpy3ke ViPNet Coordinator HW.

CuHTaKkcuc

inet dns mode {on | off}
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MapameTpbl 1 KAKOYEBble C/10Ba
° on — BKJ/IOYEHME aBTOMaTU4YeCKOro 3anycka.

e off — BbIKNHOYEHVE aBTOMATUYECKOTrO 3anycka.

3HaueHunsa no YMOAYaHNIO

3azaeTcs nNpu yCTaHOBKe CMPaBOYHUKOB W KjtoUel (CM. rnoccapui, cTp. 245).

PeXxnmMbl KOMaHAHOro nHTepnpeTaTopa
AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lo KOMaHZe M3MEeHAETCA TOIbKO HACTpoMKa aBToMaTnyeckoro 3anycka DNS-cepBepa, ero Tekyluee
COCTOSIHVE He M3MeHAeTCH.

e HeBO3MOXHO BK/IOUMTb aBTOMaTU4eCkmii 3anyck, ecam DNS-cepBep He 3anyLueH.

e HeBO3MOXHO BbIK/IHOUNTL aBTOMaTUUeCKniA 3anyck, ecnn DNS-cepBep 3anyLeH.

Mpumep ncnonb3oBaHMA

YT06bI BEIKNHOUNTE aBTOMaTUYecknii 3anyck DNS-cepBepa, BbINOAHUTE KOMaHAY:

hostname# inet dns mode off

inet dns start

KomaHga ncnonb3yetca gna 3anycka DNS-cepsepa.

CuHTakcuc

inet dns start

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIO NHTepnpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU UCMONb30BaHMA

Her.
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MNpumep ncrnosib3oBaHUs

hostname# inet dns start
Starting domain name service...: bind9.

hostname#

inet dns stop

KomaHga ncnonb3yetcs ansa 3aBeplueHms pabotsl DNS-cepsepa.

CuHTakcuc

inet dns stop

ﬂapaMeTpuLAKnmquuecnosa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname# inet dns stop
Stopping domain name service...: bind9 waiting for pid 2902 to die

hostname#

inet ifconfig address

KomaHga vcnonb3yeTcs Ans yCcTaHOBKM NapaMeTpoB 3aZlaHHOro nHTepderica (CM. rnoccapuid, cTp. 245).

CurHTakcuc

inet ifconfig <uHTepdelic> address <IP-ampec> netmask <macka>

MapameTpbl 1 KNHOYEBbIE CIOBa
e <ymrepdeitc> — UMS UHTepOENica.

e <IP-ampec>— IP-agpec.

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOMaHAHOMY UHTepnpeTatopy | 75



® <macka> — MacCKa noaceTwu.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXvMbl KOMaHAHOroO MHTepnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

e [lpun BBOAE MHTepdelica paboTatoT aBTO3anoNHEHNe 1 NOACKa3Ka, AaHHble A5 Nogckaskn bepyTcs
13 cnncka nHTepdelicos B cucteme.

e YKazaHHbIN nHTepdENC JONKEH OTHOCUTLCA K KNnaccy access (cM. «inet ifconfig class» Ha cTp. 84).

e Ecan ykazaHHbIV MHTEpdeic aBaseTcsa paboumm ans DHCP-cepBepa, TO nepes N3MeHeHWeM ero
napameTpoB TpebyeTcs 3aBeplumnTb paboty DHCP-cepsepa (cMm. «inet dhcp server stop» Ha cTp. 64).

e [lpun n3MeHeHUN NapaMeTPOB yKazaHHOTO MHTepdelica 13 TabauLbl MapLpyTM3aLnm (Cum.
rnoccapui, ctp. 245) aBToMaTMyeckn yAanstoTcs BCce MapLIpyThl, CB3aHHbIE C 3TUM UHTEpdencom
— MapLpyT MO YMOJUYaHMIO U CTaTUYeCcKEe MapLUPYTI.

e Ecan paHee Ha ykazaHHOM mHTepdeiice Hbin ycTaHoBAeH pexxnum DHCP, To nocne yctaHOBKM
napameTpoB byaeT notepsHa MHPopmaumsa o DNS- n NTP-cepsepax, nonyueHHas ot DHCP-
cepsepa.

e He pekomeHAayeTCA B KayecTBe Macku NOACETM UCMOAb30BaTh Mackn 255.255.255.254 n
255.255.255.255.
[Mpumep ncnonb3oBaHUA

Y106kl Ha HTepdelice eth1 yctaHoBuUTh IP-agpec 192.168.10.1 n macky nogcetn 255.255.255.0,
BbINONHUTE KOMaHAy:

hostname# inet ifconfig ethl address 192.168.10.1 netmask 255.255.255.0

inet ifconfig address add

KomaHga vcnonbsyetcs ans jobaeneHuns gonoaHutensHoro IP-agpeca Ha 3agaHHbIN HTepbENiC.

CuHTaKkcuc

inet ifconfig <uHTepdelic> address add <IP-ampec> netmask <macka>

MapameTpbl 1 KAKOYEBbIe C10Ba
e <ynurepdeitc> — UMA UHTepdelica.
e <IP-ampec>— IP-agpec.

® <Jmacka> — MacCKa NnoAceTwu.
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3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpw BBOAE MHTepdenca paboTatoT aBTO3aMnoIHEHWE M NOACKa3Ka, AaHHble AN NoACKa3km bepyTcs
U3 crnvcka nHTepdEeicoB B cucTeMe.

e YKasaHHbI nHTepdENC JONKeEH BbITb BKAKOUEH M OTHOCUTBLCS K KNaccy access (cM. «inet ifconfig
class» Ha cTp. 84).

e Henb3s fobaBuThb IP-agpec, ecan Ha ykazaHHOM MHTepdelice ycTaHoBAeH pexiunm DHCP.

e [lo KoMaHge co3gaeTca BMpTyaanbIIZ I/IHTepq)eI\/'IC C UMEHEM <uHTepdeiic>:HOMeD, € HOMep —
ouepesHon cBoHOAHbIN HOMEpP (HyMepaLma AONONAHUTENbHbIX aApecoB HaunHaetcs ¢ 0). Ha
CO34,aHHOM BMPTYyalbHOM MHTepdelice 3a4atoTca ykasaHHble IP-agpec n macka.

[Mpumep ncnonb3oBaHuA

Y106kl Ha HTepdelice eth1 yctaHOBUTL gonoaHUTeNbHbIN IP-agpec 192.168.10.2 ¢ Mackol noaceTu
255.255.255.0, BbINOIHWTE KOMaHAY:

hostname# inet ifconfig ethl address add 192.168.10.2 netmask 255.255.255.0
Alias ethl:0 has been created.

hostname#

B pe3ynbTaTe NOABUTCA HOBbIN BUPTYyabHbIN UHTEpdelic ¢ uMeHeM eth1:0, agpecom 192.168.10.2 1
mMackol nogcetn 255.255.255.0.

inet ifconfig address delete

KomaHga MCnonb3yeTca Ana yaaneHna 4onoJHUTENBHOTO IP—ap,peca C 3agaHHOro MHTep¢e|7|ca.

CuHTaKcuc

inet ifconfig <mHTepoderic> address delete <IP-ampec> netmask <macka>

MapamMeTpbl 1 KJKOYEBbIE CIOBA
e <yurepdeitc> — UMA UHTepdelica.
e <IP-ampec>— IP-agpec.

® <Jmacka> — MacCKa NnoAceTwu.

3HayeHuA No YMOAYaHUIO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpw BBOAE MHTepdenca paboTatoT aBTO3aMNoNIHEHWE M NOACKa3Ka, JaHHble A/ NoAcka3km bepyTcs
U3 crnvcka nHTepdEeicoB B cucTeme.

e YKasaHHbI nHTEepdENC JOMKeEH BbITb BKAKOUEH M OTHOCUTBLCS K KNaccy access (cM. «inet ifconfig
class» Ha cTp. 84).

. Henb3s y4annTb AOI'IOJ'IHVITeJ'IbeII7I IP—ap,pec, €C/In Ha YKa3aHHOM I/IHTepC')eI;ICG YCTaHOBNEH pPexXnm
DHCP.

e Ecaun gononHuTenbHbIi IP-agpec ¢ ykasaHHbIMW NapaMeTpamu CyLwecTByeT, TO yaanaercs
COOTBETCTBYHOLLMI BUPTYaNbHbIN MHTEPDENC.

Mpumep ncnonb3oBaHMA

Ytobbl c MHTepdeiica eth1 yaanntb gononHutenbHolli IP-agpec 192.168.10.2 ¢ Macko noAcetu
255.255.255.0, BbINOAHUTE KOMaHAYy:

hostname# inet ifconfig ethl address delete 192.168.10.2 netmask 255.255.255.0

inet ifconfig bonding add

KomaHga vncnonb3yetcs ans gobasieHns NOgUNMHEHHOTO GU3NYeckoro nHTepdenca K yxxe nMeroLLemycs
arpernpoBaHHOMY.

CuHTaKcuc

inet ifconfig <arperupoBaHHEM MHTepderic> bonding add <nomumHeHHEV MHTepderc>

I'Iapalvleprl M Knro4eBble C/10Ba
® <arperupoBaHHHM MHTepdenc> — UMA arpernpoBaHHOro MHTep¢e|7|ca.

° <IOOUMHEHHB MHTepderc> — UMA NOJUYNHEHHOIO MHTepq>e|7|ca.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e 3agaBaeMmbllii NOAYMNHEHHbIN GU3NUECKNI HTEPDENC AOMKEH OTHOCUTLCS K Knaccy slave (CM. «inet
ifconfig class» Ha cTp. 84).
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e 3ajaBaeMmblil MOAUNHEHHBIA GU3NYECKUI NHTepdEeC He JOMKeH BbiTb MPUBA3AH HW K OJ4HOMY
arpermpoBaHHOMYy UHTepdeiicy.

e [lns kaxzaoro arperMpoBaHHOro nHTepdeinca MoXHo 406aBUTb He Hosiee Tpex MOAUNHEHHbIX
bursnyeckmx nHTepdelicos.

e MakcnmanbHoe konnuectso nHTepdeicos B ViPNet Coordinator HW (Bkatouas pusndeckue,
arpernpoBaHHble, BUupTyanbHble, VLAN n localhost) He moxeT npeBbiwaTtsh 128.

[Mprmep ncnonb3oBaHuA

YTo6bl AN1A arpernpoBaHHOro nHtepdenca bondl A06aBUTb GMU3nMUecKUi MHTEPDENC eth2, BbINOAHUTE
CneayroLLyro KOMaHay:

hostname# inet ifconfig bondl bonding add eth2

hostname#

inet ifconfig bonding ad-select

KomaHga vcnonb3yeTcs 415 3afaHus pexrMa Bbibopa akTBHOIO arperatopa Ha arpervMpoBaHHOM
nHTepdelice, pabotatowiem B pexume 802.3ad.

CuHTakcuc

inet ifconfig <mHTepderic> bonding ad-select <pexmm>

MapameTpbl 1 KAKOYEBbIE C10Ba
e <unrepdeiic> — MMSA arpermMpoBaHHOro nHTepdeica.

e <pexum> — PEXUM BbIOOpa akTMBHOrO arperatopa Ha arpervMpoBaHHOM MHTepdelice, paboTaroLLem
B pexkume 802.3ad. MoXHO 3asaTb CaeytoLLme 3HaYeHUs 3Toro napamerpa:

o stable — peXuM, NPy KOTOPOM MEPBOHAYabHO BbIGUPaeTcs arperatop ¢ HambobLuen
CYMMapHOU NPONYCKHON CNOCOBHOCTLIO MNOAUYMHEHHBIX PU3NUECKMX MHTEPENCOB, a B
JaNbHelLeM BbIGOp HOBOTO arperatopa BbIMOAHAETCA TOAbKO B Clyyae cbos Bcex
NOAYNHEHHbIX UHTEPENCOB TEKYLLEro arperatopa.

o bandwidth — pexuM, NPy KOTOPOM MepBOHaYabHO BbIBUpPaETCs arperatop ¢ HanbobLen
NPOMYCKHOM CMOCOBHOCTHHO MOAYMHEHHbIX PU3NUECKNX MHTEPPENCOB, a B Aa/ibHeLeM, Npu
fobaBneHUM, yaaneHum nam c6oe NoguUnMHeHHbIX GU3nMUecknx MHTepdencos, B arperatopax
NPOWU3BOAMNTCA NEPErpynnMpoBKa NOAYNHEHHBIX GU3NUYECKUX UHTEPDENCOB U BbIMOAHAETCS
BbIGOp HOBOrO arperatopa.

o count — PeEXMWM, MPU KOTOPOM MepBOHaYabHO BbIBMpPaETCs arperatop ¢ HanboAbLINM
KOJIMYECTBOM MOAYMHEHHbIX GUBNYECKUX MHTEPPEWCOB, a B AafbHENLLEM, MPU Jo6aBAeHMMN,
yAaneHUN nan cboe NogumMHeEHHbIX GU3nMYeckux MHTePhENCoB, B arperatopax npon3BOANTCS
neperpynnupoBKa NoAg4YMHEHHbIX GU3NYECKNX NHTEPENCOB M BbINOIHAETCA BbIOOP HOBOTO
arperaTopa.
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3HayeHVA No YMOAYaHUIO

Mo yMONUYaHWIO NCMONb3YETCs PEXNM stable.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3osaHuA

Yto6bl Ha arpervpoBaHHOM UHTepdelice bond1, paboTatowem B pexume 802.3ad, akTMBHbIV arperaTop
BbIGUPaNCs B COOTBETCTBMU C PEXMMOM count, BbIMOJHUTE KOMaHAY:

hostname# inet ifconfig bondl bonding ad-select count

inet ifconfig bonding delete

KomaHga vcnonbsyeTcs Ans yaaneHus NoA4YMHEHHOTO UHTepdeiica U3 arpermpoBaHHOro.

CuHTakcuc

inet ifconfig <arperupoBaHHHEM MHTepberic> bonding delete <momuMHEHHHM MHTepberc>

I'Iapalvleprl N K1ro4eBble CN10Ba
® <arpermpoOBaHHEM MHTepderc> — UMA arpermpoBaHHOro MHTep¢eﬁca.

® <MNOOuUMHEHHHM uHTepderc> — UMA NOJYNHEHHOIO MHTepq)ePlca.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHNA

Ecnn arpermpoBaHHOMY MHTepdency NoAYMHEH TOAbKO OAMH dusnveckmii nHTepdenc, To ero yaanmntb
Hesb3A.

MNpuMep ncnonb3oBaHMA

YT1o6bl yAannTb MOAUMHEHHBIN GU3nyecknin nHtepdelnic eth2 ns arpernposaHHoro nHtepdeiica bond1,
BbINONHUTE KOMaHAy:
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hostname# inet ifconfig bondl bonding delete eth2

hostname#

inet ifconfig bonding lacp-rate

KomaHza ncnonbsyeTcs Ans 3aZaHus 4acToTbl obMeHa naketTamu no npotokony LACP ans
arpernpoBaHHbIX MHTepdelicoB, paboTarowmx B pexunme 802.3ad.

CuHTakcuc

inet ifconfig <mHTepoderic> bonding lacp-rate <slow | fast>

[MapameTpbl 1 KJHOYEBbIe CI0Ba
* <unrepdetic> — UMA arpermpoBaHHOro nHTepdelica.
e slow— 0bmeH naketamu no npotokony LACP BbinoaHseTcs kaxable 30 cekyHa,

e fast — 0bMeH naketamum no nNpoTokosy LACP BbIMOAHAETCA KaXAyto CEKYHAY.

3HaYeHNA NO YMONYAHUIO

Mo ymonuaHuto obmeH naketamu no npotokony LACP BbinonHsaetcs kaxable 30 cekyHg, (s1low).

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

YTto6bl Ha arpernpoBaHHOM UHTepdelice bond1, paboTarowem B pexume 802.3ad o6bmMeH naketamu rno
npoTokony LACP BbINOAHANCA KaXAyH CEKYHAY, BbINMOJHUTE KOMaHAY:

hostname# inet ifconfig bondl bonding lacp-rate fast

inet ifconfig bonding miimon

KomaHp,a MCNoNb3yeTCa ANA 3aiaHnAa YaCTOTbl MPOBEPKN COEANHEHNA Ha MOAYNHEHHbIX q)I/I3I/IHeCKI/IX
NHTepdercax.

CuHTaKcuc

inet ifconfig <mHTepderic> bonding miimon <mHTepBa>
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MapameTpbl 1 KAKOYEBble C/10Ba
e <unrepderic> — UMA arpernpoBaHHOrO MHTepdeiica.

e <unTepsay> — BPEMSA B MUIINCEKYHAAX, Yepe3 KOTOPOE NPOM3BOAMTCA NPOBepKa COeAMHEHNA Ha
NOAYNHEHHbIX U3MUecKUx nHTepdencax.

3HayeHunsa no YMOAYaHNKO

Mo ymonuaHuto coeanHeHmne nposepaetca kaxable 100 munamcekyHg (0,1 cekyHabl).

PeXXunMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

[na napameTtpa <unrepran> MOXHO 3ajaBaTb 3HaueHMsa oT 1 g4o 1000 MuaamcekyHa.

[Mpumep ncnonb3oBaHuA

Y106bl Ha NOAUMNHEHHbIX MHTepdencax arpernpoBaHHoOro nHtepdelica bond1 coeanHeHre npoeepsnoch
kaxxgble 0,5 ceKyHZbl, BbINOJAHUTE KOMaHAY:

hostname# inet ifconfig bondl bonding miimon 500

inet ifconfig bonding primary

KomaHza ncnonb3yeTcs Ans HaCTPOMKM arpermpoBaHHbIX MHTEPdencoB, paboTatoLLyx B pexvmMe
balance-tlb WK active-backup (CM. «inet bonding add mode slaves» Ha cTp. 53). KomaHaa
NCNONb3YyeTCs ANS MPUHYANTENIBHOTO BbIBOPa OAHOTO U3 MOAUYMHEHHBIX GU3MUECKMX MHTEPGDENCOB B
KauecTBe OCHOBHOTO.

CuHTakcuc

inet ifconfig <arpermpoBaHHEM MHTepderc> bonding primary {<nomumMHeHHEN MHTepderic> |
none}

ﬂapameTpulAKnmquMecnosa
® <arpervpoBaHHLN MHTeerﬁc>——-MMﬂarperMpOBaHHON)MHTep¢eﬁca
® <[OINUMHEHHEM MHTepdeyc> — UMA NOJUHNHEHHOIO MHTep¢eﬁca

® none — OTMEHa NPUHYAUTENBHOTO BbIbOpa OCHOBHOIO MHTepdeNica.

3HayeHuA No YMOAYaHUIO

Mo yMOYaHUIO OCHOBHOW MHTepdenc BbIbMpaeTcsa B COOTBETCTBUM C BbIBpaHHbLIM PeXnMOM paboTbl
arpermpoBaHHOro KaHaja (none).
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

Yto6bl Ha arpernpoBaHHOM UHTepdeiice bond1, paboTatollemM B pexxmme active-backup,
NPUHYANTENBHO BbIOPaTh B KA4eCcTBE OCHOBHOIO MHTepdenca NogumMHeHHbIN nHTepdeinc eth,
BbIMOJ/IHUTE KOMaHAy:

hostname# inet ifconfig bondl bonding primary ethl

inet ifconfig bonding xmit-hash-policy

KomaHza ncnonb3yeTcs Ans HaCTPOWKM arpernpoBaHHbIX MHTepdencoB, paboTatoLLmX B pexxrmMe
balance-xor WK 802.3ad (cM. «inet bonding add mode slaves» Ha cTp. 53). KomaHaa 3agaeT anropmtm
BbIYNCAEHWA X3W-PYHKLMN, NCMOAb3YEMOW Npu BbIbOpe NogUNMHEHHOTO MHTepdeica, uepes KOTOPbIN
6yzeT OTNPaBAATLCA UCXOAALLMIA NaKeT.

CuHTakcuc

inet ifconfig <mHTepderic> bonding xmit-hash-policy <layer2 | layer2+3 | layer3+4>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA
e <unrepderic> — UMSA arpernpoBaHHOIO MHTepdelica.

. layer2 — aaropuTtM, Npuv KOTOPOM A1 XeWnpoBaHMA NCMOAb3YyHOTCA MAC—a/J,peca oTnpasuTena n
nojsiydatensa naketa.

e layer2+3 — aAropuTtM, Npu KOTOPOM ANf XelmnpoBaHma ncnonssyrotcas MAC-agpeca otnpasuTens
W nonyuyarens, a Takxe IP-agpeca otnpasutens n noayyatens (408 npotokonos IPv4 naum IPv6).

e layer3+4 — aAropuTM, NPU KOTOPOM ANA XeLMpoBaHUA Ncnoab3yrotca IP-agpeca otnpasutensa u
nosy4arens, a Takxe Homepa noptosB TCP v UDP (npu Hannumn).

3HaYeHNA NO YMONYAHUIO

Mo YMOAYAHUIO UCMONb3YETCA alfOPUTM layer?2.

PeXXvMbl KOMaHAHOrO MHTepnpeTaTopa

AfMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncnoab3oBaHMs

Ytobbl Ha arpernpoBaHHOM UHTepdelice bond1, paboTatoLlem B pexxmme balance-xor, NpuU BbibOpe
NOAYMHEHHOTO MHTepdElica, Yepe3 KOTOPbI ByAeT OTNPaBAATLCA UCXOAALLMIA NAKET, MCMONb30BaCs
aNropuUTM layer2+3, BbINOJHUTE KOMaHAY:

hostname# inet ifconfig bondl bonding xmit-hash-policy layer2+3

inet ifconfig class

KomaHga vcnonb3yeTcs Ans yCTaHOBKW Kacca 3afiaHHOro UHTepdeiica.

CunHTakcuc

inet ifconfig <mHTepoderic> class {access | trunk | slave}

MapameTpbl 1 KJHOYEBbIE CIOBA
e <unrepderic> — UMA UHTepdelica.

e trunk — KJacC MHTepdENCoB, NpegHa3HauYeHHbIX AnA nepegayum Tpadurka n3 Heckonbkmx VLAN (cm.
rnoccapuu, ctp. 241).

* slave — KJlacC MHTep®ercoB, NpeaHasHauYeHHbIX AN UCMO/Ib30BaHNsA B COCTABE arpervpoBaHHbIX
NHTepdencos.

® access — Kjaacc I/IHTepCI)eIZCOB, npegHasHadyeHHbIX 419 MCNOJIb30BaHMA BO BCEX OCTa/IbHbIX Cay4dasnX.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto Bce pusndeckne nHtepodelicol ViPNet Coordinator HW oTHOCATCS K Knaccy access.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e Knacc trunk MOXHO YCTaHOBUTb TOJIKO /151 GU3NUECKUX U arpermpoBaHHbIX MHTEPdENCoB.
BupTyanbHble MHTepdenchl Bcerga oTHOCATCA K K1accy access.

. ,U,J'IFI arpernpoBaHHbIX N BUPTYalbHbIX I/IHTepq)emCOB HeNb3A YCTaHOBWUTb K/lacC slave.

e Henb3s ycTaHOBWTb KNacc trunk, €CAN Ha yKa3aHHOM MHTepderice 3anyLeH Uan HacTPoeH Ha
aBToMaTMuyeckmi 3anyck DHCP-cepsep nan cnyxb6a DHCP-relay.

e Ecan Ha ykasaHHOM uHTepderice 3afaH OAMH AN HeCcKobKO IP-aapecos, To Ana ycTaHOBKM Kiacca
trunk TpebyeTca gonosHUTeNbHOE NoATBepXAeHue. [Tocne ycTaHOBKM Knacca trunk BCe ajpeca
6yayT NnoTepsHbI.

e [lepeg ycTaHOBKOW Kfacca access WK slave TPebyeTcs yaannTb BCe BUPTYasbHble MHTEPENCHI,
co3jaHHble Ha 6a3e ykaszaHHOro vHTepdelica.

ViPNet Coordinator HW 4. CnpaBo4HOe pyKOBOACTBO MO KOMaHAHOMY UHTepnpeTatopy | 84



e [lepep TeM Kak U3MEHUTb KNacc MHTepdeNca slave Ha access WM trunk, HEOBXOANMO, UTODObI OH
He Obl1 MOAYMHEH HW OLHOMY arpermpoBaHHOMY UHTEPdENCy.

[Mprmep ncnonb3oBaHuA

YT06bl YCTAaHOBUTb KacC trunk Ha MHTepdeince eth1 ana BO3MOXHOCTM co3saBaTh Ha ero base
BUPTyanbHble NHTEPdENChI, BbIMOJHUTE KOMaHAY:

hostname# inet ifconfig ethl trunk

inet ifconfig dhcp

KomaHga ncnonb3yetcs ana yctaHoBku pexkuma DHCP Ha 3agaHHOM nHTepdelice.

CuHTakcuc

inet ifconfig <mHTepoderic> dhcp [<HacTpomka> {on | off}]

I'Iapalvleprl M Knro4eBble C/1I0Ba
e <ynurepdeitc> — UMA UHTepdelica.

e <nacTpoiixa> — Ha3BaHWe HaCTPOWNKW, NepesaBaemMol ¢ nomoubto DHCP. MoXxHo yka3aTb O4HO 13
CnefyroLLnX 3HaUYeHNIA:

o dns — agpeca DNS-cepsepos;
o0 route — MapLwpyTbl;
o ntp— agpeca NTP-cepsepos.
e on — BK/IOYEHME aBTOMATUYeCKOro NpuemMa ykazaHHOM HaCTPOMKM.

e off — BbIK/NHOYEHNE aBTOMATNYECKOTrO npunemMa yKaBaHHOVI HaCTpOI\/'IKVI.

3HayeHuns no YMOAYaHNKO

Mo ymMonuaHuto Ans BCEX HACTPOEK, NepesaBaeMblx ¢ nomoLlbto DHCP, aBToMaTMyeckuin npmuem
BKJIFOUEH (on).

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

e [lpv BBOAE UHTEpdelica paboTatoT aBTO3aMONHEHNE N NOACKa3Ka, AaHHbIe A8 NoAcKa3ku bepyTca
13 cnncka nHTepdencos B cncTeme.

e YKazaHHbIN NHTEPdENC AONKEH ObITb BKAFOUEH.

e [lapameTp <uacTporika> NPWU BBOAE KOMaHZAbl MOXET He 3asaBaTbcs. B aToM ciiyuae Ha nHTepdeiice
6yaeT npocTo BkAtOUeH pexum DHCP.

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOMaHAHOMY uHTeprpeTatopy | 85



e YKazaHHbIN MHTepdENC MOXET OTHOCUTLCA K Knaccy access (CM. «inet ifconfig class» Ha cTp. 84) nan
ABAATBCA arpernpoBaHHbIM UHTEPhencom.

o [na nntepdericos Wi-Fi pexxum DHCP yctaHOBAEH Bcerga, NO3ToMy ANs 3TOro MHTepdelica Henb3s
NPUMEeHNTb KOMaHAy 6e3 ykazaHWs Kakon-anbo HaCTpOMKK.

e Eciu Ha nHTepdeiice 3agaHbl AOMOHUTE/IbHBIE aApeca, OHW ByAyT NOTEPSHbI MOC/Ie YCTaHOBKM
pexvma DHCP.
[Mprmep ncnonb3osaHuA
YT06bI TONBKO YCTaHOBUTL Ha MHTepdelice eth1 pexxum DHCP, BbinoaHWTe KOMaHAy:

hostname# inet ifconfig ethl dhcp route off

YT0bbI ycTaHOBUTL Ha nHTepderice eth2 pexxum DHCP 1 BbIkIOUMTL aBTOMaTUYECKUIA NpYeM MapLipyTa
MO YMONYaHWIO, BbINOJHWUTE KOMaHAY:

hostname# inet ifconfig eth2 dhcp route off

inet ifconfig dhcp route-metric

KomaHga ncnonb3yetcs ans 3agaHusa cneumdruyHOn MeTpUKKM (CM. raoccapuin, cTp. 243) MapipyTam,
nocrynatowmm ot DHCP-cepBepa, Ha KOHKpeTHOM ceTeBoM MHTepdeice ViPNet Coordinator HW.

CuHTaKkcuc

inet ifconfig <mMsa murepderica> dhcp route-metric {<1-255> | none}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA
o <1-255> — 3HayeHne MEeTpPUKN.

e none — yjansieT METPUKY Ha CETEBOM MHTepdelice.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e Ecan Ha ceTeBOM MHTepdelice He ycTaHoBeH pexxuM DHCP (cm. «inet ifconfig dhcp» Ha cTp. 85), TO
3afjaHHas MeTpuka byaeT coxpaHeHa. Ho MeTpuka HauHeT yumTbIBaTbCA TOLKO NOC/e TOro, Kak
pexum DHCP 6yaeT ycTaHOBAEH.

e YKazaHHbIN MHTepdENC MOXET OTHOCUTLCA K Knaccy access (CM. «inet ifconfig class» Ha cTp. 84) nan
SBNATLCA arpermpoBaHHbIM MHTEPhENCOM.
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e [lpun ysaneHnn cneymduyHON MeTpUKK byaeT NCNoAb30BaTbCA METPMKA MO YMONUYAHNIO AN
mapLupyto DHCP-cepBepa (cm. «inet dhcp client route-default-metric» Ha cTp. 56).

Mpumep ncnonb3oBaHMA

YT10bbI Ha3HauUNTL Ha ceTeBOM UHTepdeiice eth1 meTpuky 50, BbINOAHUTE KOMaHAY:

hostname# inet ifconfig eth0 dhcp route-metric 50

YTo6bl yaanuntb MeTpmKy Ha ceTeBoM nHTepdeince ethO, BbiNosHWUTE KOMaHAY:

hostname# inet ifconfig ethO dhcp route-metric none

inet ifconfig down

KomaHza vncnonb3yeTcs Ans BbIKJHOUYEHNUS 3aZaHHOMO MHTepderica.

CuHTakcuc

inet ifconfig <umHTepoderic> down

MapameTpbl 1 KNtOYEBbIe C0OBa

<unTepderic> — UMA UHTepdeinca.

3HayeHus no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

e Ecav cywiectByoT BUpTyanbHble MHTePGENChI, CO34aHHble Ha ba3e yKasaHHOro nHtepdeiica, To
TpebyeTcs J4OMNOAHUTENBHO NOATBEPANTL BbIKAOUEHWE HTepdeiica. Bmecte ¢ nHTepderncom
aBTOMaTUYeCcKku ByayT BbIK/IOUYEHbI BCE €70 BUPTYyasbHble UHTEPGhENCHI HE3aBMCMMO OT UX TEKYLLLEro
COCTOAHMA.

e Ecnu ykaszaHHbI UHTepdelic aBaseTcs pabounm aas DHCP-cepBepa, TO ero Heb3s BbIKJIHOUYUTDL B
Cneayrowmx cayyasx:

o DHCP-cepsep 3anyLieH.

o DHCP-cepBep He 3anyLLleH, HO BKIIOYEH ero aBToMaTuyeckumii 3anyck npu 3arpyske ViPNet
Coordinator HW.

MNpuMep ncnonb3oBaHMA

Y106kl BbIKNHOUNTD BUPTYaNbHbIN MHTEpdelc eth1.2, BbINOAHWUTE KOMaHAY:
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hostname# inet ifconfig ethl.2 down

inet ifconfig reset

KomaHpaa vcnonbsyetcs ana cbpoca HacTpoek 3alaHHOTo CEeTEBOro MHTepdenca nmbo Bcex NHTeEPdECoB.

CuHTakcuc

inet ifconfig {<uuTepderic> | all} reset

MapameTpbl 1 KJHOYEBbIE CIOBA
e <unrepderic> — UMA UHTepdelica.

e all — BCe MHTEPdENChI.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BbINOAHEHWUM KOMaHZbl C MapaMeTPOM all NMPOUCXOAUT COPOC HACTPOEK BCEX PUINUECKUX
nHTepdeiicoB. Bce BupTyanbHble nHTepdECh NPy 3TOM YAANAOTCS.

. KOMaHAa ncnonb3yetca ANnAa NoAroToBKM yKasaHHOIo I/IHTepd)eI;lCE K YCTaHOBKE HOBbIX NMapaMeTpoOB.

e [lo komaHze byayT BbIMOJIHEHbI CEAYIOLME U3MEHEHWS B HACTPOMKaxX yKa3zaHHOro ¢pu3snyeckoro
nHTepodelica:

o YpaneHbl Bce CyLLEeCTBYHOLLME AOMONHUTENbHBIE agpeca HTepdelica 1 BUpTyasbHble
nHTepdelichl, co3saHHble Ha ero base.

o YpaneHa nudopmauma ob IP-agpece n macke nogceTu.

o YcTaHOBJ/IEH PeXUM aBTOMAaTUYECKOro onpejeneHns napaMeTpoB CKOPOCTU MHTepdelica (cm.
«inet ifconfig speed auto» Ha cTp. 90).

o WHTepodelic ByaeT BbIK/IOYEH.

o [lnsa BMpTYyanbHbIX MHTEPDENCOB KNacca slave KOMaHAa He BbINOAHAETCA.

e [ins BupTyanbHbix nHTepdericos VLAN no komaHzae He cOpacbiBatoTCA CefytoLme HaCcTPOMKM:
o Wmsa cootBetcTBytOLEero pusmueckoro nHtepdenca.
o Homep BupTyansHoro nHtepdenca VLAN.

e [lns arpernpoBaHHbIX MHTePdENCOoB MO KOMaHAe He cOpacbiBatOTCA cneayroLie HacTPOMKM:

o Wwms arpernposaHHoro nHtepderica.
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o Pexwum paboTbl arpervnpoBaHHoro nHtepdeica.

o YactoTa npoBepku COeANHEHMNA Ha NOAYMHEHHbIX PU3NUECKMX MHTEpdEeNcaXx.

Mpumep ncnonb3oBaHMA

YT06bI COPOCUTL HACTpOWikK UHTepdeiica ethl, BbINOAHWUTE KOMaHAY:

hostname# inet ifconfig ethl reset

inet ifconfig speed

KomaHga ncnosb3yetcs Ans yCTaHOBKM NapaMeTpoB CKOPOCTU 3aJaHHOro nHTepdeiica.

MpuMeuaHue. Vcnosb3oBaHWe JaHHOW KOMaHZbl BO3MOXHO TOAbKO A5 annapaTHbIX
ncnonHenunii ViPNet Coordinator HW. Ansa ncnonHenms ViPNet Coordinator HW VA komaHaa
BbIMOJIHATLCA He ByaerT.

CuHTaKkcuc

inet ifconfig <muHTepbderic> speed <ckxopoctTb> duplex {half | full}

[MapameTpbl 1 KJHOYEBbIe CI0Ba
e <unrepderic> — UMA UHTepdelica.
® <ckxopocTs> — CKOPOCTb B M6UT/C. MOXHO yKa3aTb OAHO U3 CeAytOLLMX 3HaYeHWIA: 10, 100, 1000.
e half — noayayniekc (CM. rioccapui, ctp. 244).

e full — MOJIHbIA Aynekc (CM. Fhoccapuid, cTp. 242).

3HayeHuns no YMOAYaHNKO

Mo yMonuyaHUIo Ha MHTepdelice yCcTaHaBMBaKOTCA aBTOMaTUYeckue napameTpbl (ONpeaenstoTcs NCXoas
13 XapaKTepucTnk nHTepdenica).

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

e [lpwv BBOAE MHTepdENica paboTatoT aBTO3anNoNHEHME Y NOACKa3Ka, AaHHble /18 NMOACKasKu bepyTcs
U3 cnncka HTepdericoB B CUCTEME.

e Henb3s ycTaHOBWTb NapaMeTpbl CKOPOCTU BUPTYyaNbHOTO NMHTEPdEiica, Tak Kak OH HaciedyeT 3Tu
napamMeTpbl OT COOTBETCTBYHOLLErO $U3NYECKOTo NHTEpdelica.

o KomaHga HenpuMeHMMa K nHTepdericam knacca slave (cm. «inet ifconfig class» Ha cTp. 84).
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e YCTaHOBKY MapameTpoB CKOPOCTU UHTepdeiica cesyeT NCNOIb30BaTh C OCTOPOXXHOCTBIO 1 TONbKO B
Tex Clyyasx, Korga 3To AeiCTBUTENIbHO HEOBXOAMMO — HanpuMep, ANs COracoBaHUs paboThl
BHelHero nHTepdeiica ViPNet Coordinator HW 1 kommyTaumoHHoro o6opysoBaHums,
NOAKIHOUYEHHOTO K JaHHOMY UHTepbENCy.

Mpumep ncnonb3oBaHMA

UTobbl Ha MHTepdelice eth1 yctaHoBUTL ckopocTb 100 MBUT/C 1 pexxum nonyaynaekca, BoINOAHUTE
KOMaHay:

hostname# inet ifconfig ethl speed 100 duplex half

inet ifconfig speed auto

KOMaHAa MCcnosb3yeTca AnAa yCTaHOBKU Ha 3a4aHHOM MHTepq>e|71ce pexunmMma aBToMaTnyeckoro
onpegeneHna napamMeTpoB CKOPOCTU.

MpuMeuaHue. Vcnosb3oBaHWe JaHHOW KOMaHZbl BO3MOXHO TOJbKO A5 annapaTHbIX
ncnonHenunii ViPNet Coordinator HW. Ansa ncnonHexns ViPNet Coordinator HW VA komaHaa
BbINONHATLCA HE ByaeT.

CuHTakcnc
inet ifconfig <uHTepoderic> speed auto
I'Iapalvleprl M KJ1rHo4eBble C/10Ba

<unTepderic> — UMA UHTepdeinca.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpwv BBOAE MHTepdelca paboTatoT aBTO3anoHEHWE ¥ NoACcKa3Ka, AaHHble 415 NOoAcKkasky bepyTcs
U3 cnncka HTepdericoB B CUCTEME.

e Henb3s ycTaHOBWTL NapaMeTpbl CKOPOCTU BUPTYyaNbHOIo MHTepdelica, Tak Kak OH HacneayeT 3Tu
napamMeTpbl OT COOTBETCTBYHOLLETO $U3NYECKOro NHTepdelica.

o KomaHga HenpuMeHMMa K nHTepdericam knacca slave (cm. «inet ifconfig class» Ha cTp. 84).
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MNpumep ncrnosib3oBaHUs

Yto6bl Ha MHTepdelice eth1 ycTaHOBUTL peXXnm aBTOMaTUUECKOro OnpeaeneHuns napaMeTpoB CKOPOCTH,
BbIMOJIHUTE KOMaHAY:

hostname# inet ifconfig ethl speed auto

inet ifconfig up

KomaHp,a MCNoJib3yeTca ANA BKIKYEHNA 3a4aHHOTO MHTep¢el7|ca.

CunHTakecnc
inet ifconfig <muHTepberic> up
I'lapalvleprl M Knro4eBble C/10Ba

<unTepderic> — UMA UHTepdeinca.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e Ecan cylwecTBytoT BUPTYasibHble MHTEpdENC, CO3aHHble Ha 6a3e yka3aHHOro uHTepdeiica, To
TpebyeTcs AOMNONHUTENLHO NOATBEPAUTL BKIOUEHWE MHTepdeica. BmecTe ¢ nHTepdeincom
aBTOMaTMUECKM ByayT BKAOUEHBI BCE €70 BUPTYasibHble MHTEPdENCbl HE3aBUCMMO OT UX TeKyLLEero
COCTOSIHUA.

e Henb3s BKIOUNTL BUPTYasbHbIA MHTEPDENC, €C/IN BbIKAKOUEH COOTBETCTBYOWNI GU3NYECKNIA
NHTepdelic.

[Mpumep ncnonb3oBaHUA

Y106bI BK/IHOUMTL BUPTYasbHbIA MHTepdelc eth1.2, BbINONHNTE KOMaHAY:

hostname# inet ifconfig ethl.2 up

inet ifconfig vlan add

KomaHga vcnonb3yetcs ana co3ganms nHtepdenca Ans BUPTyanbHOM CeTU (CM. raoccapui, ctp. 241) ¢
3aZaHHbIM HOMEPOM.
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CuvHTaKkcuc

inet ifconfig <mHTepdelic> vlan add <HOMep>

[MapameTpbl 1 KNtOUYEBble CNOBa
e <unTepderic> — UMA CETEBOTO MHTepdelica.

® <unomep> — HOMEpP BUPTYa/bHOW CETU.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTM MCMOob30BaHMA
o Dusmuecknin MHTEpPOEC AOMKEH OTHOCUTLCS K Knaccy trunk (cMm. «inet ifconfig class» Ha cTp. 84).

e [lo komaHze ByaeT co3faH BUPTYabHbIM NHTEPDENC C UMEHEM <muTepderic> . <uomep>. CO34aHHbIN
NHTepoelic ByaeT NMETb TO Xe COCTOsIHME (BKJIFOUEH MW BbIKJIFOUEH), UTO N GU3NUECKNIA
nHTepdenc.

e MakcnmanbHoe konanyectBo UHTepdeiicos B ViPNet Coordinator HW (Bkatouas dusnveckue,
arpervpoBaHHble, BupTyanbHble, VLAN u localhost) He moxeT npeBbiwaTb 128.

[Mpumep ncnonb3oBaHuA

Y106kl Ha ba3e nHTepdeiica eth1 co3gate MHTepdENC AnA BUPTYyasbHOM CETU C HOMEPOM 2, BbINOJHUTE
KOMaHzy:

hostname# inet ifconfig ethl vlan add 2

inet ifconfig vlan delete

KomaHaa NCNonb3yeTca Ana yaaneHua 3afaHHOro BUpTyasibHOro MHTep¢e|7|ca.

CuHTakcuc

inet ifconfig <muTepdeiic> vlan delete <HOMep>

[MapameTpbl 1 KJKOYEBble CI0Ba
® <ynTepdeitc> — UMA PU3MUECKOro UHTepdelica.

® <uomep> — HOMEpP BUPTYasbHOW CETH.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTtopa
AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpun BBOZE HOMepa paboTatoT aBTO3aMOHEHME 1N MOACKA3Ka, AaHHbIE ANs MNOACKa3Ku bepyTtcs n3
CMMCKa CYLLLECTBYIOLMX BUPTYasibHbIX MHTEPGhENCOB.

e HeBO3MOXHO yAanuTb BUPTYyaibHbI MHTEPdENC, 3aJaHHbIM Kak pabouunii B napameTpax GyHKLMM
L20verlP, ecnv 31a GyHKUMA BKAOUeHa (cM. «iplir set [2overip mode» Ha cTp. 159).

Mpumep ncnonb3oBaHMA

YTobbl yaanuTb BUPTYanbHbIV UHTepdeiic eth1.2, BbINOAHUTE KOMaHAY:

hostname# inet ifconfig ethl vlan delete 2

inet ntp add

KomaHga npeaHasHaudeHa aaa gobaBieHuns cepBepa C 3aaHHbIM agpecoM B cnncok NTP-cepsepos (cm.
rnoccapwvi, ctp. 240), ncnonb3lyembix AN CUHXPOHM3ALMM BPEMEHMN.

CuHTakcuc

inet ntp add {<ampec> | <DNS-umMa>}

I'Iapalvleprl M Knro4eBble C/10Ba
e <ampec>— IP-agpec cepBepa.
e <DNS-wmms> — DNS-umsa cepsepa.
3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpuMep ncnonb3oBaHMA

Y106l B cnncok NTP-cepBepoB f06aBUTb cepBep Ntp.psn.ru, BbINOJAHUTE KOMaHAY:

hostname# inet ntp add ntp.psn.ru
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inet ntp delete

KomaHga npegHasHaueHa A yaaneHusa cepeepa ¢ 3a4aHHbIM agpecom 13 cnucka NTP-cepeepos,
MCMNOAb3YeMbIX 417 CUHXPOHM3aL MM BPEMEHW.

CuHTakcuc

inet ntp delete {<ampec> | <DNS-umsa>}

I'IapaMeprl M K1ro4eBble C/10Ba

e <ampec>— IP-agpec yaansemoro cepsepa.

e <DNS-mms> — DNS-uma yaansemoro cepsepa.
3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Mpu BBOAE agpeca uam DNS-nmeHn paboTatoT aBTO3anoNHEHNE W MOACKa3Ka, AaHHbIe A8 NOACKa3KM
6epyTcs u3 Tekywero cnncka NTP-cepBepos.

MNpumep ncnonb3oBaHMA

Yrobbl U3 cnivcka NTP-cepBepoB yaanuTb cepBep Ntp.psn.ru, BbINOJIHUTE KOMaHAY:

hostname# inet ntp delete ntp.psn.ru

inet ntp list

KomaHga npegHa3HaueHa ans npocMoTpa TekyLllero cnvcka NTP-cepBepoB, MCNob3yeMbix A5
CUHXPOHM3aL N BPEMEHN.

CuHTaKcuc

inet ntp list

MapameTpbl 1 KNtOYEBbIe COBa

Her.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> inet ntp list
NTP servers list:
10.0.2.1 from USER
10.0.2.4 from USER

hostname>

inet ntp mode

KomaHga ncnosb3yetcs 4ns BKAKOUEHNS UAM BbIKNHOYEHMs aBTOMaTu4eckoro 3anycka NTP-cepsepa npu
3arpy3ke ViPNet Coordinator HW.

CuHTaKcuc

inet ntp mode {on | off}

MapameTpbl 1 KNtOUYEBble C0Ba
® on — BKJIKOYEHNE aBTOMATNYECKOIO 3anyckKa.

e off — BbIKNHOUYEHVE aBTOMATUYECKOTrO 3anycka.

3HayeHNsA NO YMONYAHUIO

3azaetcs nNpw yCTaHOBKE CMPaBOYHUKOB W KatOYel (CM. rnoccapui, cTp. 245).

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e [lo KOMaHAe M3MeHAETCA TOIbKO HacTpolika aBTomMaTnueckoro 3anycka NTP-cepBepa, ero Tekyliee
COCTOAIHME He U3MeHAeTCA.

e HeBO3MOXHO BK/IOYUTL aBTOMaTMUeCckMi 3anyck, ecnn NTP-cepBep He 3anyLueH.

e HeBO3MOXHO BbIK/IHOUYMTL aBTOMATUYECKUI 3anyck, ecan NTP-cepBep 3anyLueH.
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MNpumep ncrnosib3oBaHUs

YT06bI BEIKNOUNTE aBTOMaTUueckunii 3anyck NTP-cepBepa, BbINOAHUTE KOMaHAY:

hostname# inet ntp mode off

inet ntp start

KomaHga vcnonbsyetca ana 3anycka NTP-cepsepa.

CuHTakcuc

inet ntp start

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname# inet ntp start

iInet ntp stop

KomaHga vcnonb3yetcs ans 3aBeplieHns pabotoel NTP-cepepa.

CuHTaKcuc

inet ntp stop

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaueHuns no YMOAYaHNKO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname# inet ntp stop
Stopping NTP server: ntpd.

hostname#

inet ospf mode

KomaHga npegHasHaueHa 419 BKIOUEHUA UAN BbIKAKOUEHUA NCNOAb30BaHMA npoTtokona OSPF (cwm.
rnoccapum, ctp. 241).

CuHTakcuc

inet ospf mode {on | off}

ﬂapaMeTpuLAKnmquuecnosa
e on — BKJIKOYEHMe NCnoab3oBaHma npoTtokona OSPF;

e off — BbIKJIOUEHME NCNOoAb30BaHus npotokona OSPF.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Her.

ﬂpMMepMCHOﬂb3OBaHMﬂ

hostname# inet ospf mode on

Loading capability module if not yet done.
Starting Quagga daemons (prio:10): ospfd.
Stopping Quagga monitor daemons: watchquagga.
Loading capability module if not yet done.

Stopping Quagga monitor daemons: watchquagga.
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inet ospf network add

KomaHga vcnonbsyetcs ans jobaBaeHNs CeTH, B KOTOPORN JOXKHA OCYLLECTBASTLCA MapLUpyTU3aLms no
npotokony OSPF (cMm. rnoccapuid, ctp. 241).

CuHTakcuc

inet ospf network add <IP-azmpec Has3HaueHus> netmask <macka ceTu> area <0-4294967295>

I'IapaMeprl M Knro4deBble C/N10Ba
e <IP-ampec nasnauenus> — |P-agpec cety;
o <Macka ceTu> — MacCKa CeTun.

o area <0-4294967295> — 06/1aCTb MapLUPYTM3aLUK (CM. FNOCCapUiA, CTp. 244).

3HayeHuns no YMOAYaHNKO

Her.

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTM MCMOIb30BaHMA
Ecnm ncnonb3oBaHue npotokona OSPF (cm. rnoccapui, cTp. 241) He BKAKOUEHO, 3a4aTh CETb

HEBO3MO>XHO.

[Mpumep ncnonb3oBaHuA
hostname# inet ospf network add 10.0.5.0 netmask 255.255.255.0 area 1

The following OSPF network has been added:

Destination Netmask OSPF Area
10.0.5.0 255.255.255.0 1
hostname#

inet ospf network delete

KomaHaa ncnonbsyeTca Ana yaaneHus cetv, Kotopas bbina ykasaHa Kak MapLupyTu3vMpyemMas no
npotokony OSPF (cM. rnoccapuid, ctp. 241).
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CuvHTaKkcuc

inet ospf network delete <IP-ampec HaszHaueHus> netmask <macka ceTm> area <0-
4294967295>

MapamMeTpbl 1 KJIKOUYEBbIE CI0BA
e <IP-azmpec nasnauenus> — |P-agpec cety;
® <macka ceTwr>— MacCKa CeTwn.

o area <0-4294967295> — 06/1aCTb MapLUPYTU3aLLUN (CM. TIOCCApUi, CTp. 244).

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e Ecam ncnonb3osaHme npotokona OSPF (cm. rnoccapwmia, cTp. 241) He BKIOUEHO, YAaanTb CeTb
HEBO3MOXHO.

e Ecan B koHUrypaumm npotokona OSPF ykazaHHas ceTb He ByaeT HalZeHa, ee yaaneHune byaet
HEBO3MOXHO.

[Mprmep ncnonb3oBaHuA
hostname# inet ospf network delete 10.0.5.0 netmask 255.255.255.0 area 1

The following OSPF network was deleted:

Destination Netmask OSPF Area
10.0.5.0 255.255.255.0 1
hostname#

inet ospf redistribute add

KomaHga ncnonb3lyetcs Ans BKAKOUEHUA nepepacnpeseneHmns (CM. rnoccapui, ctp. 244) ctatmyeckmnx
MapLpyToB uan mapwpytos DHCP-cepBepa, koTopoe no3BosseT BbiNoAHATb NpoTokon OSPF (cm.
rnoccapum, ctp. 241).

CuHTaKcuc

hostname# inet ospf redistribute add {static | dhcp}
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[MapameTpbl 1 KJKOYEBble C/I0Ba
e static — BK/KOUYEHMWe nepepacrnpeseneHns CTaTuueckmx MapLLpyToB;

e dhcp — BK/KOYEHME NepepacnpegeneHna mapwpytos DHCP-cepsepa.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

KomaHga He ByaeT BbINOAHEHA B CIEAYHOLLUX CTyYasnX:
e He BkAtOUeHO ncnosnb3oBaHue npotokona OSPF (cm. «inet ospf mode» Ha cTp. 97).

o [lepepacnpeseneHune ykazaHHOro Tvna MapLUpyToB 6bi0 BKIHOUYEHO paHee.

ﬂpMMepMCHOﬂb3OBaHMﬂ
hostname# inet ospf redistribute add static
Redistribution of static routes has been enabled.

hostname#

inet ospf redistribute delete

KomaHga ncnosb3yetcs 45 BbIKAOUEHUS Nepepacnpesenenuns (CM. raoccapui, ctp. 244) ctatmyeckmx
MapLpyToB uan mapwpytos DHCP-cepBepa, koTopoe no3BosseT BbINoAHATL NpoTokon OSPF (cm.
rnoccapui, ctp. 241).

CuHTaKcuc

hostname# inet ospf redistribute delete {static | dhcp}

MapameTpbl 1 KAKOYEBbIe C10Ba
e static— BbIKNHOYEHWE NepepacnpeieneHmns cTaTMueckux MapLIpyToB;

e dhcp — BbIK/JHOUYEHMe NepepacnpeseneHma mapwpytos DHCP-cepsepa.

3HayeHua No YMOAYaHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTPaTOP.

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOACTBO MO KOMaHZHOMY uHTepnpetatopy | 100



OcobeHHOCTN NCMOJIb30BaHNA
KomaHza He ByaeT BbINOAHEHA B CIEAYOLUX CyYasX:
e He BkatoUeHO ncnosnb3oBaHue npotokosna OSPF (cm. «inet ospf mode» Ha cTp. 97).

o [lepepacnpeseneHune ykazaHHOro TMMNa MapLUpyTOB He BbiI0 BKAOUYEHO paHee.

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname# inet ospf redistribute delete static
Redistribution of static routes has been disabled.

hostname#

KomaHp,a MCNoJib3yeTca ANA NpoBepkKn coegnHeHna C 3ajaHHbIM IP—ap,peconvl.

CuHTaKkcuc

inet ping <IP-ampec>

MapameTpbl 1 KNtOYEBbIe COBa

<IP-ampec> — IP-agpec, c KOTOPbIM HEOOXOANMO NPOBEPUTL COEANHEHME.

3HayeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

,ﬂ'ﬂﬂ 3aBepleHna NpoBepKN CoegnHeHnAa NCNoibdyeTca coveTaHne KnaBuil Ctrl+C.

[Mpumep ncnonb3oBaHUA

Y1066l NpoBepuTb coeanHeHue c agpecom 10.0.2.1, BbINONHUTE KOMaHAY:

hostname> inet ping 10.0.2.1

Pinging 10.0.2.1, press Ctrl+C to cancel.

PING 10.0.2.1 (10.0.2.1) 56(84) bytes of data.
64 bytes from 10

.0. icmp reg=1 ttl=255 time=2.98 ms
64 bytes from 10.0.

.0.

.0.

icmp reg=2 ttl=255 time=1.60 ms
64 bytes from 10
64 bytes from 10

icmp reqg=3 ttl=255 time=1.14 ms

DN N

1
1:
1:
1

icmp reg=4 ttl=255 time=1.71 ms
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~C

--- 10.0.2.1 ping statistics ---

4 packets transmitted, 4 received, 0% packets loss, time 3004ms
rtt min/avg/max/mdev = 1.144/1.862/2.983/0.683 ms

hostname>

inet route add

KomaHaa ncnonbsyetcs aAna sobasneHns cTaTMUeckoro MapLipyTa (CM. rioccapuii, cTp. 243).

CuHTakcuc

inet route add {<IP-anmpec HasHaueHusa> | default} next-hop <IP-ampec muoz3a> [netmask
<mMacka> [distance <1-255> [weight <1-255>]]]

MapameTpbl 1 KAKOYEBbIE C10Ba
e <IP-ampec nasuauenns>— |P-agpec Ha3HauyeHWs CO34aBaemMoro MapLupyTa.

e default — MapLUPYT MO yMOJYaHMIO, MO KOTOPOMY ByayT nepecbinatbes |P-nakeTsl ¢ agpecom
Ha3HauYeHWs B Cayyae, eCav AN HUX HET APYTUX MapLLpyTOB.

e <IP-agmpec mwmosa>— IP-agpec wnto3a gna gocryna K IP-agpecy HasHaueHus.
® <macka> — MacCKa noacetu.
e [distance <1-255>] — aAMWHUCTPATMBHAA ANCTaHLMsA (CM. r0ccapuin, cTp. 241).

e [weight <1-255>] — Bec (CM. r1occapwii, CTp. 242).

3HaYeHNsA NO YMONYAHUIO
e Ecam macka He ykasaHa, TO OHa MPUHUMAET CaeaytoLe 3HaUYeHNA:
o 0.0.0.0 — ecnn ykazaHoO knroueBoOe CI0BO default;
o 255.255.255.255 — B ocTa/ibHbIX CAy4vasX.
e Ecam agMuHMCTpaTMBHAA AMUCTaHLMA He yKa3aHa, TO OHa NpUHMMaeT 3HadeHue 10.

L] Ecan Bec He YKa3saH, TO OH NPpUHMMaeT 3Ha4vyeHune 1.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA
[ ] Mo>HO AO6aBI/ITb HeCKONbKO MapLIprTOB no ymonanmo.

e Ecav npu gobaBneHVn HECKOIbKMX MapLUPYTOB B OAHY U Ty XKe CeTb (BK/IKOYas U MapLIpyTbl MO
YMOJIYaHMNIO) HE YKa3bIBAETCS NX BEC, TO OH Ha3Ha4yaeTCs aBTOMaTUYECKM.

e [lns MapLlupyTa MO YMOAYAHWMIO HE YKa3blBAETCA Macka NoACeTU.
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e Bec mMapwpyty TpebyeTcs 3asaBaTb B TOM C/ly4ae, eCin Hapsady € 3TUM MapLupyToM byaet
NPUCYTCTBOBATb APYrol MapLUpyT B Ty XXe CaMyro CeTb Uepe3 APYrol W3, U agMUHUCTPATUBHAs
ANCTaHLMSA 3TUX MapLUpyToB coBnagaeT. Henb3s 3agath BeC paBHbIi 0.

e [lo6aBneHHbIN MapLUPYT MOXHO YAanUTb TOJNbKO C MOMOLLBH KOMaH/bl inet route delete (CM.
«inet route delete» Ha cTp. 104).

[Mprmep ncnonb3osaHuA

Y1066l 406aBUTL MapLIpyT C agpecom HasHadveHus 10.10.0.0, agpecom wanto3a 172.16.5.1, mackown
255.255.0.0 v gucraHumeri 15, BbINOAHUTE KOMaHAY:

hostname# inet route add 10.10.0.0 next-hop 172.16.5.1 netmask 255.255.0.0 distance 15

Yt06bl 406aBUTH MapLLPYT NO YMONUaHUIO, AN KOToporo IP-nakeTbl 6yAyT nepesaBaThCs Ha LKO3
172.16.5.2, BbINONHWUTE KOMaHAy:

hostname# inet route add default next-hop 172.16.5.2

Y106bl 406aBUTH HECKONBKO MApLUPYTOB B OAHY CETb C Pa3HbIMU LUAKO3aMMW U HAaCTPOUTb Ha HUX
6anaHcmpoBsky IP-Tpaduka: B cpegHem no 50% oT Bcero obbema nepegaBaemMoro IP-Tpaduka Ha Kaxabil
MapLUpyT, BbINOJAHUTE KOMaHAbI:

hostname# inet route add 10.0.5.0 next-hop 10.0.1.1 netmask 255.255.255.0 distance 20
weight 1

hostname# inet route add 10.0.5.0 next-hop 10.0.4.3 netmask 255.255.255.0 distance 20
weight 1

B pe3ynbTaTe nocnegHune gBa MapLipyTa 6yayT NpoCyMMUPOBaHbl — O6beAVHEHBI B OAMH MapLUpYT C
ABYMS LLO3aMW.

inet route clear

KOMaHAa MCNoNb3yeTca ANA yaaneHna BCceX MapLlpyToB, B TOM YMcae MmapuwpyTta no yMmoJa4aHUIo.

CuHTaKcuc

inet route clear

MapameTpbl 1 KNtOUYEBbIe CNOBa

Her.

3HayeHua No YMOAYaHUIO

Her.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

YTobbI YAannTb BCE MapLUpPYyThbl, BbIMOJHUTE KOMaHAy:

hostname# inet route clear

inet route delete

KOMaHAa NCNoJb3yeTca ANa yaaneHna MmapLlipyTa.

CuHTakcuc

inet route delete {<IP-ampec HasHaueHus> | default} [netmask <macxa> [next-hop <IP-
anpec mo3a>] ]

[MapameTpbl 1 KJHOYEBbIe CI0Ba
e <IP-azpec nasHauenusa> — |P-agpec HasHaueHus.
e default — MapLpyT Mo yMOJYaHUIO.
® <macka> — MacCKa noacetwu.

e <IP-agmpec mmosa>— IP-agpec wnro3a.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
[ ] ,U,J'IFI MapI.IprTa no yMOJ'I‘-IaHVIfO He yKaBbIBaETCﬂ MacCkKa nojcetu.

e Ecan B ysanseMoM MapLupyTe He ykasaHbl Macka ceTu u IP-agpec Wwnro3a, TO NPOM3BOANTCA MOUCK
BCEX MapLUPYTOB B yKa3aHHbIN IP-agpec HazHauveHus. Ecan ByaeT HalZeHO HeCKONbKO MapLUPYTOB B
yKa3aHHbIV IP-agpec Ha3HaueHus, TO B pe3y/ibTaTe BbINMOJHEHWSA KOMaHAbl ByAeT BblgaH CMMCOK 3TUX
MapLIpyTOB. Bbl MOXeTe NOATBEPAUTL YAaNeHMe BCEX MapLLPYTOB, ANS 3TOrO BBEAUTE CUMBOA Y U
HaxxmuTe knaeuwy Enter. AHanormuHas cuTyaumns BO3HMKHET NpuY yAaneHUM MapLupyTa ¢
HECKO/IbKMMU LLIFO3aMM.

MNpuMep ncnonb3oBaHMA

Y1066l Yaanunts MapLupyT ¢ agpecom Ha3zHaueHumsa 10.0.14.0, BbINOAHMTE KOMaHAY:

hostname# inet route delete 10.0.14.0
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You are going to delete the following static routes:

Destination Netmask Next hop Distance Weight
10.0.14.0 255.255.255.0 10.0.1.1 10 1
10.0.14.0 255.255.255.0 10.0.2.1 10 1
Continue? (y/n): y

Routes deleted.

hostname#

inet show dhcp client

KomaHga npegHa3HaueHa ans npocMoTpa HacTpoek DHCP Ha ceteBbix MHTepdeincax (Hactpoek DHCP-
KJWEHTA).

CuHTakcnc
inet show dhcp client

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA
hostname> inet show dhcp client
Administrative distance for DHCP/PPP routes: 80

Default metric for DHCP/PPP routes: 60

Interface DHCP Routes Metric DNS NTP
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ethO no yes default yes yes

ethl yes yes 50 yes yes
eth?2 no yes default yes yes
eth3 no yes default yes yes
hostname>

Mo koMaHAe BbIBOAMTCA Cieaytowas nHbopmaums:
®  AMWHUCTPATMBHAA AUCTaHLMA, KOTOPas 3ajaHa Ana MapLlupyToB, noctynarowmx ot DHCP-cepBepa;
e MeTpuKa No yMONYAHUIO;
®  CMUCOK CEeTEBbIX MHTEPHENCOB CO CReayOWMMN NapaMeTpamu:
o cratyc pexxuma DHCP: BkatoyeH (yes) nav BbikatOYeH (no);
o pa3peLlleHMWe Ha aBTOMaTM4yeckoe noayyenuve IP-agpecos;
o cneumdUUHbIE METPUKN Ha CETEBBIX MHTEpPdEeNncax, eciun Takme 3asaHbi
o pa3pelleHWe Ha aBTOMaTn4yeckoe noayyeHue agpecos DNS-cepBepos;

o paspelleHue Ha aBTOMaTMYeckoe nosydeHve agpecos NTP-cepBepos.

inet show dhcp server

KomaHza npesHasHaueHa Ans npocmoTpa HacTpoek DHCP-cepBepa 1 ero TekyLero cocTosiHus.

CuHTaKcuc

inet show dhcp server

MapameTpbl 1 KNtOYEBbIE CNOBA

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOrO MHTEpNpeTaTtopa
e [lonb3oBaTesnsb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

hostname> inet show dhcp server
DHCP server is off

DHCP server is RUNNING

start 172.16.1.2

end 172.16.1.254

interface eth0

option subnet 255.255.255.0
option router 172.16.1.1
option wins 172.16.1.1
option lease 864000

hostname>

inet show dhcp relay

KomaHga npegHa3HaueHa Ans NpocMoTpa HacTpoek cy>kbbl DHCP-relay u ee TekyLuero coctosiHus.

CuHTakcuc

inet show dhcp relay

ﬂapaMeTpuLAKnmquuecnosa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> inet show dhcp relay

Mode of dhcp relay is set to off

The server for forwarding dhcp relay requests is set in 172.16.1.1
The interface on which side is dhcp the server is ethl

The list of interfaces on which will listen dhcp requests: eth2
Service dhcp relay is running

hostname>
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inet show dns

KomaHga npegHasHaueHa A414 NnpocMoTpa Tekylero coctosaHuns DNS-cepsepa.

CuHTakcuc

inet show dns

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> inet show dns
DNS server is on
DNS server is RUNNING

hostname>

inet show interface

KomaHaa npegHasHavyeHa gnda NpoCcMOoTpa NapaMeTpoB 3a4aHHOIo MHTep¢e|7|ca n ero Tekywero
COCTOAHMA.

CuHTaKkcuc

inet show interface [<ums mHTepderca> | <mMmsa mHTepderca>:<HOMepP>]

ﬂapameprHAKnmquuecnosa
® <umsa MHTepderca> — UMA ¢I/I3I/Il-IeCKOrO AN BUPTYyanbHOIo MHTepq)eﬁca.

e <uMa umHTepderica>:<HOoMep> — WMMA BUPTYanbHOro nHtepdenca, ecam ocCHOBHOW nHTepdenc nmeert
aononHuTensHbll IP-agpec (alias).
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3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXunMbl KOMaHAHOToO MHTepnpeTaTopa

e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BBOAE MHTepdelica paboTatoT aBTO3anoNHEHNe 1 NOACKa3Ka, AaHHble A5 Nogckaskn bepyTcs
13 cnncka nHTepdericos B cucteme.

e ECiv napameTp He yKasaH, TO BbIBOAMTCA MHPOpMaLLMs 060 Bcex MHTepdelicax, BKatoYas

CyLLeCcTBYtOLLME JONONHUTENbHbIE IP-aapeca nHTepdelicos.

e Ec/iu B kauecTBe MapamMeTpa Bbl yKa3aau UMs BUPTyasbHOro nHtepderica, Co3zaHHOro npu

fJ06aBNeHNN Ha OCHOBHOW MHTepdenc gonoaHutensHoro IP-agpeca, To 6yseT BblgaHa KpaTkas

MHPOPMaL M MO OCHOBHOMY MHTepdelicy.

e Ec/iu B kauecTBe NapaMeTpa Bbl yKa3aau UMs arpermpoBaHHOro UHTepdeiica, NOMUMO

NPVIBEAEHHON HMXe MHbOPMaLMy ByaeT BbIBEAEHO CeaytoLee:

o

pexuM paboTbl arperMpoBaHHOro kaHana (cMm. «inet bonding add mode slaves» Ha cTp. 53);
YaCTOTy NMPOBEPKN COEAVHEHUS A/ MOAUNHEHHbIX MHTEPGDENCOB B MUAANCEKYHAAX;

B pexvMe 802 .3ad — Pexum Bbibopa akTMBHOIO arperatopa 1 4actoTy obMeHa nakeTamm
LACP;

B peXuvMe 802 .3ad U balance-xor — aArOPUTM X3LUNMPOBaHWA NaKeToB;
B peXuMax active-backup, balance-t1lb — OCHOBHOW NOAUYMHEHHbIV UHTEPDENC;

CNNCOK NOAYNHEHHDbIX CI)VIBVI‘-IeCKVIX MHTequEVICOB.

[Mpumep ncnonb3oBaHuA

YTtobbl NpocMoTpeTh nHdopMaLmto 06 HTepdeice ethO, BbINOJHUTE KOMaHAY:

hostname> inet show interface ethO

ethO

Link encap:Ethernet HWaddr 00:15:17:e4:6c:5a
inet addr:192.168.0.1 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
(

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Configured by DHCP: yes

Information requested from DHCP server: IP address, routes, DNS
servers, NTP servers

DHCP route metric: default (70)
Class: access
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Speed: 1000Mb/s
Duplex: Full
Auto-negotiation: off

Link detected: yes

Mo komaHae BbIBOAMTCA caedytollas nHdopmaums:
e |P-agpec.
e Macka noacetn.

e Hactponku nonyvenuns nidopmaumm ot DHCP-cepBepa v 3agaHHas MeTpuka A48 MapLIpyToB
DHCP-cepBepa, eciv Ha HTepdence BKAOYEH COOTBETCTBYHOLLNI PEXMM.

e Knacc nHTepdenica (access, trunk nnum slave) (cm. «inet ifconfig class» Ha cTp. 84). B 3aBucMmoctu ot
K/1acca uHTepderica Takxke BbIBOAUTCA Caeaytowas nHGopMauums:

o Ana knacca trunk — cnncok CyLwecTBYOLWMX 4OYEPHMX BUPTYaNbHbIX MHTEPPENCOB.

o [Ana knacca access— nHOOPMaLMA O POANTENBCKOM MHTepdelice JaHHOTO BUPTYaibHOTO
nHTepdelica.

o Ana xnacca slave— nHpopmaLms o ToM, Kakomy arpervpoBaHHOMY MHTepdency NogunHeH
JaHHbI HTepdenc ambo MHbopmaLmsa 0 TOM, 4TO UHTepdENC NoKa He MOAYMHEH HU OLHOMY
13 arpermpoBaHHbIX NHTEPHENCOoB.

e CocTosHWe nHTepdelica (BKNHOUYEH WU BbIKIHOYEH).

e Ecau Bbl BbiNnoAHseTe KoMaHay Ha ViPNet Coordinator B ucnonHeHun HW VA, ans Bcex ceTeBbix
NHTepdencoB No KOMaHZAe BbIBOAWTCSA MakcMMabHas BO3MOXHas ckopoctb 10000 M6ut/c.
PeanbHas ckopocTb nepeAaum gaHHblx Yepes nHTepdeiic 3aBUCUT OT XapakTePUCTUK anmnapaTHoOro
obecrneyeHmns, Ha3HaYeHHOrO A8 BUPTYaslbHON MalUWHbI.

inet show mac-address-table

KomaHga npeaHasHaueHa ana npocmotpa ARP-Tabaunubl (Tabanupl npeobpasoBaHus IP-agpecos B MAC-
ajpeca).

CuHTaKkcuc

inet show mac-address-table

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBatensb.

e AgmuHucTparop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> inet show mac-address-table

Address HWtype HWaddress Flags Mask TIface
172.16.5.1 ether 4c:02:89:0c:53:a2 C eth3
172.23.221.11 ether 00:0c:29:09:1a:98 C ethO
172.23.221.99 ether 54:04:a6:d0:f7:1a C ethO
172.16.5.3 ether 4c:02:89:08:ef:24 C eth3
hostname>

inet show ntp

KomaHaa npejgHasHadeHa gnda npocMoTpa HaCcTpoek NTP—cepBepa N ero Tekyuiero CoctoaHums.

CuHTakKcuc

inet show ntp

MapameTpbl 1 KNtOUYEBble C0Ba

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTN NCMOIb30BaHNA
Ecnm NTP-cepsep 3anyLieH, A0NOAHUTENbHO BbiBOAATCA napameTpbl NTP-cepBepoB, UCNOAb3yeMbIX A4

CUHXPOHM3aLUN. JTa I/IHCI)OpMaLI,I/IFI BbIBOAWNTCA B BUAE Ta6J1I/ILI,bI aHaN0lrM4yHoO BbIBOAY KOMaHAbl ntpg -pn.

[Mpumep ncnonb3oBaHUA

hostname> inet show ntp
NTP server is off
NTP server is RUNNING
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remote refid st t when poll reach delay offset jitter

10.0.2.1 10.0.2.4 5u 36 64 1 3.893 0.708 0.000

10.0.2.1 10.0.6.100 4 u 35 64 1 0.702 25.706 0.000

194.149.67.129 .INIT. 16 u - 64 0 0.000 0.000 0.000
hostname>

Bo3moxHbI cnegytowme coctoaHma NTP-cepsepa:

e NTP server is INITIALIZING — NTP-cepBep B npouecce 3anycka c NpoBepKoi AOCTYNHOCTM
ny6anYHbIX Man kopnopatueHbix NTP-cepBepoB.

e NTP server is RUNNING — NTP-cepBep 3anyLueH, g4octyrneH xoTsa 6bl oanH NTP-cepBep.
e NTP server is TERMINATING — paboTa NTP-cepBepa B npoLecce 3aBepLUeHMs.

® NTP server is STOPPED — NTP-cepBep He 3anyLieH.

B 3aBMCMMOCTM OT cTONBLA, B HEM COAEPXXUTCA Caeaytolias nHbopmMaLumsa:
e remote — IP-agpeca BHewHMx NTP-cepBepOB, C KOTOPbIMN CUHXPOHU3NPYETCA BPEMS.
e refid — cepBep, C KOTOPbIM CUHXPOHU3UPYeTCs AaHHbI NTP-cepBep.
e st — YpOBEeHb CepBepa, C KOTOPbIM CUHXPOHM3MpPYeTCa gaHHbIn NTP-cepsep.
e t— TUN COEANHEHMS, MPUHUMAET CedyoLne 3HaYeHS:
o u— unicast uam manycast;
o o— broadcast nan multicast;
o 1 — local reference clock;
o S— CUMMETPUYHbLIV y3en;
o A — manycast NTP-cepsep;
o B — broadcast NTP-cepsep;
o M— multicast NTP-cepBep.
e when — BpeMsA, COOTBeTCTBYHOLWee nocnegHemy oteety NTP-cepBepa.
e poll — vyacToTa ornpoca.
e reach — BOCbMOW HUT OKTeTa, MOKa3bIBaOLLMIA cTaTyC 06LeHmsa ¢ BHewHUM NTP-cepepom.
e delay— Bpems B MUINNCEKYHAAX MEXAY OTNPaBKOW U NOAYYEHUNs OTBeTa.
e offset — cMelleHne B MuancekyHaax mexay ViPNet Coordinator HW n NTP-cepsepamu.

e Jjitter — abCONOTHOE 3HAYEHME B MUAINCEKYHAAX C YKa3aHWEM CpeaHeKBaapaTUYHOro
OTKJIOHEHUA cMelleHns oTHocuTenbHo ViPNet Coordinator HW.

e refid — kog owmnbkun nam naeHtnpukatop NTP-cepsepa.
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inet show ospf configuration

KomaHga npegHasHaueHa A4 NpocMoTpa HacTpoek npoTtokona OSPF.

CunHTakcnc
inet show ospf configuration
I'IapaMeprl M KJrKo4eBble C/10Ba

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA
hostname> inet show ospf configuration
OSPF protocol is enabled

OSPF networks defined:

Destination Netmask OSPF Area
10.0.2.0 255.255.255.0 1
10.0.5.0 255.255.255.0 0

Redistribution of DHCP routes is enabled.

hostname>

Mo komaHge BbIBOAMTCA Caedytollas nHdopmaums:
e BKJ/HOYEHO MW BbIKNHOUYEHO NCMOb30BaHMe npoTtokona OSPF;

e cnucok ceten, B koTopbix ViPNet Coordinator HW ocyuiectBaseT MapLipyT1usaLmio no NnpoTokoay
OSPF (IP-agpeca, Mmacku n obnactu);

e BKJ/HOYEHO MW BbIKNHOUEHO NepepacrnpeseneHma MapLipyToB (ctatuyeckmx nan ot DHCP-cepsepa).
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inet show ospf database

KomaHga npegHasHaueHa a/is npocMoTpa nHbopMauum 0 COCTOIHUM KaHasloB CBA3EN MeX Ay BCEMM
OSPF-mapwpyTtumzaTopamm B 6a3e gaHHbix (link state database).

CuHTakcuc

inet show ospf database

ﬂapaMeTpuannmquuecnosa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA
hostname> inet show ospf database
OSPF Router with ID (10.0.5.2)

Router Link States (Area 0.0.0.0)

Link ID ADV Router Age Seqg# CkSum Link count
10.0.3.2 10.0.3.2 155 0x8000017d 0x590a )
10.1.30.5 10.1.30.5 220 0x8000029f 0x3fa0 2

Net Link States (Area 0.0.0.0)

Link ID ADV Router Age Seqg# CkSum

10.0.5.5 10.1.30.5 751 0x80000263 0x3541

AS External Link States

Link ID ADV Router Age Seq# CkSum Route
10.0.1.0 10.1.30.5 1551 0x80000182 0x9061 E2 10.0.1.0/24 [0x0]
10.0.2.0 10.1.30.5 1001 0x80000183 0x836¢C E2 10.0.2.0/24 [0x0]
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10.0.3.0 10.1.30.5 210 0x80000182 0x7a75 E2 10.0.3.0/24 [0x0]

10.0.4.0 10.1.30.5 341 0x80000182 Ox6f7f E2 10.0.4.0/24 [0x0]
10.100.1.0 10.1.30.5 911 0x8000029d Oxelad E2 10.100.1.0/24 [0x0]
10.100.2.0 10.1.30.5 180 0x8000029f Oxelaa E2 10.100.2.0/24 [0x0]
192.168.0.0 10.1.30.5 821 0x80000182 Ox6c27 E2 192.168.0.0/16 [0x0]
hostname>

inet show ospf neighbour

KomaHga npegHa3HaueHa Ans NpocMoTpa cBegeHunin o coceanmnx OSPF-MappyTtunsatopax, paboTaroLmx
B Ballen cetn no npotokoay OSPF.

CuHTakcnc
inet show ospf neighbour

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HayeHNA NO YMONYAHUIO

Her.

PeXXnMbl KOMaHAHOro MHTepnpeTaTopa
e [lonb3oBaTensb.
e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> inet show ospf neighbour

Neighbor ID Pri State Dead Time  Address Interface RXmtl Rgstl DBsml
10.1.30.5 1 Full/DR 33.310s 10.0.5.5 eth0:10.0.5.2 0 0 0
hostname>

Mo KoMaHAe BbIBOAUTCA caedytoLias MHGopMaLma Ans KaXA0ro MapLupyTmsaTopa:

e |P-agpec aKTMBHOIO CETEBOTO MHTepdelica, N0 KOTOPOMY AOCTyNeH MapLipyTnsaTop aia obMeHa
MHpopmaumelt no npotokosny OSPF;
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e MOPSAAKOBbIA HOMEP MapLUpPyTM3aTopa, NoA KOTOPLIM OH U3BECTEeH APYrMM MapLupyTh3aTopam npu
pabote no npotokony OSPF;

e TVN MaplpyTn3aTtopa (B NpuBeAeHHOM NpYMepe MapLIpyTU3aTOP-COCeA ABAAETCA Ha3HaUYeHHbIM,
YTO MoKasblBaeT 3HayeHue DR B Mojie State);

® WHTEpBaN NPOCTOs MapLIpPyTMU3aTOpa, MO UCTEYEHUN KOTOPOTrO OH ByAeT cUMTaTbCA HEaKTUBHbIM
(BbIKHOYEHHbIM);

e JApyrve napametpsbi.

inet show routing

KomaHga npegHa3HaueHa Ans NpOCMOTPa COAePXXUMOTo obLuer TabanLbl MapLpyTU3aLmMm Uan CNUCKOB
MapLUpPYTOB OT KOHKPETHOro nctouHuka (Staticc DHCP/PPP, OSPF).

CuHTakcuc

inet show routing {static | dhcp | ospf}

I'Iapalvleprl n Knro4eBble C/10Ba
e static— AN NPOCMOTPa CTaTUYECKUX MapLUpPyTOB;
e dhcp — 419 NPOCMOTPA AMHaMUYECKMX MapLLUpPYTOB, noayyaembix oT DHCP/PPP-cepBepa;

e ospf — A4 NPOCMOTPa ANHaAMUYECKUX MapLIPYTOB nepedaBaeMblX NO MPOTOKONY OSPF.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHNA
[ ] Ecnn napaMeTp He yKasaH, TO BbIBOAUNTCA CMMNCOK CO BCEMU MapI.IprTaMVI.

. MapLLIpyTbI B O4HY U Ty >Xe CeTb, NOJly4eHHbIE OT OAHOIo UCTOYHMKA U C OAVIHaKOBOl‘/‘I MeTpVIKOl‘/’I
(nan aAMVIHI/ICTpaTI/IBHOl‘/‘I ,D,VICTaHLI,I/IeI7I B C/ly4ae CtaTn4yeckux MapI.IprTOB), 0T06pa>|<ar0Tcs=| B BUAe
OA4HOro MapuwpyTta € HECKOJIbKUMU LLNKO3aMU.

[Mpumep ncnonb3oBaHUA

hostname> inet show routing
Codes: K - kernel route, C - connected, S - static, R - RIP,
O - OSPF, I - IS-IS, B - BGP, A - Babel, D - DHCP/PPP,

> - selected route, * - FIB route

D 0.0.0.0/0 [35/23] wvia 10.1.30.5, ethl
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S> 0.0.0.0/0 [10/0] (weight 1) via 10.0.1.4 inactive
(weight 1) wvia 10.0.2.1 inactive
* (weight 1) wvia 10.0.5.2, ethO
S>* 10.0.1.0/24 [10/0] via 10.0.5.2, ethO
S>* 10.0.2.0/24 [10/0] via 10.0.5.2, ethO
0 10.0.5.0/24 [110/10] is directly connected, eth0O, 5d22hl8m
C>* 10.0.5.0/24 is directly connected, ethO
S 10.1.1.1/32 [10/0] (weight 1) wvia 10.2.2.2 inactive
(weight 1) wvia 10.3.3.2 inactive
D>* 10.100.2.0/24 [30/23] (weight 1) wvia 10.1.30.202, ethl

* (weight 1) wvia 10.1.30.202, ethl

hostname>

MosicHeHWs no atpnbyTam, KOTOPble BbIBOAATCA NEpes, CMCKOM MapLUPyTOB, NPUBEAEHbI B JOKYMEHTE
«ViPNet Coordinator HW. Hactpoiika ¢ noMoLLlbto KOMaHAHOMO MHTeprpeTaTopa», B pasaene «[pocmoTp
TabanLbl MapLwpyTU3aLnm».

inet show snmp

KomaHga ncnonb3yetca ana npocmoTpa MHopMaumm o Tekywem coctosHmm SNMP-arenTa, IP-agpece
yAaNeHHOro y3/1a, Ha KOTOpbIA oTnpaBasAtoTca onoBelleHns SNMP Traps, a Takxe 0 3aaHHOM ypOBHe
NMPOTOKO/NMPOBAHWA.

CuHTaKkcuc

inet show snmp

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHAHOro MHTepnpeTaTopa
[Nonb3oBaTtensb.

AfMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs
hostname> inet show snmp
VPN SNMP agent mode is ON.
VPN SNMP agent is RUNNING.
debug-level = info
trapsink = 192.168.0.1

hostname>

inet show snmp community

KomaHga vcnonb3yeTcs Ans NpOCMOTpa CIeAY WX Napoiein:

1 TMaponb ans aBTOpU3aLLMW Ha YAANEHHOM CTaHL MW CETEBOrO MeHeAXMEHTa, 3aJaHHbI C MOMOLLbIO
KOMaHAbl inet snmp community trap (Ha ctp. 123).

2 Tekywwi naponb goctyna k SNMP-napametpam ViPNet Coordinator HW 3agaHHbIN € NOMOLLbIO
KOMaHAbl inet snmp community ro (Ha cTp. 122).

CuHTakcnc
inet show snmp community
ﬂapameprHAKnmquuecnosa

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname> inet show snmp community
community ro = public

community trap = public

hostname>
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inet show usb-modem

KomaHga npesHasHaueHa Aa1a NpocMoTpa caeayrowent MHGopmMaLum:

CraTyc Mogema (HaaeH/He HanaeH).
Mms TekyLiero onepartopa CBA3W.
MNH-kog SIM-kapTbl.

CraTyc noAK/IoYeHns Mogema.

Co3paeTcs M HOBBIA MapLLpPYT MO YMOAYaHWIO, B KOTOPOM MCMOJIb3YeTCA L3, NOSYUEHHbIN Npu
NoAKIOYEHUN Yepe3 MogeM, (NapameTp, 3afaHHbIi KOMaHAOM inet usb-modem set route (Ha cTp.
135)).

Co3paetcs v DNS-cepBep, nonyyeHHbI 0T MOBUABHOrO onepatopa rno npotokoay DHCP npwu
YCTaHOBAEHUMW COeAMHEHWs (MapaMeTp, 3aZaHHbI KoMaHAoM inet usb-modem set dns (Ha cTp. 132)).

MeTpuka 4ns MapLipyTa no YMOJAYaHWo, KOTOpbIA GOpMUpyeTcs Ha OCHoBe MHbOopMaLum Ot
cepBepa onepaTopa cBsA3M no npoTtokoay PPP. Ecan gaHHas MeTpuka SBASETCA METPUKON MO
YMOJIYaHWIO, TO Nnepej ee 3Ha4yeHneM CTouT default.

Nms ceTeBoro nHtepdelica, C NOMOLLbIO KOTOPOro YCTaHOBEHO MOAEMHOE COeAMHEHNE.

CuHTakcuc

inet show usb-modem

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

Nonb3oBartens.

AaMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> inet show usb-modem

3G/4G modem is found.

Cellular provider: MTS

PIN code is not set.
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3G/4G connection is enabled

Use DHCP response information: gateway (yes) DNS(yes)
Route metric: default (70)

Connection interface: ppp0

hostname>

inet show usb-modem providers

KomaHga npegHa3HaueHa Ans NPOCMOTPa Crnvcka UMeH MOBMbHBIX ONepaTopoB, a TakxKe
npesycTaHOBAEHHbIX HAaCTPOeK noakatoueHns K cetam 3G, 4G yepes gaHHbIX OMepaTopoOB U HACTPOEK,
3aZlaHHbIX C MOMOLLBIO KOMaHAbl inet usb-modem set provider (Ha cTp. 135).

CuHTakcuc

inet show usb-modem providers

ﬂapameTpuLAKnmquuecnosa

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

VIMeHa onepaTopoB BLIBOAATCA B CTONOMK B andaBUTHOM NMopsaKe.

[Mpumep ncrnonb3oBaHUA

hostname> inet show usb-modem providers
beeline

megafon

mts

hostname>
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inet show vlan

KomaHga npegHasHaueHa /1 NPOCMOTpa CrncKa CyLLeCTBYHOLLMX BUPTYabHbIX UHTEPdEncoB.

CuHTaKkcmc
inet show vlan

ﬂapaMeTpulAKnmquuecnosa

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> inet show vlan

VLAN interfaces

Id | Name | IP | Parent| Comment
11 | eth2.11 | 172.16.11.2 | eth2 | VLAN11
12 | eth2.12 | 172.16.12.2 | eth2 | VLAN12
13 | eth2.13 | 172.16.13.2 | eth2 | VLAN13
14 | eth2.14 | 172.16.14.2 | eth2 | VLAN14
hostname>

Tabanua co CnUCKOM BMPTyasibHbIX MHTEPPENCOB COAEPXUT CaesytoLime CToN6LbI:
e Id— HOMep BUPTyanbHOW CeTu.
e Name — MMS BUPTyaNbHOro MHTEpdeica.
e 1P — |P-agpec BUpTyanbHoro uHtepdeiica.
® Parent — UMA POAUTENLCKOTO pU3MUECKOro nHTepderica.

e Comment — KOMMEHTapUWi K BUPTyaabHON CeTu.
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inet show wifi

KomaHga npesHasHaueHa A/1s NpocMoTpa NapaMeTpoB paboThbl 1 TeKyLMX HacTpoek aganTtepa Wi-Fi.

CuHTakcuc

inet show wifi

ﬂapaMeTpuannmquuecnosa

No.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA
hostname> inet show wifi

WiFi service is enabled

The WiFi service role is client
ssid=TEST

wpa=2

wpa key mgt=WPA-PSK

wpa passphrase=12345

wpa pairwise=TKIP

hostname>

iInet snmp community ro

KomaHga ncnonb3yetcs ana 3agaHma naponsa goctyna k SNMP-napametpam Bawero ViPNet Coordinator
HW.
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CnHTakcmc
inet snmp community ro <napoJjb>
ﬂapameTput4Knmquuecnosa

<napoJsb> — MOC/AeA0BaTeNbHOCTb, COAep>KaLas ot 6 Ao 18 cumBonOB

3HayeHnsA NO YMONYAHUIO

Mo ymonuaHuo 3ajaH Naposib public.

PeXunMbl KOMaHAHOIO NHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

B naposiax Bbl MOXeETE NCMOb30BaTb CMMBOJIbl 1IaTUHCKOTO aﬂd)aBI/ITa, L|||/1¢pb|, a TakxXe cnegyrouime
cneymanbHble CUMBOJIbL «.», «*», «/», «-», «», « », «?», «=», «@», «8».

Mpumep ncnonb3oBaHMA

YT06bI 3a4aTb NAPOAb Aal234567, BbINOHNTE KOMaHAy.
hostname# inet snmp community ro Aal234567

hostname#

iInet snmp community trap

KomaHga ncnonbsyeTcs Ana 3afaHus napons, UCNoAb3yeMoro npv aBTopusaLmm Ha YAaneHHOW CTaHumum
CEeTEBOro MeHeAXMEHTa, NpuHMMatoLen onosetleHns SNMP Traps.

CuHTaKkcuc

inet snmp community trap <napoJsb>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<naposs> — MOC/E40BaTE/IbHOCTb, COAepXKaLlas ot 6 40 18 cumBonoB

3HayeHuA No YMOAYaHUIO

Mo YMOA4YaHUIO 3a4aH NMapoJb public.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.
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OcobeHHOCTU NCNONb30BaHUA

B napoJiax Bbl MOXeETE NCMONb30BaTb CMMBOJIbl N1aTUHCKOIO ancbaBMTa, Ll,I/ICbpr, a Takxe cnegyrouimne
cneynanbHble CUMBOJbIL «.», «*», «/», K=, &M, «_», «?», «=», «@», «&».

Mpumep ncnonb3oBaHMA

YT06bI 3a4aTb NAPOAb Aal234567, BbINOHNTE KOMaHAY:
hostname# inet snmp community trap Aal234567

hostname#

inet snmp debug-level

KomaHga vcnonb3yetcs ans 3agaHms cobeitnit SNMP-areHTa, KoTopble ByAyT 3anncbiBaTbCs B XYypHan
yCTpaHeHns Henosiagok.

CuHTakcnc
inet snmp debug-level <ypoBeHb meTanM3aLNN>
ﬂapalvleprl M Knro4eBble C/10Ba

<ypoBeHb meTaymszaunmu> — MOXET MPUHUMaTb OAHO 13 CIeAyHoLW X 3HAYEHUN:
e off — MPOTOKO/JIMPOBAHME BbIK/IOYEHO.
e info— MNPOTOKOAMPYETCA TOJIbKO UHPOPMaLMS, Kacatowasca nHnunanmsauymm SNMP-arexTa.
e debug — NpoToKoaMpyeTca cyxebHaa nHopmaLms, ncnosb3yemas nNpu OTNajKe.
e error — MPOTOKOAMPYOTCA OWNOKYM, nocne koTopbix SNMP-areHT MoXeT npogokaTb pabory.

e critical — NPOTOKOJMPYHOTCA KPUTUUECKME OLLIMBKHM, Mocae KoTopbix SNMP-areHT He MoxeT
NPOAOIKNTb PaboTy.

3HayeHuns no YMOAYaHNKO

Mo yMONUaHWIO NCMOAb3YeTCs YPOBEHb info.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpuMep ncnonb3oBaHMA

Y106bI BBIKNHOUNTL NPOTOKOAMpPOBaHMe cobbiTnii SNMP-areHTa, BbINOAHUTE KOMaHAY:
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hostname# inet snmp debug-level off

hostname#

inet snmp mode

KomaHga npegHa3HaueHa Ans BKAOUEHUA nan BoikntouveHns 3anycka SNMP-areHTa npu 3arpyske ViPNet
Coordinator HW.

CuHTakcuc

inet snmp mode {on | off}

[MapameTpbl 1 KJHOYEBbIe CI0Ba
e on — BkJtoueHme 3anycka SNMP-areHTa npu 3arpy3ke ViPNet Coordinator HW.

e off — BbIKNtOYeHMe 3anycka SNMP-areHTa npu 3arpy3ke ViPNet Coordinator HW.

3HaYeHNA NO YMONYAHUIO

Mo ymonuaHuto 3anycka SNMP-areHTa npwm 3arpyske ViPNet Coordinator HW BbikitoueHo (of£).

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

Yrtobbl BKIOUMTL 3anyck SNMP-areHTa npu 3arpyske ViPNet Coordinator HW, BbinonHUTe KOMaHAy:
hostname# inet snmp mode on

VPN SNMP agent enabled and will be started during next boot.

You have to start VPN SNMP agent manually or reboot to have it running.

hostname#

iInet snmp start

KomaHga ncnonb3syetca ans 3anycka BctpoeHHoro SNMP-areHTa.

CuHTaKcuc

inet snmp start
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MapameTpbl 1 KAKOYEBble C/10Ba

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCHOﬂb3OBaHMﬂ
hostname# inet snmp start
Starting VPN SNMP agent: vpn-snmpd.

hostname#

iInet snmp stop

KomaHga ncnonb3yetcs ans 3aseplueHns pabotel BcrpoeHHoro SNMP-areHTa.

CuHTaKcuc

inet snmp stop

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname# inet snmp stop
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Stopping VPN SNMP agent: vpn-snmpd.

hostname#

inet snmp trapsink

KomaHaa ncnonbsyeTcs Ana 3afaHus CeTeBOro y3/1a, Ha KOTopbI ByayT HanpaBAATLCA ONOBELLLEHUA NO
npotokoay SNMP.

CuHTakcuc

inet snmp trapsink {<IP-azmpec> | null}

MapameTpbl 1 KNtOYEBbIe C0OBa
e <JIP-ampec>— IP—a/J,pec YAaNeHHOro ceTeBoOro ysna.

® null — BbIK/IFOYNTb OMOBELLEHNA.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

CeTeBOW y3eJ1, Ha KOTOPbIV ByayT OTNPaBAATbLCSA OornoBelyeHus no npotokoay SNMP, nonxeH 6biTb
poctyneH ana ViPNet Coordinator HW.

[Mpumep ncnonb3oBaHUA

[Ans HanpaBaeHns onoseleHnin no npotokony SNMP Ha y3en c agpecom 192.168.10.10 BbinoaHMTE
KOMaHZay:

hostname# inet snmp trapsink 192.168.10.10

inet ssh

KomaHga vcnonb3yetcs gns yganeHHoro goctyna no SSH k 3agaHHOMy KOMMbloTepy.

CuHTaKkcuc

inet ssh {host <xowmnbioTep> | id <mpmeHTUdMKaTOop>} [user <mosab30BaTesb>] [port <mopT>]

MapamMeTpbl 1 KJKOYEBbIE CIOBA

e <xowmmeirep> — UMA WK IP-agpec yaaneHHOro KoMnbloTepa.
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<umenTtudpuxarop> — UAaeHTUdMKaTop ceteBoro y3na ViPNet B wectHaguatepnyHomM popmare.
Ncnonb3syeTca ana Aoctyna K 3aluuieHHoOMy y3ay.

<noJjib30BaTesyib> — UMA MNOJIb30BaTe 1A yAa1eHHOIo KOMnbroTEpPa.

<nopT> — HOMep MopTa JocTyna.

3HayeHunsa no YMOAYaHNKO

<noJjip30BaTesb> — USer.

<mopT> — 22.

PeXXunMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Mpw BBOAE NaeHTNMKaTOpPa paboTatoT aBTO3amnoHEHWE M NOACKa3Ka, AaHHble 415 MOACKAa3KK
6epyTca n3 cnucka ceasen ViPNet Coordinator HW.

Ha Bpems ycTaHOBNEHWSA COEAVHEHUS C YanieHHbIM KOMMbIOTEPOM HBAOKUPYETCH AOCTYMN K KOHCOJIW.
MakcrmanbHoe BpeMst oxxuaaHns — 90 cekyHA. o ncteueHn 3TOro BpEMEHU yaaneHHbIN
KOMMBbIOTEP CUMTAETCS HEJOCTYMHBIM U COEAVHEHWE Pa3pbiBaeTCs.

B ViPNet Coordinator HW nogaep>xmBaetcs Tonbko koguposka KOI8-R. Mostomy npu
NOAK/OUEHUN K KOMMBIOTEPY, Ha KOTOPOM MCMOAb3YETCA APYras KOAMPOBKA, BO3MOXHbI MPO6aeMbl
npv BBOZE C KJaBUaTypbl M OTOBPaXKEHUN Ha KOHCO/IM CMMBOJIOB HEIATUHCKOTO andasuTa.

[Mpumep ncnonb3oBaHuA

Y106kl nogxntountbcs K y3ay ViPNet c naeHtndmnkatopom 0x270e000a, BbIMOAHUTE KOMaHAY:

hostname# inet ssh id 0x270e000a

inet usb-modem add provider

KomaHp,a ncnonb3yeTca AnAa ,D,O6aBJ'IeHI/IFI HOBOTO onepartopa B CNMMCOK MOBWUIbHbIX OrnepaTtopos.

CuHTakcuc

inet usb-modem add provider <omepaTop>

MapamMeTpbl 1 KJKOYEBbIE CIOBA

<mposaitnep> — MM MOBUIBHOIO onepartopa.

3HayeHuns no YMOAYaHNKO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
Her.
MpuMep ncnoab3oBaHMs

hostname# inet usb-modem add provider tele2

Provider 'tele2' config file (/etc/ppp/peers/tele2) and chat script
(/etc/chatscripts/tele2-chat) created.

The current cellular provider is tele2

inet usb-modem mode

KomaHga npegHa3HaueHa ANs BKAKOUEHUS UAN BbIKNKOUYEHUS Ucnoib3oBaHua 3G-, 4G-Mogema.

CuHTakcuc

inet usb-modem mode {on | off}

MapameTpbl 1 KNtOYEBbIE CN0OBa
® on — BKJ/IOYEHWNE NCMOJIb30BaHNA MOgeMa.

e off — BbIK/IFOYEHWE NCMO/Ib30OBaHNA MO4eMa.

3HaYeHNA NO YMONYAHUIO

Mo ymonyaHuio ncrnonb3oBaHMe MoAema BbIKIHUYEHO (of f).

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

MpW BbIKAKOYEHNN MOZLEM He BYAET MCNOIb30BaTLCA /15 YCTAHOBAEHUSA COEANHEHNS, AadKe eCIN OH
HalaeH.

MNpuMep ncnonb3oBaHMA

Y106bI BKHOUNTL UCNoab3oBaHWe 3G-, 4G-MOAeMa, BbINMOAHUTE KOMaHAY:
hostname# inet usb-modem mode on

3G/4G connection is enabled

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOACTBO MO KOMaHZAHOMY UHTepnpeTatopy | 129



inet usb-modem modify chatscript

KomaHga npegHasHaueHa 414 pefakTMpoBaHua CKpUNTa, ncnosb3yemoro 3G-, 4G-mogemMom ans
YCTaHOBNEHUA COEANHEHWNS C CETbHO.

CuHTakcuc

inet usb-modem modify chatscript

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTM UCMONb30BaAHMSA
e [lo komaHgze ByaeT 3anyLleH TEKCTOBbIN peaakTop CO CKPUMNTOM.

e lI3meHeHMe ckpunTa MOXeT NoTpeboBaTtbea B cayyae, ecam 3G-, 4G-MozeM nMeeT HecTaHAapTHbIe
KOMaHZAbl ynpaB/ieHus, Hanpumep, HeCcTaHAapPTHbIM cnocob 3agaHusa MANH-kogaa.

inet usb-modem modity config

KomaHgza ncnosblyetcs Ans pefaktmpoBaHns KOHGUrypaLmm TekyLwero MobuabHOro onepaTtopa B
TEKCTOBOM pefakTope.

CuHTaKcuc

inet usb-modem modify config

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.
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OcobeHHOCTN NCNOAb30BaHWS
e [lo KOMaHAe ByaeT 3anyLleH TEKCTOBLIN pesakTop ¢ Garaom KoHGMrypaumm TekyLero oneparopa.

e lI3mMeHeHMne KOHOUTypaLny MOXET NOTPEOOBATLCS B C/yYae, eCIv CTaHAAPTHbIE HACTPOKMN He
MO3BOJIAOT YCTAHOBUTb COEAMHEHME C MOBUIbHBIM OMEPaTOPOM.

inet usb-modem reset pin

KomaHga ncnonb3yetcs ans yaanenus NMNH-koaa, 3aiaHHOMO € MOMOLLbIO KOMaHAb! inet usb-modem set
pin (Ha cTp. 134).

CuHTakcuc

inet usb-modem reset pin

I'Iapalvleprl M K1ro4eBble C/I0Ba

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

I'Ipl/nvlep MCNoJZ1b30BaHWMA
hostname# inet usb-modem reset pin

PIN code was reset

inet usb-modem set connection address

KomaHga npeaHa3sHayeHa AN 3ajaHns cepBepa, UCMOb3yeMOTO ANA COEANHEHNS C CETbIO TEKYLLIEro
MOGUABHOTO oneparopa.

CuHTaKkcuc

inet usb-modem set connection address {<IP-ampec> | <DNS-umMa>}
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[MapameTpbl 1 KJKOYEBble C/I0Ba
e <Ip-ampec>— IP-agpec cepsepa.
e  <DNS-umsa>— DNS-umsa cepsepa.

3HaquMﬂru)yM0nanmm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

Yrtobbl 3aaaTb cepBep ¢ IP-agpecom 192.168.1.1, uepe3 KOTOPbIVi MOXHO COEANHATLCS C CETHHO TEKYLLETO
MOBUABHOTO OMepaTopa, BbINOJHUTE KOMaHAY:

hostname# inet usb-modem set connection address 192.168.1.1

Provider 'tele2' set connection address to 192.168.1.1

inet usb-modem set dns

KomaHaa npegHa3HaueHa Ans paspelleHmns uamv 3anperta Ha obpalueHne k DNS-cepsepy, nHpopmaums o
KOTOPOM MocTynaeTt oT MobuabHOro onepaTtopa no npotokosy DHCP npu yctaHOBAEHWUW COeANHEHNS.

CuHTaKkcuc

inet usb-modem set dns {on | off}

MNapameTpbl 1 KNtOUYEeBble CNOBa
e on — pa3pelleHo obpaleHme kK DNS-cepsepy.

e off — 3anpeweHo obpalteHne Kk DNS-cepBepy.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto paspelleHo obpatyeHne k DNS-cepsepy (on).

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

YTobbl 3anpeTnTb obpatteHne k DNS-cepBepy onepatopa CBA3W, BbINOAHUTE KOMaHAY:
hostname# inet usb-modem set dns off

inet usb-modem set dns off

inet usb-modem set password

KoMaHga vcrnosib3yeTcs 415 3a4aHmna Napos noib30BaTess, MCNoib3yeMOoro npu ayTeHTMdUKaLmm Bo
BPeMs 3BOHKa Mo TesiepOHHOMY HOMEpY TEKYLLEero onepaTopa CBA3w.

CuHTaKcuc

inet usb-modem set password <mapoJsb>

I'Iapalvleprl 1 Knro4eBble C/10Ba

<napoJjib> — MapoJib NOJib30BaTENA.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA
hostname# inet usb-modem set password RAal23456

Provider 'tele2' set new password

inet usb-modem set phone

KomaHga vncnonb3yetcs ans 3agaHmsa TenedoHHOro HoMepa TekyLero MobuabHOro onepaTopa,
HeobxoaMMOro nNpw nogkatoveHunn yepes 3G-, 4G-mogem.
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CuvHTaKkcuc

inet usb-modem set phone <tenedon>

MapameTpbl 1 KNtOYEBbIe COBa

<resedon> — TeNEOHHbIN HOMeEp.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA
hostname# inet usb-modem set phone *99***1#

Provider 'tele2' set phone to *99*x**14#

inet usb-modem set pin

KomaHga vcnonbsyetcs ana 3aganua MNH-koaa, ¢ nomoubto kotoporo ViPNet Coordinator HW
noay4yaet goctyn k SIM-kapTe onepaTtopa cBs3u.

CuHTaKcuc

inet usb-modem set pin <IMH-xom>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<mH-xom> — MNNH-koa.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTepnpeTaTopa

AfMUHNCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs
hostname# inet usb-modem set pin 1234

PIN code was set

inet usb-modem set provider

KomaHga vncnonb3lyetcs Ans 3ajaHus TekyLwero MobuabHOro onepatopa npv NoAkatoueHmnmn yepes 3G-,
4G-MoeMm.

CuHTakcnc
inet usb-modem set provider <omepaTop>
I'Iapalvleprl M KJ1rHo4eBble C/10Ba

<omepaTop> — VMM$ ornepatopa cBA3u. MOXHO yKka3aTb OA4HO 13 CEAYHOWMNX 3HAUEHWUIA: beeline,
megafon, mts, skylink. Tak)Ke MOXHO yKa3aTb UMs APYroro nposangepa, 406aBAeHHOrO K CrINCKY
npoBaliAepoB C MOMOLbI KOMaHabl inet usb-modem add provider (Ha cTp. 128).

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU UCMONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

YT0bbI B KauecTse TekyLllero onepartopa CeA3n Bbl6paTb Meraq>0H, BbINOJNHUTE KOMaHAY:
hostname# inet usb-modem set provider megafon

Cellular provider is set to megafon

inet usb-modem set route

Mpwn nepBoM noakntoueHun mogema k cetn 3G-, 4G-mogem nonyyaer ot MobUNLHOro onepaTopa ajgpec
LUNt03a, Yepes KOTOpbIM NpejaaraeTcs BbiMOAHATL coegnHeHne. KomaHaa npejHasHayeHa o
BKJIKOUEHNA NN BbIKNHOUYEHNA aBTOMAaTU4YECKOTro AO6aBﬂeHI/IF| MapLwpyTa No yMOoa4aH1, B KOTOPOM B
KayecTBe LUAH03a NCMO/b3YeTCa AaHHbIV LAO3.
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CuvHTaKkcuc

inet usb-modem set route {on | off}

MapameTpbl 1 KNtOYEBbIe COBa
® on — BKJIOYEHWME NCMONB30BaHNA NOJYYEeHHOTO ajpeca LWko3a.

e off — BbIK/NHOYEHNE NCMOJIb30BaHNA NMOJYYEHHOro ajpeca LWako3a.

3HayeHnsA NO YMONYAHUIO

Mo ymonuaHuio NpuMeHeHne MapLupyTa BKAKUYEHO (on).

PeXXrMbl KOMaHAHOrO MHTepnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

YTO6bI BbIK/IHOUNTD npuMmeHeHne MapwpyTa no ymMoJa4aHMKO, BbIMOJHUTE KOMaHA4Y:

hostname# inet usb-modem set route off

inet usb-modem set route-metric

KomaHga ncnonblyetcs Ans 3agaHua METPUKK (CM. TNoccapuid, cTp. 243) MapLIpyTy MO yMOAYaHULO,
KOTOpbI popmMUupyeTcs Ha ocHoBe IP-agpeca Wako3a MO YMOAYaHWIO, MONYUYEHHOrO OT cepBepa
npoBangepa no npotokony PPP (cm. rnoccapuis, ctp. 241).

CuHTakcuc

inet usb-modem set route-metric {<1-255> | none}

MNapameTpbl 1 KJKOYEBbIE CIOBA
o <1-255> — 3HayeHne MEeTpPUKN.

® none — YJaNAET METPUKY.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.
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OCobeHHOCTM NCNONb30BaAHMUA
e 3ajaHune METPUKM BO3MOXHO TONbKO NMPU CAeAYyHoWMX YCIOBUAX:
o BkatoueHo ncnosnbzoBanue 3G-, 4G-mogema (cm. «inet usb-modem mode» Ha cTp. 129).

o Pa3spelueHo NpuMeHeHVe MapLLpyTa MO YMOJUYaHWIO OT CepBepa NpoBargepa npu
noakatoueHmmn yepes 3G-, 4G-mozem (cM. «inet usb-modem set route» Ha cTp. 135).

o [lpv yaaneHum MeTpmkn ByaeT NCnonb3oBaTbCs METPMKa No yMmonyaHumio (cMm. «inet dhep client
route-default-metric» Ha cTp. 56).

Mpumep ncnonb3oBaHMA

UYtobbl AN MapLupyToB, dopMUpyemMblx B npoLecce paboTbl yepes USB-mMoaeM, HazHauuTb MeTpuky 100,
BbIMOJIHUTE KOMaHAY:

hostname# inet usb-modem set route-metric 100

Route metric for USB modem is set to 100

L‘|T06bl YAaNNTb METPUKY, BbIMONHNTE KOMaHAY:
hostname# inet usb-modem set route-metric none

Route metric for USB modem is unset

inet usb-modem set user

KomaHga ncnonb3yetcs 415 3afaHns IMEHW NONb30BaTeNsA ANA ayTeHTUDUKALLMN MPU 3BOHKE MO
TenepOHHOMY HOMEPY TeKyLLEero MobuabHOro onepaTtopa.

CuHTakcuc

inet usb-modem set user <umsa>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<mMma> — UMA NOJSIb30BaTeNA.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

l‘|TO6I::I 3a4aTb UMA NONb30BaTeNA Ivanov, BbINOJIHNTE KOMaHAY:
hostname# inet usb-modem set user Ivanov

Provider 'tele2' set username to "Ivanov"

inet vlan comment add

KomaHga vcnonbsyetcs ans jobaBieHNs KOMMEHTapus K BUPTYyasbHOW CETU C 3aZaHHbIM HOMEPOM.

CuHTakcuc

inet vlan <zHomep> comment add <xOMMeHTapPMK>

I'Iapalvleprl M KJKo4eBble C/10Ba
e <nomep> — HOMEP BMPTYalbHON CETW.

e <xommMeHTapmit> — KOMMeHTapuii. KoMMeHTapuii, cogepallmii npobenbl, JONXKeH ObiTb yKasaH B
ABOWMHbIX KaBblUYKaXx.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpumep ncnonb3oBaHMA

YTt0b6bI f06aBUTL KOMMeHTapuit «This is VLAN number 10» k BupTyanbHoM cet ¢ Homepom 10,
BbIMOJHUTE KOMaHAy:

hostname# inet vlan 10 comment add "This is VLAN number 10"

inet vlan comment delete

KomaHp,a MCNOoNb3yeTCa ANAa yaaneHna KOMMeHTapua K BI/IpTy3}'IbHOI7I ceTn C 3ajaHHbIM HOMEPOM.

CuHTaKcuc

inet vlan <HomMmep> comment delete
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MapameTpbl 1 KAKOYEBble C/10Ba

<HOMep> — HOMEP BUPTYaNbHOW CeTU.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMuUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

Y7066l YA2AUTE KOMMEHTaPWUI K BUPTYyanbHOM ceT ¢ HoMepoMm 10, BbIMOJHUTE KOMaHAY:

hostname# inet vlan 10 comment delete

inet wifi access-point channel

KomaHga npeaHasHaueHa aas 3agaHuns Homepa kaHana Wi-Fi npu pabote ViPNet Coordinator HW B
pexxvMe TOUKM AoCTyna.

CuHTakcuc

inet wifi access-point channel <uHomep>

MapameTpbl 1 KNtOYEBbIe CNOBa

<nomep> — HoMep KaHana Wi-Fi. MoxHo ykasaTb uncno un3 guanasoHa 1-11.

3HayeHuns no YMOAYaHNKO

Mo YMONYaHWIO 3ajaH KaHan 1.

PeXXnMbl KOMaHAHOIoO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpuMep ncnonb3oBaHMA

Yto6bl 3agaTb HOMep KaHana 10, BbINOAHUTE KOMaHAY:
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hostname# inet wifi access-point channel 10

inet wifi access-point hwmode

KomaHga npeaHasHaueHa ans 3agaHus ctaHgapTa cetn Wi-Fi npu pabote ViPNet Coordinator HW B
pexXunme TOUKMU JOCTyna.

CuHTakcuc

inet wifi access-point hwmode {b | g}

I'IapaMeprl M KJrKo4eBble C/10Ba
e b — ctaHgapt IEEE 802.11b.

e g— craHaaprt IEEE 802.11g.

3HaYeHNA NO YMONYAHUIO

Mo ymonuanuio 3agaH ctaHgapt cetw IEEE 802.11g.

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

Yrtobbl 3aaaTb cTaHAapT ceTun |[EEE 802.11b, BbinoNHWUTE KOMaHAY:
hostname# inet wifi access-point hwmode b

Configured successfully.

inet wifi access-point show

KomaHga npesHasHaueHa A1 NpoCMOTpa Cnmcka noakatoueHHbix kameHToB Wi-Fi k ViPNet Coordinator
HW, npwu ero paboTe B pexxvme TOUKM AOCTyra.

CuvHTaKkcuc

inet wifi access-point show

MapamMeTpbl 1 KJKOYEBbIE CIOBA

Her.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXunMbl KOMaHAHOTO NHTepnpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

Mo KoMaHAe BbIBOAUTCS CMINCOK NOAKAOUEHHbIX kKaveHToB Wi-Fi, ana kaxgoro knmeHta — MAC-agpec 1
YPOBEHb CUrHana.

hostname# inet wifi access-point show

client: 38:aa:3c:bf:86:5a
signal: -37 dBm
signal avg: -36 dBm

inet wifl authentication

KomaHaa MCNoJib3yeTca B Caegyrwmnx cay4yanx:

e AnA yKasaHwsa Tvna 3awmtel cetn Wi-Fi n napametpos goctyna k Held, ecimn ViPNet Coordinator HW
BbICTyMnaeT B poaun kaveHta Wi-Fi;

e A/1d 3agaHnsa Tina 3awmTel cetn Wi-Fi 1 napametpos goctyna k Hel, ecam ViPNet Coordinator HW
BbICTyMnaeT B poaun Touku goctyna Wi-Fi.
CuHTakcnc

inet wifi {client | access-point} authentication {open | wpa-psk | wpa2-psk}

MNapameTpbl 1 KNtOUEBbIe CNOBa
e client — ViPNet Coordinator HW BbicTynaet B posau kaveHta Wi-Fi.
e access-point — ViPNet Coordinator HW BbicTynaet B poaun toukm goctyna Wi-Fi.
e wpa-psk — 3awWuTa c nomoubto WPA-PSK.
e wpa2-psk — 3awmTa c nomowsto WPA2-PSK.

® open — COeAMHEHWNE He 3allnLLeHO.

3HayeHuns no YMOAYaHNKO

Her.
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PeXXnMbl KOMaHAHOrO NHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

o [lpwv yKazaHUM TUNa 3aLlLnUTbl wpa-psk UK wpa2-psk NO 3anpocy HeobxoanmMo byaeT BBECTU UMS
cetn (SSID) n naponab goctyna K ceTw.

e [lpu yKkazaHuu TMNa 3aLmTbl open MO 3aNpocy HeobxoanMo byaeT BBECTU TONbKO MMs ceTn (SSID).

Mpumep ncnonb3oBaHMA

Ecamn ViPNet Coordinator HW gonxeH nogkatovatbes k cett Wi-Fi WLAN 1 ¢ 3aLUMTON cOeaUHEHUN
WPA2-PSK 1 gns goctyna Kk 3Tor cetv Tpebyetcs ayTeHTMdMKaLMs C MCNOb30BaHMEM Napoas
2212345678, BbINOJHUTE KOMaHAY:

hostname# inet wifi client authentication wpa2-psk
WiFi SSID: WLAN 1
WiFi password: Aal2345678

WiFi client has been configured successfully

YTobbl 3aaaTb NapameTpbl ToukM goctyna Wi-Fi B WLAN 1 ¢ 3awuTol coegmHennii WPA-PSK ans
noaKAroUeHUs K KoTopon knneHTtoB Wi-Fi ayTeHTndumkauma He TpebyeTcs, BbINOJHUTE KOMaHAY:

hostname# inet wifi access-point authentication open
WiFi SSID: HW WLAN 1

WiFi access point has been configured successfully

inet wifi mode

KOMaHAa MCNoNb3yeTca ANA BKIKYEHNA NN BbIKNTHOYEHUA 6eCI'IpOBOAHOFO ceTeBoro MHTep¢e|7|ca Wi-Fi.

CuHTaKcuc

inet wifi mode {on | off}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA
e on — BKJIOYEHUE NHTepdelica.

e off — BbIKNIOYEHME NHTepdeica.

3HaquMﬂfK)yMOﬂHaHMm

Mo ymonuaHuto ceteBon nHtepdenc Wi-Fi BoikitoueH (off).
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTM UCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

YTobbI BKIOUNTL ceTeBON nHTepdelic Wi-Fi, BbinonHUTe KOMaHAy:
hostname# inet wifi mode on
WiFi service has been enabled

WiFi service has been started

inet wifl role

KomaHga vncnonb3yetcs ans yctaHoBku pexkuma pabotbl ViPNet Coordinator HW B cetn Wi-Fi.

CuHTakcuc

inet wifi role {access-point | client}

I'IapaMeprl n Knro4eBble C/10Ba
® access-point — pexXuM Toukm goctyna Wi-Fi.

e client — pexum kaneHTta Wi-Fi.

3HayeHuns no YMOAYaHNKO

access-point.

PeXunMbl KOMaHZAHOTO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpuMep ncnonb3oBaHMA

Y106kl nepekntounts ViPNet Coordinator HW B pexxum kaveHTta Wi-Fi, BbINOsHWUTE KOMaHAy:
hostname# inet wifi role client

The WiFi service role has been set to client
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inet wifi scan

KomaHga npesHasHaudeHa aas npocmoTpa JocTynHbIx cetert Wi-Fi.

CuHTakcuc

inet wifi scan

ﬂapameTputnKnmquuecnosa

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA
hostname> inet wifi scan
Scanning...

bssid / frequency / signal level / flags / ssid

10:bf:48:e7:11:£8 2437 =50 [WPA2-PSK-CCMP] [WPS] [ESS] ASUS
00:3A:99:AA:25:30 2412 -60 [WPA2-EAP-CCMP] [ESS] Infotecs
hostname>
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KomaHab! rpynnbl iplir

KomaHabl rpynnbl iplir NpeAHa3HaveHbl AN HAaCTPOMKM NapaMeTpoB PaboThl B 3aLLMLLLEHHON ceTu
ViPNet (cMm. rnoccapuit, cTp. 245), a Takxke 411 HacTpolikn napametpos GyHKLun L20verlP (cm.
rnoccapui, ctp. 240).

iplir config

KomaHga ncnosnb3yetcs 411 pejakTupoBaHus OAHOTO 13 GpaiioB KoHGUrypauum: ocHoBHoro daria
KoHdurypauum, Ganna KoHbUrypaumm 3asaHHoro nHtepderica uam rpynnbl nHTepdelicos, danna c
HaCTPOIMKOW AOCTyna K annaety yAaaeHHOro ynpasaeHus SGA.

CuHTakcuc

iplir config {<mHTepoderic> | <rpynna muHTepdercor> | sga}

I'Iapalvleprl M Knro4eBble C/I0Ba

e <ynrepdeitc> — UMSA CTaTMUECKOTO MHTepderica (CM. rnoccapui, cTp. 245), ans koToporo TpebyeTcs

peaakTupoBaTtb Gain KoHOUrypaumn.

e <rpynna unrepdeitcos> — UM IPynnbl AMHAMUYECKUX NHTEPDENCOB (CM. F1occapui, cTp. 242),
ANA KOTOpoW TpebyeTcs peaakTMpoBaTth Gpain KoHGUrypawmm:

o ppp — rpynna nHTepdericoB Ana NOAKOUEHNNA K MOBUIBHON CETU Uepe3 BCTPOEHHBIA MOAEM;

o wifi— rpynna uHTtepdeiicos aAns noakntoueHus K becnposogHon cetn Wi-Fi.

* sga — pejakTMpoBaHue dalisa C HaCTPOWKON AocTyna K annieTy SGA.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e ECiv B KOMaHAe He yKka3aH napameTp, TO byaeT 3anyLeH TEKCTOBbLIW peAakTop C OCHOBHbIM danaom

KOHUrypaumm iplir.conf.

e Eciv B kOMaHge ykasaH nHTepdeic uin rpynna nHtepdeicos, To byaeT 3anyLueH TeKCTOBbIN
pegakTop ¢ dbannom KoHdUrypauum storo nHtepderica v rpynnbl MHTEPGENCoB iplir.conf-

<uHTepdeyc miaM TpyNnna MHTepOelcoB>.
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e Ecaun B KOMaHAe yKa3aHo KAtoUeBOe C/0BO sga, TO OyAeT 3anyLleH TeKCTOBbIN pesakTop ¢ Gpannom
KOHUrypaumm sga.conf.

o [lepes pepaktnpoBaHuemM dpaina iplir.conf Wi Ganna iplir.conf-<unrepdeitc mam Tpynna
unTepodeitcos> TpebyeTcs 3aBepwmTb PaboTy AeMoHa iplircfg (cM. «iplir stop» Ha cTp. 175).

o [lepep pepaktmpoBaHveM daina sga.conf TpebyeTcs 3aBeplunTb PaboTy AEMOHOB iplircfg (CM.
«iplir stop» Ha cTp. 175), mftpd (cM. «mftp stop» Ha cTp. 198), failoverd (cM. «failover stop» Ha
cTp. 37).

[Mprmep ncnonb3oBaHuA

Yto6bl oTpegakTnpoBath dann KoHdurypaumm nHtepderica eth0, BbINOSHMTE KOMaHAY:

hostname# iplir config ethO

iplir info

KomaHga npegHasHayeHa 4ns npocMoTpa MHGOPMaLIMM O CBOEM Y3/1e U KOJANYECTBE TYHHENbHbIX
COeAMHEHWI, a TakXe /1A MPOCMOTpPa CTaTUCTUKN GuibTpaumm IP-nakeToB no 3agaHHOMY MHTepdelicy
nAn rpynne nHTepdemncos.

CuHTakcuc

iplir info {<uHTepoderic> | <rpynna muHTepdercos>}

I'Iapalvleprl M Knro4eBble C/10Ba

e <uuTepderic> — UMSA CTaTUUECKOrO UHTepdeiica (CM. rnoccapuid, cTp. 245), ans kotToporo TpebyeTcs
NPOCMOTPETb CTAaTUCTUKY dUabTpaLmm IP-nakeToB.

e <rpynna unrepdeitcos> — UMs IPYnnbl AMHAMUYECKMX NHTEPdENCOB (CM. F1occapui, cTp. 242),
AN1A KOTOPOW TpebyeTcs MPOCMOTPEeTb CTaTUCTUKY duabTpaumm IP-nakeTos:

o ppp — rpynna nHTepdericoB Ana NOAKIOUEHNNA K MOBUIBHON CETU Uepe3 BCTPOEHHBIA MOAEM;

o wifi— rpynna uHTtepdeiicos aAns noakntoueHus K becnposogHon cetn Wi-Fi.

3HayeHNA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTesnb.

e AamMuHucTpaTop.
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OCobeHHOCTM NCNONb30BaAHMUA

e Ecan B kOMaHZe He ykasaH napametp, TO BbiIBOAUTCA MHbopMauma ob y3ne (MMa y3na, nma cety,
Bepcus yctaHoBeHHOTo [0, akTUBHbIE ceTeBble MHTEPdENChI U Apyrne napamMeTpbl), KOANUECTBe
TYHHEJ/IbHbIX COeANHEHUI U cTaTUCTMKa dunbTpaumm IP-nakeToB no BceM nHTepdericam.

e ECiv B KOMaHAe ykasaH MHTepdeNc, TO BbIBOAUTCA TONbKO cTaTuCTMKa GuabTpaumm IP-nakeToB no
3TOMY UHTepdency.

e Ecnun B kOMaHZe ykazaHa rpynna nHTepdeincoB, To BbIBOAUTCA CTaTUCTUKa GuabTpaumm IP-nakeTos
Mo BCEM aKTUBHbIM UHTepdeicaM, BXOAALLMM B 3Ty rpynny.

e [1ns BbINOJHEHNS KOMaHZbl TpebyeTcs, uTobbl Hbi1 3anyLeH gemoH iplircfg.

Mpumep ncnonb3oBaHMA

Ana npocMoTpa CTaTUCTKK No nHTepdeicy ethO BbINOAHUTE KOMaHAY:

hostname> iplir info ethO

Interface: ethO

Category Received Sent

Non-encrypted packets passed: 0 0
Non-encrypted packets dropped: 0 0
Non-encrypted bytes passed: 0 0
Non-encrypted bytes dropped: 0 0
Encrypted packets passed: 0 0
Encrypted packets dropped: 0 0
Encrypted bytes passed: 0 0
Encrypted bytes dropped: 0 0
Non-encrypted broadcast packets passed: 0 0
Non-encrypted broadcast packets dropped: 2 0
Non-encrypted broadcast bytes passed: 0 0
Non-encrypted broadcast bytes dropped: 271 0
Encrypted broadcast packets passed: 0 2
Encrypted broadcast packets dropped: 0 0
Encrypted broadcast bytes passed: 0 271
Encrypted broadcast bytes dropped: 0 0

hostname>

VHbopMauma o konnvecTBe TYHHENbHbIX COEANHEHWNI BbIBOANTCA B ciegyroliem dopmare:

Tunnels statistics: License <mmMueH3MOHHOe>, Current <rTekymee>, Peak <MakcuMajibHOE> -
<maTa>

rae:

*  <JmmeHsyuoHHOE> — MaKCUManbHOE KOJNNMYECTBO TYHHENbHbIX COAMHEH WA, pa3peLleHHOoe ANA POK,
KoTopas Ha3HaueHa y3ny ViPNet Coordinator HW.
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& <rekymee> — TeKyLlee KOJIMHYECTBO TYHHEJIbHbIX COE,CI‘I/IHEHI/II‘/’I.

® <MakcuMasbHOe> — MaKCUMMaibHO 3aperncTpupoBaHHOE KOJINYECTBO TYHHENbHbIX COEAMHEHUN C
MOMeHTa NOCAeAHErO CTapTa ApaviBepa CETEBOM 3aLUUThI.

e <mara>— JaTa U BpeMs NOCNeAHEro cTapTa ApanBepa CeTeBOM 3aLunThbl.

iplir option get

KomaHga npegHa3HaueHa AN NPOCMOTPa TeKyLLLero COCTOAHNA WK 3Ha4YeHNa O4HOro 13 NnapamMeTpoB
MeXCeTeBOro 3kpaHa (CM. rnoccapui, cTp. 243).

CuHTakcuc

iplir option get <mapametTp>

I'Iapalvleprl M Knro4eBble C/10Ba

<mapameTp> — WUMSA NapamMeTpa MexXceTeBoro skpaHa. MoXHO ykasaTb OAVH 13 CefyoLWwmnx napameTpos:
e antispoofing — COCTOAHUE OYHKUUWN aHTUCTYdMHTa (CM. ToCccapuii, cTp. 242);

e block-fragmented-packets — COCTOSIHME GYHKLMM BroKMpoBaHWA GparMeHTMpoBaHHbIX IP-
nakeToBs, NepejaBaeMbiX NO BCEM CETEBbIM MHTep¢e|7|caM;

® pass-unknown-vipnet-packets — COCTOAHMNE C])yHKLI.I/II/I O6pa60TKI/I 3alWnLeHHbIxX IP-nakeTos and
Hen3BeCTHbIX Y3/10B ViPNet B cooTBeTCTBUM C npasuniamu OTKprTOI71 ceTty;

® Dblock-other-protocols — COCTOAHUNE q)yHKLI,I/IVI 6nOKVIpOBaHI/|FI IP-nakeToB, nepejgaBaemMbix No
BCeM npotokonam, kpome IP, ARP n RARP;

® cleanup-interval — BPEMSA, NO UCTEYEHUN KOTOPOro NpPoOn3BOANTCA yaaneHne COGAI/IHeHI/IVI C
NCTEKLWLNM BPEMEHEM XU3HW;

e connection-ttl-ip — BPEMS XM3HU COEAMHEHNI MO npoTokoay IP;

e connection-ttl-tcp — BPEMS XWU3HU COeAnHEHUI no npoTtokony TCP;

e connection-ttl-udp — BPeMS XWU3HW coeanHeHul no npotokoay UDP;

e dynamic-ports — JAMana3oH NOPTOB, UCMONb3YEMbIX AN AMHAMUYECKON TpaHcaaumm IP-agpecos;
e dynamic-timeouts — COCTOSIHME GYHKLUWN AMHAMUYECKMX TaliM-ayTOB COeAMHEHWUI;

® max-connections — MakKCUMaJibHO€ KOANYECTBO NapaiieslbHO YCTaHOBJIEHHbIX COGAI/IHGHI/IIZ.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro MHTepnpeTaTopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

Ana npocMoTpa cocToAHUA GyHKLUN B6aoKMpoBaHUaA IP-nakeToB BbIMOJHUTE KOMaHAY:
hostname> iplir option get block-other-protocols

Option: Block-other-protocols State: On

hostname>

iplir option set antispoofing
KomaHgza ncnosb3yetcs AN BKAKOUEHUS WM BbIKAOYEHUsA aHTUCydUHTa (CM. rnoccapui, cTp. 242).

CuHTaKkcuc

iplir option set antispoofing {on | off}

MapameTpbl 1 KNtOYEBble C0OBa
° on — BKJIFOUeHne aHTI/ICﬂyq)I/IHFa.

e off — BbIK/IFOYEHNE aHTI/ICI'Iyq)I/IHFa.

3HaYeHNA NO YMONYAHUIO

Mo ymonyaHuto aHTUCNYDUHT BbIKAFOYEH (of £).

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

ﬂ'flﬂ BKAKOYEHUA aHTVICI'IyCI)VIHFa BbIMOJIHUTE KOMaHAY:

hostname# iplir option set antispoofing on

iplir option set block-fragmented-packets

KomaHga ncnosb3yeTcs 418 BKIOUYEHWS AW BbIKTOUYEHWS BIOKMPOBaHWA BXOAALLIMX
¢bparMeHTMpPOBaHHBbIX IP-NakeToB, KOTOPbIE MPVHUMAOTCA MO BCEM CETEBbIM MHTEpPdEercam.
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CuvHTaKkcuc

iplir option set block-fragmented-packets {on | off}

MNapameTpbl 1 KJKOYEBbIE C/IOBA

o on — BKJIFOUEeHNe 6ﬂOKMpOBaHI/IF|.

° off — BbIKJIKOUEHUE 6ﬂOKMpOBaHI/IF|.
3HayeHnsA NO YMONYAHUIO

Mo ymonuaHuto 610KMpOBaHME BbIKAHOUEHO (of £).

PeXXrMbl KOMaHAHOrO MHTepnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

,ﬂ,flﬂ BKAKOYEHUA 6n0K|/|posava BbIMOJIHNTE KOMaHAYy:

hostname# iplir option set block-fragmented-packets on

iplir option set block-other-protocols

KomaHga vcnonb3lyeTcs Ans BKAKOUYEHUS UAW BbIKNtOUeHWA 610KMpoBaHus |P-nakeToB, KOTopble
nepeaaroTca No Npotokonam, otTanyHbsiMm oT IP, ARP nan RARP.

CuHTakcuc

iplir option set block-other-protocols {on | off}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA
° on — BKJIlOUeHUe 6J'IOKI/|pOBaHVIF|.

e off — BbIK/IFOYEHNE 6J'IOKI/IpOBaHVIF|.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto 610KMpoBaHME BbIKIHOUEHO (of £).

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.
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OcobeHHOCTU UCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

ﬂ'}'lﬂ BKJIKOUEHNA 6J'IOKI/1pOBaHI/I$| BbINOJAHUTE KOMaHAY:

hostname# iplir option set block-other-protocols on

iplir option set cleanup-interval

KomaHp,a MCNoJib3yeTca ANA 3ajaHnNAa BPEMEHN, MO NCTeYeHNn KOTOpPOoro 6yAyT YAanATbCA yCTapeswine
coeanHeHud (C ncrekwnm Tal;IM-ayTOM).

CuHTakKcuc

iplir option set cleanup-interval <3HaueHme>

MapameTpbl 1 KNtOYEBble CNOBa

<3HaueHue> — BPEMA B AECATbIX JONAX CEKYHAbI.

3HayeHNA NO YMONYAHUIO

20 pecATbIX AoNent CEKYHAbI.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

UTobbl ycTapeBLUNE COEANHEHS YAANAANCL MO uctedeHnn 10 gecatbix foner cekyHabl (1 cekyHabl),
BbIMONHUTE KOMaHAy:

hostname# iplir option set cleanup-interval 10

iplir option set connection-ttl-ip

KomaHp,a NCnoJib3yeTca ANnAa 3ajaHnNAa BpeMEHU XXN3HU COeaUHEHUA NO NMPOTOKOANY IP npn OoTCyTCTBUN
AdKTUBHOCTWN B HEM.
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CuvHTaKkcuc

iplir option set connection-ttl-ip <3HaueHMe>

MapameTpbl 1 KNtOYEBbIe COBa

<3HaueHre> — BPEMA XU3HWN B CEKYHAaX.

3HayeHnsA NO YMONYAHUIO

300 cekyHa,.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

YT1o6bl 334aTb BPEMS XM3HW COeAMHEHWI NO NpoTokoy IP paBHbiM 150 cekyHA, BbINOAHUTE KOMaHAY:

hostname# iplir option set connection-ttl-ip 150

iplir option set connection-ttl-tcp

KomaHga ncnonb3yeTcs Ans 3aZaHus BPEMEHM XW3HU coeuHeHns no npotokony TCP npu oTcyTcTBMm
aKTUBHOCTU B HEM.

CuHTakcuc

iplir option set connection-ttl-tcp <3HaueHue>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<3HaueHue> — BpPeMA B CEKYHAaX.

3HayeHuns no YMOAYaHNKO

1800 cekyHga,

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Her.
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MNpumep ncrnosib3oBaHUs

YTobbl 3aAaTb BPEMS XMU3HW coeguHeHniA no npotokoay TCP paBHbIM 1500 cekyHa, BbIMOAHNTE KOMaHAY:

hostname# iplir option set connection-ttl-tcp 1500

iplir option set connection-ttl-udp

KomaHp,a MCNoJib3yeTca ANnAa 3ajaHnAa BpeMEHU XXN3HU CoOeAUHEHUA NO NPOTOKOANY uUDP npn OTCYyTCTBUN
AdKTUBHOCTWN B HEM.

CuHTakcuc

iplir option set connection-ttl-udp <3HaueHMe>

MapameTpbl 1 KNtOYEBbIe CN0OBa

<3HaueHme> — BPeMA B CEKYHAaX.

3HaYeHNA NO YMONYAHUIO

300 cekyHa.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

YTt06bl 334aTb BpeMs XM3HW coeanHeHuli no npotokoay UDP paBHbiM 150 cekyHA, BbIMOAHWUTE KOMaHAY:

hostname# iplir option set connection-ttl-udp 150

iplir option set dynamic-ports

KomaHaa ncnonbsyeTca AnA 3afaHns juanasoHa NopToB, NCMOAb3YeMbIX ANA AUHAMUYECKOW TpaHCAaLmum
IP-appecos.

CuHTaKkcuc

iplir option set dynamic-ports <mopTl>-<mopT2>

MapamMeTpbl 1 KJKOYEBbIE CIOBA

e <mopTl>— Ha4aJio AMana3oHa.
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e <moptT2>— KOHeL, gnana3oHa.

3HayeHnsA NO YMONYAHUIO

1025-65535.

PeXXvMbl KOMaHAHOroO MHTepnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

Y106kl 3aaaTb AnanasoH noptos 32800-64000, BbINOAHWTE KOMaHAY:

hostname# iplir option set dynamic-ports 32800-64000

iplir option set dynamic-timeouts

KomaHza ncnonb3yeTcs A1 BKAKUEHWS WM BbIKJIHOYEHWS PEXMMA AVMHAMUUECKMX TalM-ayToB
COEeIHEHUA.

Pexxum guHammnueckux TariM-ayToB UCMO/Ib3yeTca Ans npoTueogenctena daya-atakam. Korga
KOJNMYECTBO COAMHEHWUI AOCTUTaeT onpeseNeHHOro npoLieHTa oT MakcuMyMa, TaiM-ayTbl BCEX
COEMHEHWNI YMEHbBLLAKOTCA Ha ONpeAeNeHHy BeMUKHY. 3Ta BeNnymHa TemM 60blue, YeM 6mxe Yncno
COeAMHEHUI K MaKCUMyMy. [pun 3TOM TaliM-ayTbl HE YMEHbLLIAKTCA HUXKE ONpeAeNeHHOro MUHUMYMa.
Korga KonmuyectBoO coeMHeEHWI YMEHbLUIAETCA 0 ONpeAeseHHOro NPOoLEeHTa OT MakCMMasibHOrO,
3HauYeHMA TalM-ayTOB BOCCTAHaBAMBAKOTCA JO MCXOAHOM BENNYMNHBI.

CuHTaKcuc

iplir option set dynamic-timeouts {on | off}

MapameTpbl 1 KNtOYEBbIe COBa
° on — BKJ/IOUEHWE peXunmMa.

e off — BbIKNHOUYEHNE pEXMMA.

3HayeHua No YMOAYaHUIO

Mo yMOAYaHMNIO PEXUM AUHAMUYECKUX TalM-ayTOB BbIKAOUEH (of £).

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOp.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

YTob6bl BKIHOUUTD pexumMm anHaMm4yeckmnx Tal‘/‘IM-ayTOB COEAVIHeHI/II;I, BbINMOAHUTE KOMaHA4y:

hostname# iplir option set dynamic-timeouts on

iplir option set max-connections

KomaHga vncnonb3lyeTcs Ans 3ajaHusa MakCMManbHOIO KONMYeCTBa NapaaieNbHO YCTaHOB/IEHHbIX
COeANHEHN.

CunHTakcnc
iplir option set max-connections <xoJmuecTBO>

MapameTpbl 1 KNtOYEBbIe COBa

<xoIMuecTBO> — KOJIMUYECTBO COEANHEHUN.

3HayeHNA NO YMONYAHUIO

3HayeHVe MO YMOYaHWIO, a TakKe MaKCMMabHO BO3MOXHOE 3Ha4YeHve napameTpa 3aBucaT ot
ncnonb3yemoi annapatHon naatdopmbl ViPNet Coordinator HW.

Tabsuya 3. 3HavyeHUa napamempa max-connections 018 pasHelx anNApamHsix NaamMgopm
ViPNet Coordinator HW

AnnapatHas naatdopma O6bem 3HayeHwue no MakcumanbHoe
ViPNet Coordinator HW onepaTMBHOWM yMOAYaHUIo 3HaueHue
namaTu
HW50 N1, N2, N3, N4 1,8 M6ant 150000 150000
HW100 X1, X2 1 T6ant 150000 150000
HW100 X3, X8, N1, N2, N3 2 T6awnt 150000 150000
HW1000 Q2, Q3, Q4, Q5, Q6 2 I'6ant 800000 1000000
HW2000 Q2, Q4 4 T6ant 2500000 3000000
HW2000 Q3 8 Méawnt 6000000 6500000
HW5000 QT 8 réant 6000000 6500000
HW VA 1 r6ant 150000 150000
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

YT106bI YyCTaHOBUTL MaKCUMabHOE KOJANYECTBO OAHOBPEMEHHbIX coeanHeHni paBHbim 200000,
BbIMNOJHUTE KOMaHAy:

hostname# iplir option set max-connections 200000

KomaHza ncnonb3yeTcs Ana NpoBepKn COeAnHeHUs € 3afaHHbIM ceTeBbIM y310M ViPNet.

CuHTaKCmc

iplir ping <uneHTHdMKaTOP>

[MapameTpbl 1 KJHOYEBble CI0Ba

<umenTMdUKaTOp> — LIECTHaALATEPUUHbIN naeHTndnkatop ceteBoro y3na ViPNet, coeanHeHwne ¢
KOTOpPbIM HEOHXOAMMO NPOBEPUTD.

3HaYeHNA NO YMONYAHUIO

Her.

PexxnMmbl KOMaHAHOIO MHTEpnpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BBOAE MaeHTUdMKaTOpa paboTatoT aBTO3anoHEeHWE U MOACKa3Ka, JaHHble A8 MOACKa3KM
6epyTca n3 cnucka ceaselt ViPNet Coordinator HW ¢ gpyrumu yanamu.

e [lns BbINOJNHEHNS KOMaHZAbl TpebyeTcs, uTobbl Hbi1 3anyLeH geMoH iplircfg.

MNpuMep ncnonb3oBaHMA

Onsa nposepkn cBsszn ViPNet Coordinator HW ¢ yanom, kotopbin nmeet ngeHtndunkatop 0x15ea000d,
BbINOJIHATE KOMaHAy:

hostname> iplir ping 0x15ea000d
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iplir set cipher-mode
KomaHga ncnonb3yerca Ana yCTaHOBKM pexxnma windpoBaHus.

CuHTakcuc

iplir set cipher-mode {gost-ctr | gost-cfb}

I'IapaMeprl n Karo4yeBble C/10Ba
e gost-ctr — pexum rammmposaHuns GOST-CTR (Counter mode).

e gost-cfb — pPeXMM rammmpoBaHusa ¢ obpaTtHol ceasbto GOST-CFB (Cipher Feedback mode).

3HaueHuns no YMOAYaHNKO

Mo ymonuanuio ncrnonssyetca pexxum rammumposaHma GOST-CTR (gost-ctr).

PeXXnMbl KOMaHAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [locsie cMeHbl pexkumMa LWndpoBaHnsa TpebyeTcs nepesarpy3nTb KOMMbloTep. Ecv npu BeINOSHEHNM
KOMaHZbl Bbl OTKaXKeTeCb OT Mepe3arpy3ku, HOBbIN PeXuM LWNGPOBaHWS He ByeT yCTaHOBEH.

e [lpun pabote ViPNet Coordinator HW B pexxume knactepa ropsayero pesepBnpoBaHms (CMm.
rnoccapuii, cTp. 243) yctaHaBAUBaTb PEXMM LIMPOBaHUA TPebyeTCsA He TOAbKO Ha aKTUBHOM, HO U
Ha MaccvMBOM cepBepe KiacTepa, Tak Kak AaHHas HacTpolika He MOXeT nepeAaBaTbCs C akTUBHOMO
cepBepa Ha NacCVBHBIV B XO4e pe3epBUPOBaHWS.

MNpumep ncnonb3oBaHMA

[nsa yctaHoBku pexxunma wnpposaHua GOST-CFB BbinosHuTe KOMaHAy:

hostname# iplir set cipher-mode gost-cfb

The GOST-CFB mode is set. It 1s necessary to reboot system to changes become
effective.

Would you like to reboot now? [y/n]: y

iplir set [2overip interface

KomaHga vcnonb3yetcs ans 3agaHusa paboyero uHtepdeica B Hactporikax dyHkumm L20verlP (cm.
rnoccapui, ctp. 240).

CuHTaKkcuc

iplir set 1l2overip interface <uHTepdenc>
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MapameTpbl 1 KAKOYEBble C/10Ba

<uHTepdemc> — UMA VIHTequeI?ICB, K KOTOPOMY NMOAKNHOYEH JIOKaIbHbIA CETMEHT CETH.

3HaYeHNsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO NHTEpnpeTaropa
ApMuUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BBOZE MHTEpPOENiCa paboTatoT aBTO3aNoJHEHWNE U NMOACKA3Ka, AaHHble A/ NMoACcKaskn 6epyTcs
n3 cnucka cylwectsytownx Ethernet-uHtepdeicos.

e B kauecTBe napamMeTpa MOXHO yKa3aTb GU3NYECKUd Uan BUPTyanbHblin Ethernet-nHtepdeiic.

Mpumep ncnonb3oBaHMA

YTobbl B KauecTBe pabouero nHtepdelica ana dyHkumm L20verlP 3agaTb BUPTYyanbHbIN MHTepdeiic
eth0.2, BbINOAHWTE KOMaHAY:

hostname# iplir set 1l2overip interface eth0.2

iplir set I2overip local-port

KomaHga ncnonblyetcs ans gobasieHns NapameTpoB N0OKaJbHOFO CErMeHTa CETU B HAaCTPOMKN QYHKLMM
L2OverlP.

CuHTaKcuc

iplir set l2overip local-port <mopr> <IP-ampec>

[MapameTpbl 1 KIHOYEBbIe CI0BA
e <nopT>— HOMep noprta. [lonyctumble 3Hayenmna: 1-31.

e <IP-ampec>— IP-agpec BHewHero nHtepdeiica ViPNet Coordinator HW.

3HayeHuns no YMOAYaHNKO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

B kauectBe IP—ap,peca MO>HO YyKa3aTb TOJ1IbKO cTaTMyeckui ajpec.
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MNpumep ncrnosib3oBaHUs

YT0obbI f06aBUTL B HacTpolikn GyHKUmmn L20verlP nokanbHbIN cerMeHT cetn ¢ HoMepoMm nopta 1 u
agpecom 172.16.1.1, BbINOAHUTE KOMaHAY:

hostname# iplir set 1l2overip local-port 1 172.16.1.1

iplir set [2overip mac-ttl

KomaHga vncnonb3yetcs ans 3agaHus BpemeHm xu3Hn MAC-agpeca B Tabanue MAC-agpecos
BMPTYyaJbHOrO KOMMYTaTOpa Npu OTCYyTCTBMM Tpadurka, MOCTyNaroLLero ot 3Toro ajgpeca.

CuHTakcuc

iplir set l2overip mac-ttl <Bpewma>

MapameTpbl 1 KNtOUYEBbIe C0OBa

<Bpemsa> — BpeMA B cekyHaax. [Jonyctnmble 3HaueHma: 60-86400.

3HaYeHNA NO YMONYAHUIO

Mo ymonuanuto yctaHosaeHo Bpems 300 cekyHA.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

UTtobbl 3a4aTh BpeEMS XM3HW agpeca B Tabavue MAC-agpecoB BUPTyasabHOro KoMMyTatop 10 MUHYT,
BbIMONHUTE KOMaHAy:

hostname# iplir set 1l2overip mac-ttl 600

iplir set [2overip mode

KomaHga ncnosb3yetcs 41 BKIOUYEHWS AW BbIKIOUYeHN GyHKuum L20verlP.

CuHTaKkcuc

iplir set l2overip mode {switch | none}
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[MapameTpbl 1 KJKOYEBble C/I0Ba
e switch — BkAOUUTbL dyHKUMIo L2O0verlP.

e none — BbIKJOYNTb QyHKLMIO L20verlP.

3HaueHunsa no YMOAYaHNIO

Mo ymonuaHuto ¢pyHkums L20verlP BbikntoyeHa (none).

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMuUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

HeB03MOXHO BKAOUMTL GyHKUMIO L2OverlP B criegyrowwmx caydasx:

e ViPNet Coordinator HW BxoauT B COCTaB kiactepa ropsiyero pesepBnMpoBaHns N B MOMEHT
BbIMOJ/IHEHNSA KOMaH/Abl HAXOAMTCA B MAaCCMBHOM PEXMME.

e 3ajaHbl He BCe NapaMeTpbl, HEOBXOAUMBIE A/ PaboTbl GYHKLMMN.

[Mpumep ncnonb3oBaHuA

Ona skrouennsa ¢yHkuymm L20Over|P BeiNnosHWTE KOMaHAY:

hostname# iplir set l2overip mode switch

iplir set I2overip remote-port

KomaHga vcnonbsyeTcs Ans jobaBneHMs NapaMeTpoB yAaleHHOTO cerMeHTa cetu B HacTpoiku L20verlP.

CuHTakcuc

iplir set l2overip remote-port <moprt> <IP-anmpec>

MapameTpbl 1 KNtOYEBble COBa
® <nopT>— HOMEpP NopTa yAaneHHOro cermeHTa.

e <IP-ampec>— aKTyanbHbli IP-agpec Bugmnmoctu ViPNet Coordinator HW, k koTopoMy nogkntoueH
YyAANEHHbIN CErMEHT CeTu (peanbHbli AW BUPTYanbHbIl agpec yaaneHHoro ViPNet Coordinator
HW).

3HayeHua No YMOAYaHUIO

Her.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOP.
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OcobeHHOCTU NCNONb30BaHUA
e YKasaHHbI HOMep yAaNeHHOro nopTa A0/XeEH ObITb OTAMYEH OT HOMEpa 0KaAbHOro nopTa.

e MoxHo f06aBuTh He H6osee 31 yaaseHHOro NopTa, Tak Kak YMCI0 O6bEANHAEMbIX CETMEHTOB CETU
He MOXeT bbiTb 6obLle 32.

e  MOXHO yKazaTb HOMep NopTa, KOTOPbIA y>e 6bln fobaBseH. B atom ciyyae byaet obHoBAEH IP-
aApec yAaneHHOro cerMeHTa.

Mpumep ncnonb3oBaHMA

YT0obbI f06aBUTL B HacTpolikn GyHKLun L20ver|P yaaneHHbI cerMeHT ceT ¢ HOMepoM nopTa 2 u
agpecom 172.16.2.2, BbINOAHUTE KOMaHAY:

hostname# iplir set l2overip remote-port 2 172.16.2.2

iplir set [2overip remote-port delete

KomaHga vcnonb3yetca ana yaaneHma nopra € 3afaHHbIM HOMEPOM M3 HacTpoek ¢yHkummn L20verlP.

CuHTakcuc

iplir set l2overip remote-port <mopr> delete

I'Iapalvleprl M Knro4eBble C/10Ba

<nopT>— HOMEP yaandaemMoro nopta.

3HayeHuns no YMOAYaHWIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

UT06bI YA@AMTb N3 HAacTpoeK GyHKLUMM L20verlP nopT ¢ HOMepOM 2, BbIMOJIHUTE KOMaHAY:

hostname# iplir set l2overip remote-port 2 delete
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iplir set [2overip unsolicited-frames

KomaHga ncnonbsyetcs ana 3agaHus pexunma obpaboTkm ogHoaspecHbix Ethernet-kagpos ¢
Heun3BecTHbIM MAC-agpecom nosy4yatens Npu o6beANHEHNN CErMEHTOB CETU C MOMOLLH QYHKLMNK
L2OverlP.

CuHTakcuc

iplir set l2overip unsolicited-frames {drop | broadcast | smart-broadcast}

I'IapaMeprl M KJrKo4eBble C/10Ba
e drop — BaokmpoBaTb.
e Dbroadcast — obpabaTbiBaTb Kak MHOroaApecHble C PacCblIKON Ha HECKOJIbKO MOPTOB:

o  Kajpbl, MPUHATbIE OT JIOKa/IbHOIO NOPTa, NepechbliaTe Ha BCe yAasleHHble MOPTbl U Ha MOPT C
Homepowm O;

o KaApr, I'IpI/IHﬂTbIe oT yp,aneHHoro I'IOpTa, ﬂeperIﬂaTb Ha ﬂOKaanbII\/'I I'IOpT N Ha I'IOpT C HOMepOM
0;

o Kaapbl, NPUHATbIE OT NopTa ¢ HoMepoMm 0, mepeckbinatb Ha BCe yAaNeHHble MOPTbl U Ha
NOKaNbHBbIA NOPT.

e smart-broadcast — aHaJIOTMYHO PEXUMY broadcast, HO 6e3 06paboTkn KaapoB OT NopTa C
HoMepom 0. B aTom pexume Kagpbl, MpUHATbIE OT NopTa ¢ Homepom 0, BNOKUpPYHOTCS.

3HayeHNA NO YMONYAHUIO

Mo YMOYAHUIO YCTAHOBAEH PEXUM drop.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpumep ncnonb3oBaHMA

Yrto6bl B HacTpoiikax ¢dyHKUmm L20OverlP 3agath pexnm o6paboTkm broadcast, BbINOJHUTE KOMaHAY:

hostname# iplir set l2overip unsolicited-frames broadcast

iplir set thread-count

KomaHga ncnonb3yeTcs Ans yCcTaHOBKM KOIMYeCTBa NOTOKOB B Apansepe drviplir.
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CnHTakcmc
iplir set thread-count <kosjmuecTBO>
I'lapalvleprl M Knro4eBble C/10Ba

<xoymuecTBO> — KOJIMYECTBO MNOTOKOB B Apansepe drviplir.

3HayeHnsA NO YMONYAHUIO

Mo ymonyaHuo Yncao NOTOKOB B ApaliBepe paBHoO 1.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

e BO3MOXHbIV fMana3oH 3HaYeHUn — oT 1 0 KoNnYecTBa IOrMyeckmx NpoLEeccopoB B cucteme. Ecam
3HauYeHWe napameTpa BbIXOAUT 3a rPaHuLbl YKa3aHHOIo JOMYCTUMOrO Anana3oHa, TO YnCio
NMOTOKOB YCTaHaB/IMBaeTCA paBHbIM b6avxkarLel rpaHuue (1 nam yncay npoLLeccopos).

e Ecin napameTp He SIBASIETCA HaTypasibHbIM UMCIOM, TO NMOSBASETCH CO0bLeHMe 06 OLImnbKe.

e [locne BbIMOAHEHMSA KOMaHAbl Ha KOHCOJIb BbIBOAUTCA VIHq)OpMaLI,VIﬂ o q)aKTI/I‘-IeCKVI YCTaHOBJIEHHOM
Yymcne NoToKOB.

[Mpumep ncnonb3oBaHuA

[Ans yctaHoBkM 3 NOTOKOB B ApaliBepe drviplir BbINOAHWUTE KOMaHAY:

hostname# iplir set thread-count 3

iplir show adapters

KomaHza npesHasHaueHa A1 NPOCMOTPa BCEX aKTUMBHbIX CTAaTUUECKUX (CM. rnoccapui, cTp. 245) n
AnHammnyeckux ceteBbix MHTepdencos ViPNet Coordinator HW (cm. rnoccapui, ctp. 242). Mpwu
NPOCMOTPE A/ KaxA0ro nHTepderica B CNUcke ykasaH napamMeTp allowtraffic, KOTOPbIA MNOKa3bIBaET,
paspeLleHo nam 3ab1oKMpoBaHO NpoxoxaeHus IP-Tpaduka vepes nHTepdeiic.

CuHTakcuc

iplir show adapters

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaueHuns no YMOAYaHNKO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTopa
e [lonb3oBatensb.

e AgmuHucTparop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

s npocMoTpa Cnncka akKTUBHBIX CETEBbLIX MHTEPHENCOB BbIMOAHUTE KOMaHAY:

hostname> iplir show adapters

Active interface Allowtraffic
ethO on
ethl on
eth?2 off
eth3 on
ppp0 from ppp on

iplir show adapters groups

KomaHga npegHa3HaueHa 415 NPOCMOTPaA TObKO aKTUBHbIX AMHAMUUYECKMX CETEBbIX MHTepdencoB
ViPNet Coordinator HW (cm. rnoccapuid, ctp. 242).

CuHTakcuc

iplir show adapters groups

MapameTpbl 1 KNtOUYEBble Cl0Ba

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXxnMmbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.
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OcobeHHOCTU NCNONb30BaHUA

Mo KoMaHAe BbIBOAUTCS CMINCOK aKTUBHbIX AMHAMUUYECKUX MHTEPHENCOB U UMS FPYMMbl, K KOTOPOW OHM
npuHaanexar (ppp WAN wifi).

[Mpumep ncnonb3osaHuA

s npocMoTpa Cnncka akKTUBHBIX CETEBbLIX MHTEPHENCOB BbIMOAHUTE KOMaHAY:

hostname> iplir show adapters groups

Interface group: Active interfaces
Ppp jigell
hostname>

iplir show authentication-type

KomaHga npesgHa3HaueHa Ans NpocMoTpa 3ajaHHoro cnocoba ayteHTudumkaumm nonb3osatens ViPNet
Coordinator HW.

CuHTakcnc
iplir show authentication-type
I'Iapalvleprl M KJrKo4YeBble C/10Ba

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

[ns npocmoTpa cnocoba ayTeHTUdUKaLMW BbINOAHUTE KOMaHAY:
hostname# iplir show authentication-type
Current logon mode: with a password

hostname#
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iplir show cipher-mode

KomaHga npegHasHaueHa A4 npocMoTtpa nHbopmaumm o Tekywem pexuvme wndbpoBaHus.

CuHTakcuc

iplir show cipher-mode

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> iplir show cipher-mode
GOST - CTR: Counter Mode

hostname>

iplir show config

KomaHza npegHasHaueHa 4i1s NPOCMOTPa O4HOro 13 dannos KoHdUrypaLum: oCHOBHOro daina
kKoHbUrypauwmm, danna koHdUrypauum 3agaHHoro nHTepdenca nam Gaina c HaCTPOMKON focTyna K
annnaety yaaneHHoro ynpasneHuns SGA.

CuHTaKcuc

iplir show config {<uurepderic> | <rpynna uHTepdericoB> | sga}

MapameTpbl 1 KNtOYEBble COBa

® <unTepdeiic> — UMSA CTAaTUUECKOro MHTepdeinca (cMm. rnoccapui, cTp. 245), dann KoHPUrypaumm
KOTOPOro TpebyeTcs NPOCMOTPETb.

e <rpymnna uHTepdeticos> — WMA FPYNMbl AMHAMUUYECKNX MHTEPDENCOB (CM. rnoccapui, CTp. 242),
dainn koHdUrypaLmm KoTopon TpebyeTca MPOCMOTPETh:
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o ppp — rpynna nHtepdencoB ans NOAKAOUEHMS K MOBUIbHOW CETU Yepe3 BCTPOEHHbIM MOAEM;
o wifi — rpynna nHtepdencos ana nogkntoueHus k becnposogHor cetn Wi-Fi.

e sga — nNpocMoTp daina c HacTponkou goctyna K annaety SGA.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBatensb.

e AgmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA
[ ] Echm B KOMaHAe He yKa3aH napaMeTp, TO BbIBOANTCA OCHOBHOI;I q>a|7|n KOHCI)VIpraLI,I/IVI iplir.conf.

e Ecnun B kKOMaHge ykazaH nHTepdeinc nam rpynna nHTepdeincos, To BeIBOAMTCA Gaiin KOHPUrypawumm
3TOro MHTep¢eMca MnMprﬂﬂbIMHTep¢eﬁCOB iplir.conf-<uHTepderic mnm rpynmra

nHTepbercoB>.
e Ecam B kOMaHZe yka3aHO K1toUeBOe C/I0BO sga, TO BbIBOAUTCA Gain KOHOUrypaumm sga. conf.

e [lnsA 3aBepLueHns npocmoTpa darna KoHPUrypauum ncnonb3yetcs knasmia Q.

Mpumep ncnonb3oBaHMA

YT106bI NPOCMOTPETL OCHOBHON dalin KOHPUrypaLn, BbINOAHUTE KOMaHAY:

hostname> iplir show config
[id]

id= 0x15ea000b

name= Coordinator 2

ip= 10.0.14.101

hostname>

iplir show firewall status

KomaHga npesHasHaueHa 415 NpoCcMOTpa CTaTUCTUKU PaboTbl MEXCETEBOro KpaHa.

CuHTaKcuc

iplir show firewall status

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.
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3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

Monb3oBartens.

ApMUHUCTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> iplir show firewall status

Max connections 150000

Dynamicport minimum 10000

Dynamicport maximum 32000
TCP SYN timeout 10
Connection ttl TCP 1800
Connection ttl UDP 300
ICMP timeout 10

Dynamic timeouts 0
Connection ttl IP 300

Total connections count 3960
Public connections count 283
VPN connections count 3677
hostname>

Mo koMaHAe BbIBOAWTCA Ciejytollas MHpopMaLus:

Max connections — MakCMMaJibHOE KONMYECTBO OAHOBPEMEHHbIX COEANHEHWN (CM. «iplir option
set max-connections» Ha cTp. 155).

Dynamicport minimum — HUXHAA rpaHuLUa AnMana3oHa NOPTOB, UCMNOAb3yEMbIX ANA ,D,I/IHaMI/I‘-IeCKOIz
TpaHOAUMM agpecos.

Dynamicport maximum — BEPXHAA rpaHMLa AnarnasoHa NOPTOB, MCNOJIb3yeMbIX ANA ,D,VIHaMVI‘-IeCKOVI
TpaHOAUMM agpecos.

lpaHWLbl AMana3oHa NOpPTOB ANS AMHAMUYECKOW TPaHCAALUM ajpecoB 3a4atoTCs C MOMOLLbHO
KoMaHgbl iplir option set dynamic-ports (Ha ctp. 153).

TCP SYN timeout — TaMayT ycTtaHoBaeHua TCP-coeanHeHWs B ceKyHAaX.
Connection ttl TCP — TauWmayT paspbiBa TCP-coesnHeHns B cekyHAax.
Connection ttl UDP — Bpems Xun3Hn UDP-coeanHeHus.

ICMP timeout — BpeMs xusHu ICMP-coeanHeHus.

Dynamic timeouts — COCTOAHME ANHAMWNUYECKON KOPPEKTUPOBKN TalM-ayTOB COEAMHEHWI: 1 —
KOpPEeKTMpPOBKa BK/IKOUEHa, 0 — KOPPEKTMPOBKA BblkatoueHa (cM. «iplir option set dynamic-
timeouts» Ha cTp. 154).
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e Connection ttl IP— BpPeMs XM3HWN COEJMHEHNA AN NPOTOKONOB, OTANYHbIX oT TCP, UDP, ICMP.

® Total connections count — TeKyllee KOJNYECTBO OTKPbITbIX U 3alLUMLLEHHbBIX Coep,VIHeHVIVI no
BCEM MPOTOKONAAM.

e Public connections count — TeKyllee KONMYECTBO OTKPbITbIX (He3awmndpoBaHHbIX) COeANHEHWI
no BCEM MPOTOKONAM.

® VPN connections count — TeKyullee KONNYECTBO 3alMLLEHHbIX (3aLIJI/I¢pOBaHHbIX) COGAI/IHEHI/II‘/’I no
BCEM MPOTOKO/1IaM.

iplir show key-info

KomaHgza ncnonb3lyetcs Ans nonyyeHuns nHGopmaumm o karoyax, ycraHosseHHbix Ha ViPNet Coordinator
HW. MNpeaoctaBnsetca nHopmauma O CresyroLmx Karoyax:

e MepCoHaNbHbIN KUY Nob30oBaTens (CM. rnoccapum, ctp. 244);
e pe3epBHbIK Habop nepcoHanbHbIX katoven (PHIK) (cm. rnoccapui, ctp. 244);

e  KJIHOUM y3na (CM. Fhoccapuid, cTp. 243).

CuHTakcmc
iplir show key-info
ﬂapameprl M Knro4eBble C/10Ba

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHNA

MonyueHve nHbopMaLMM O KroUax MOXET TpeboBaTbCs B CIEAYHOLLMUX CIyYasiX:

o Agmunuctpatopy ViPNet Coordinator HW — uTto6bl y6eauTbcs B Hanvuum nam otcyTctemm daina
PHIK Ha y3ne.

o CoTpyaHVKaM TexHn4eckoro conpoeoxgeHna «MIHpoTeKC» — and BbIACHEHNA NPUYNH
BO3HMKHOBeHMA Npobnem c kntoueson cuctemort ViPNet Coordinator HW (Hanpumep, nocne
06HOBNEHNA CMPaBOUYHWNKOB U KAKOYEN).

MNpuMep ncnonb3oBaHMA

hostname# iplir show key-info
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Current personal key info: //VinbopMaums O MNepCoHAaJIbHOM
KJIOYe

User ID: 0x16310029
Key variant: 0
Master key date: 2014-06-23 13:44:57 MSK
Master key number: 1
Key update date: 2015-05-25 15:40:24 MSK
Spare key set info: //Vudopmaumsa o PHIIK
User ID: 0x16310029
Key variants: from 0 to 19
Master key date: 2014-06-23 13:44:57 MSK
Lck key info: //ViHbopMaumsa O KJOYax y3Ja
User ID: 0x16310029
Master key date: 2014-06-23 13:44:57 MSK
Current defense key info:
AP ID: 0x1631002a
Current defense key variant: O
Master defense key date: 2014-06-23 13:44:57 MSK
Master defense key number: 1
Current defense key update date: 2015-05-25 15:40:24 MSK
Cck key info:
Ap ID: AP ID: 0x1631002a
Master cck key date: 2014-06-23 13:44:57 MSK

hostname#

iplir show keys-upgrade-log

KomaHga npesHasHaueHa /19 NPOCMOTPa XXypHasa, B KOTOPOM COAEPXUTCA MHDOPMaLLMs O MPUHATBIX
OBOHOBJ/IEHUAX CNPaBOYHUKOB M KNKOUEN (CM. raoccapuin, cTp. 245).

CuHTaKcuc

iplir show keys-upgrade-log

MapameTpbl 1 KJHOYEBbIE CIOBA

Her.

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOACTBO MO KOMaHZAHOMY uHTepnpetatopy | 170



3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXunMbl KOMaHZAHOTO MHTepnpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

hostname# iplir show keys-upgrade-log
19/05/2016 16:37:34.896 Starting upgrade process
19/05/2016 16:37:34.896 try find /opt/vipnet/ccc/ap*.dtm

hostname#

iplir show [2overip

KomaHga npeaHasHaueHa A4 NpoCMOTpa TeKyLero COCTOAHNA uan Hactpoek dyHkumm L20verlP.

CuHTakcuc

iplir show l2overip <onumsa>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<onumua> — MapaMeTp KoOMaHabl, KOTOprIz MOXeT NpnHMMaTb O4HO 13 CedyroLnx 3HAYEHUN:

clone-fabric-stats — NPOCMOTP CTATUCTUKN «q)a6p|/||<|/| KJOHOB», KOTOpPaA BbIMOAHAET
o6pa60TKy wnpokoBeLwaTtenbHOro 1 MHoroagpecHoro Tpaq)I/IKa. MHq)OpMaLI,VIFI npegHasHadyeHa ana
TeCTUpOBaHMA 1N N10Kanmsaynm oLwmnboK.

config — NPOCMOTP TeKyLwmx HacTpoek GyHkumm L20verlP.
mac-address-table — nNpocMoTp Tabanubl MAC-agpecos, ncnonbsyemon dyHkumeri L20OverlP.

mac-hash-stats — MNPOCMOTP CTATUCTUKM X3LW-Tabanubl MAC-agpecoBs, NCNob3yeMon dyHKLUMen
L20verlP. lhdopMmaLuma npegHasHayeHa ANs TeCTUPOBAHNA 1 A0KaaM3aumm owmnbok.

port-table — NPOCMOTP TabauLbl NOPTOB, UCMOAb3yeMon PyHkLmen L20verlP.

status — MPOCMOTP TEKYLLEro COCTOAHMS PyHKLUMM L20verlP: switch — BKAKOYEHA, none —
BbIK/OYEHa.

virtual-switch-stats — NPOCMOTP CTaTUCTUKM No obpaboTke Ethernet-kagpoB dyHkuUmen
L20verlP: obuiee konnyectBo 06paboTaHHbIX 1 3a6J0KMPOBaHHbIX KaapOB, a TakxXe KOJANYECTBO
0bpaboTaHHbIX 1 3a610KMPOBaHHbIX OAHOAAPECHbIX KaApPOB € Hem3dBecTHbIM MAC-aspecom
noayuarens.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

Huxe npvBeseH NpuMep BbINOJHEHWSA KOMaH/bl C MapaMeTpoM config:

hostname> iplir show l2overip config
mode = switch

mac_ttl = 300

device = ethO

local port = 12, 172.16.12.123
remote port = 13, 172.16.12.124
unsolicited-frames = drop

hostname>

iplir show tcptunnel-info

KomaHgza npegHa3HaueHa ans npocMoTpa Hactpoek TCP-TyHHens (cM. rnoccapuid, cTp. 241) Ha ViPNet
Coordinator HW.

CuHTaKcuc

iplir show tcptunnel-info

MapameTpbl 1 KNtOUYEBbIE C0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXxnMbl KOMaHAHOTO NHTEpNpeTaTopa
e [lonb3oBaTenb.

e AamMuHucTpaTop.
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OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCﬂOﬂb3OBaHMﬂ

hostname# iplir show tcptunnel-info
TCP-tunnel server is running

TCP port: 80

Max TCP-tunnels: 100

Current TCP-tunnels: 0

hostname#

B pe3ynbTaTe BbINONHEHMA KOMaHAbl ByAeT BbiBeAeHa cregytoLtas MHGopmMaLms:
e  BK/HOYEH uau BbikNtoueH TCP-TyHHeNb;
e HOMep nopTa ansa Bxogawmx TCP-coeanHeHuis;

e BO3MOXHOe Koandectso TCP-coegnHeHni;

Mpumeuanume. ViPNet Coordinator HW Tekyluieli Bepcum MOXeT nogaepxmeatb He bonee 100
coeanHeHnin uepes TCP-TyHHeb.

e KoauyectBo Tekywmx TCP-coeagnHeHn.

iplir show thread-count

KomaHga ncnonb3yeTcs A48 NpocMoTpa KonmyecTBa NOTOKOB B Apavisepe drviplir.

CuHTaKkcuc

iplir show thread-count

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaquMﬂfK)yMOﬂHaHMm

Her.

PeXXnmMbl KOMaHAHOro MHTepnpeTaTopa
e [lonb3oBaTenb.

e AgmMuHUCTpaTop.
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OcobeHHOCTU NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

Ana npocmoTpa KomyecTBa NoTOKOB B ApaiviBepe drviplir BEINOAHUTE KOMaHAY:
hostname> iplir show thread-count
3

hostname>

iplir start

KomaHga vncnonb3yeTcs Ans 3anycka ynpasastoLero gemoHa iplircfg.

CuHTakcuc

iplir start

ﬂapaMeTpuLAKnmquuecnosa

Her.

3HayeHus no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> iplir start

Loading Kernel Interface driver
Loading Iplir Watchdog driver
Loading IpLir Crypto driver
Loading IpLir driver

Loading IPCLS driver

Loading IpLir

hostname>
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KomaHga vcnosb3yeTcs Ans 3aBeplueHns paboTsl ynpasastolero geMoHa iplircfg.

CuHTakcuc

iplir stop
I'Iapalvleprl M KJrKo4eBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> iplir stop
Shutting down IpLir

hostname>

iplir view
KomaHga npesHasHaueHa A8 NpocMoTpa XXypHana perucrpauun IP-naketos.

CuHTakcuc
iplir view
[MapameTpbl 1 KJKOYEBble C/I0Ba

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxrMbl KOMaHAHOroO NHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU UCMONb30BaHUA

e [locne BBOAa KOMaHAbl OyZeT 3anyLleHa nporpaMmmMa npocMoTpa ¢ AmMyasumen rpadmuyeckoro
nHTepderica, Ha 3KpaHe NOABUTCA OKHO A5 3aZaHWs NapameTpoB nowcka B XXypHase IP-nakeTos.
Mocne BBOZA NapamMeTPOB M MOMCKA HY>XKHbIX 3aMncen NOsSBUTCA OKHO C pe3y/IbTaTOM MouncKa.

e [lns BbINONHEHMS KOMaHAbl TpebyeTcs, uTobbl Obln 3anyLeH agemMoH iplircfg.
e [lpu paborte ViPNet Coordinator HW B pexume knactepa ropsiuero pe3epBupoBaHus (Cm.
rnoccapui, ctp. 243) Ha NaccMBHOM cepBepe KiacTepa Heslb3s MPOCMOTPETh XypHan IP-nakeTos.
MNprmep ncnosib3oBaHUA

hostname# iplir view

Set search parameters

25.03.2016 11:47:21 26.03.2016 14:47:21

65535

All

All

All

fAll IP packets

PucyHok 1. 3adaHue napamempoeg noucka 3anuceli 8 XypHasie pecucmpayuu IP-nakemos
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KomaHAb! rpynnbl machine

KomaHZabl rpynnbl machine NpeAHa3HayeHbl A5 BbIKNOUYEHMWS U Nepe3arpy3kn KOMMboTePa, YCTaHOBKU
MMEHWN KOMMbIOTEPa N CUCTEMHOIO BPEMEHMW, paboTbl C XXYPHaAOM YCTPaHEH WS HENOMAA0K, a TakxXe ANs
pernameHTHoro TectupoBaHus ViPNet Coordinator HW.

machine halt

KomaHga NCNoab3yeTca ANA BbIK/IKOYEHNA KOMMbHOTEPA.

CunHTakcuc
machine halt

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> machine halt
Shutting down failover daemon
Shutting down MFTP daemon
Shutting down IpLir

hostname> The session has been forced to close.

machine reboot

KomaHza ncnonb3yeTcs Ana nepesarpyskn KOMmnboTepa.
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CuvHTaKkcuc

machine reboot

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTV NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname> machine reboot
Shutting down failover daemon
Shutting down MFTP daemon
Shutting down IpLir

hostname> The session has been forced to close.

hostname login:

machine self-test

KomaHga vncnonb3lyetcs ans 3anycka pernameHtHoro TectpoBanuns ViPNet Coordinator HW.

CuHTakcuc

machine self-test

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaquMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOZACTBO MO KOMaHZAHOMY UHTepnpetatopy | 178



OCobeHHOCTM NCNONb30BaAHMUA
e KomaHay Henb3s UCrnoAb30BaTh NPW yAaAe€HHOM aAMUHUCTPUPOBAHUKN C NOMOLLbIO SSH.

e [lo Hauana TecTMpoBaHusa paboTa BCex AEMOHOB ByAeT aBTOMaTUYEeCKM 3aBeplUeHa, a nocse
YCMELIHOrO OKOHYaHWUs TECTUPOBaHUS — aBTOMaTUYECKM BOCCTAHOB/IEHa.

e B npouecce pernameHTHOro TeCTUPOBaHNA MPOM3BOAUTCA NPOBEPKA LIENOCTHOCTN MOAYEN U
dannoB KOHPUrypaLmm, nposepka GansoBbiXx CUCTEM Ha NEPBOM M BTOPOM paszfesiax 3arpy304Horo
HOCKTeNs, MPOBepKa KOHTPOJIbHbIX CyMM sigpa 1 obpasa MO v Tak fanee.

e [lpu ycnewHow npoBepKe Ha 3KpaH BbIBOAATCA MMEHA NPOBEPeHHbIX (painnos un
LIeCTHaALaTePUYHbIE 3HAUEHNA NX KOHTPObHbIX CYMM.

e [lpu oBHapyXeHMM OLNHOK KOMMbIOTEP MOMbITAETCH BOCCTAHOBUTL UCKaXeHHbIe dainbl U3
pe3epBHbIX KOMUA.

e Ecan pesepBHas konus nckaxxeHHoro ¢arina He HageHa, ViPNet Coordinator HW 3arpy3utcs,
O/HaKO ZeMOHbI, oTBevatoLme 3a paboty B cetn ViPNet, He ByayT 3anyuieHbl. Ecan y Bac ectb dain
3KCNnopTa CNpPaBOYHMKOB, KNHOUER U HaCTPOEK C pacluMpeHnem * . vbe, MONPobyliTe BOCCTaHOBUTb
cucTemy, MNopTMpoBaB 3ToT dann. Ecim BocctaHoBuTb paboty ViPNet Coordinator HW He
yaanock, obpatutecs B cayxxby noaaepxkn OAO «MHboTeKC».

e [locne ycnewHon nposepku B ncnonHeHusx ViPNet Coordinator HW ¢ gByma HakonuTtensmu (Bce
ncnosHHus, kpome ViPNet Coordinator HW50 n ViPNet Coordinator HW100 Ha annapaTHbIX
naatpopmax HW100 X1, X8) aBTomaTnueckn co3gaeTca pesepBHasa KONMA KOHOUTYPaLNOHHbIX 1
ncnonHaemblx darnos MO, a TakKe CNPaBOYHUKOB 1 KAHOUEN.

[Mpumep ncnonb3oBaHuA

hostname# machine self-test

If you run selftest, then all daemons will be stopped.
Continue?[y/n]: y

>> Stop Daemons...

stopped /usr/sbin/crond (pid 6021)

Stopping Advanced Configuration and Power Interface daemon: acpid.

Shutting down IpLir

hostname#

machine set dailyreboot mode

KomaHga ncnonb3yetcs ana BKAKOYEHUA UK BbIKAKOUEHNA exesHeBHOM nepesarpyskmn ViPNet
Coordinator HW.

CuHTaKcuc

machine set dailyreboot mode {on | off}

MapameTpbl 1 KNtOYEBbIe COBa

e on — BK/IOUEHWe eXeAHEBHOW Nepesarpysku.
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e off — BbIK/IIFOYEHUE E)Keﬂ,HeBHOl)’I nepesarpysku.

3HayeHnsA NO YMONYAHUIO

Mo ymonuaHuio exxegHeBHas nepesarpyska BblkatoveHa (of £).

Pe>XXMMbl KOMaHAHOTO MHTepnpeTaTopa
ApMuUHMNCTpaTop.
OcobeHHOCTU NCNONb30BaHUA

e [lepep nepesarpyskoli 3aBepLuaeTcs pabota Bcex geMoHoB u gpansepos ViPNet Coordinator HW.

e Bo Bpems nepe3arpy3kun byaet notepsHa CBA3b MeXAY AaHHbIM koopguHaTopoMm ViPNet
Coordinator HW 1 cTofALWMMM 338 HUM y31aMK, @ Tak>Ke CBA3b C TYHHENNPYEMbIMU KOOPAMHATOPOM
pecypcamu.

MNpumep ncnonb3oBaHMA

YTob6bl BKAHOUUTD eXeqHEBHYHO nepesarpysky, BbIMOAHUTE KOMaHAy:

hostname# machine set dailyreboot mode on

machine set dailyreboot time

KomaHga vcnonb3lyetcs Ans 3asaHus BpeMeHu exeaHeBHol nepesarpysku ViPNet Coordinator HW.

CuHTaKcuc

machine set dailyreboot time <Bpems>

MapameTpbl 1 KNtOYEBbIE CNOBa

<Bpems> — BpPeMS nepe3arpysku. YkasbiBaetca B dopmate hh:mm, rae hh — yac (24-yacoon popmar),
mm — MUWHYTBI.

3HayeHuns no YMOAYaHNKO

Bpems nepesarpysku No ymMoayaHunto — 00:00.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

YTobbI HaCTpOUTb eXegHEeBHYHO Nepe3arpysky B 6 yacos YTpPa, BbIMOJIHNTE KOMaHAY:

hostname# machine set dailyreboot 06:00

machine set date

KOMaHAa MCNoJib3yeTca ANA yCTaHOBKU AaTbl N BPEMEHN.

CuHTakcuc

machine set date <gmara> <Bpewmsa>

MapameTpbl 1 KNtOUYEBble COBa
o <paTa> — AaTa. Yka3biBaeTcs B ¢opMaTe YYYY-MM-DD, rae YYyyy —rog, MM — mMecaul, DD — A€Hb.

o <ppema>-— Bpems. YKka3biBaeTcs B ¢opmaTe hh:mm:ss, rge hh — 4ac, mm — MWHYTbI, ss — CeKyHAbI.

3HayeHuns no YMOAYaHNKO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mepes yCcTaHOBKOW AaThl U BpeMeHW TpebyeTcs OCTaHOBUTb AEeMOHbI iplircfg (cM. «iplir stop» Ha cTp.
175), failoverd (cM. «failover stop» Ha cTp. 37) n mftpd (cM. «mftp stop» Ha cTp. 198), a nocne
YCTaHOBKM BOCCTAaHOBUTbL MX paboTy C MOMOLLbIO COOTBETCTBYHOLLMX KOMaHA.

MNpumep ncnonb3oBaHMA

YTobbl ycTaHoBUTL Aaty 22 urons 2014 roga v Bpems, paBHoe 12 yacam, BbINOAHUTE KOMaHAY:

hostname# machine set date 2014-07-22 12:00:00

machine set hostname

KomaHp,a MCnoJibsyeTca Ana yCTaHOBKU MMEHWM KOMMbHOTEpPaA.

CuvHTaKkcuc

machine set hostname <uma>
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MapameTpbl 1 KAKOYEBble C/10Ba

<umsa> — UMA KOMNbHOTEpPA.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMuUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

o noyMOﬂHaHMK)MMﬂKOMHmeepaC¢OpMMpOBaHOHOlﬂa6ﬂOHy<HaBBaHme>~@uwHTM®MKaTopz
rae naseanne — HavMeHOBaHWe annapatHoi naatdopmel ViPNet Coordinator HW 6e3 nocneaHmx
ABYX CUMBOJIOB, npaeHTHpnxaTop — WUAEHTUPUKATOP ceTeBOro y3na. Hanpvmep: HW1000-270E033A.

e VIMsa KOMMNblOTEPA UCMOJIb3YETCS B KAYECTBE MPUrAalleHns KOMaHAHOrO MHTeprpeTaTopa, a Takxke
yKa3blBaeTCs B Hauase COOBLLEHUH, 3aNnNCbiBaEMbIX B MPOTOKOJbI paboTbl MPY UX XpaHEHUW Ha
ECTKOM AncKe.

[Mpumep ncnonb3oBaHuA

Y106kl ycTaHOBUTL UMs KoMmnbtoTepa HW 1000, BbiInoAHWTE KOMaHAY:

hostname# machine set hostname HW1000

machine set loghost

KomaHp,a NCNoNb3yeTca ANA 3aiaHnA MeCTa XpaHeHUA XXypHasa yCTpaHeHNA HenoiaAokK. C NMOMOLWbHO
aTOMN KOMaH/Jbl Tak>XXe MO>XHO BbIKJTHOUNTb 3anncb cobbITni B >KypHaJn.

CuHTakcuc

machine set loghost {<IP-ampec> | local | null}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

® <IP-agpec>— IP-ap,pec YAANEHHOTO CETEBOrO y3a, Ha KOTOprI7| AOJDKEH OTNPaBAATbCA XYypHan
YCTpaHeEHUA HEMoOJ1ag0kK (y,qaneHHoe I'IpOTOKO.I'IVIpOBaHI/Ie).

e local — XypHan ycTpaHeHUa Henonajok xpaHutca Ha camoM ViPNet Coordinator HW (nokanbHoe
NPOTOKO/NIMPOBaHMe).

o null — BbIK/IKOYEHNE NPOTOKOANPOBAHUA.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto Bo Bcex ncnonHeHmsx ViPNet Coordinator HW BkatoueHo nokanbHoe

NpPOTOKOAMpPOBaHMe (local).
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e Ecim npoTtokosbl paboThl ByAyT HanpaBAATLCA Ha YAANEHHbIA CETEBOW Yy3e/, TO 3TOT Y3eN LOJXKEH
6bITb goctyneH s ViPNet Coordinator HW. Ecam 310T y3en siBaseTcs OTKpbIThbIM, TO Ha ViPNet
Coordinator HW gosixkeH 6bITb cO34aH GUALTP OTKPLITOM CETH, pa3peLlatowmii NCXoaawmim Tpadurk
no npotokosy UDP Ha 514-1 nopT 3TOro oTKpbITOro y3a.

e He pekomMeHayeTcs MCNONb30BaTh YAaneHHoe npoTokoamposaHue Ha ViPNet Coordinator HW B
pexunme Kaactepa ropsiuero pe3epBmMpoOBaHMs, Tak Kak Ha yAaneHHbIA CETEBOM y3en He byayT
nepesaBaTbCs XYpPHaJsbl C NAaCCUBHOMO CepBepa, TO ecTb YacTb MHbopMaLum o paboTe ViPNet
Coordinator HW 6ygaeT noTepsiHa. Ecnm Bce e HeoH6XoAMMO HacTpPOUTb yaaneHHoe
NPOTOKOJ/IMPOBAHME Ha KnacTepe, TO NapamMeTpbl NPOTOKOIMPOBaHMS AO/IXKHbI OblTb 3aZaHbl He
TONIbKO Ha akTMBHOM, HO 1 Ha MacCMBOM CepBepe KnacTepa, Tak Kak JaHHble HAaCTPOWMKN He
nepesaroTcs C akTMBHOIO CepBepa Ha MacCUMBHbBIA B XO4E Pe3epBMPOBaHUS.

Mpumep ncnonb3oBaHMA

[ns oTnpaBKW XypHaia yCTpaHeHVsa Henonagok Ha y3en ¢ agpecom 192.168.10.10 BbINOAHUTE KOMaHAY:
hostname# machine set loghost 192.168.10.10

hostname#

machine set session-timeout

KomaHga vcnonb3yeTcs 418 yCTaHOBKM AOMYCTUMOTO BPEMEHN HEaKTUBHOCTU CECCUM NPV YAaNEHHOM
nogknroueHun k ViPNet Coordinator HW no npotokony SSH.

CuHTaKcuc

machine set session-timeout <Bpems>

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

<Bpema> — BPEMA HEaKTUBHOCTU B MUHYTax. JJonycTnmble 3HaveHuns: 0-65535.

3HaYeHNA NO YMONYAHUIO

Mo ymMon4aHuio BpemMsi HEaKTMBHOCTMN yAaneHHoN ceccum 30 MUHYT.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

YTobbI YCTaHOBUTb A0ONYCTUMOE BPpEMA HEAKTUBHOCTU yAaﬂeHHOI‘/’I ceccum 1 yac, BbINMOAHUTE KOMaHAy:

hostname# machine set session-timeout 60

machine set timezone

KomaHp,a MCnoJsib3yeTca Ana yCtaHOBKU BpeMeHHOl‘/‘I 30HbI (4acoBOro nosca).

CuHTakcuc

machine set timezone <BpemMeHHas 30HAa>

MapameTpbl 1 KNtOYEBbIe C0OBa

<BpeMeHHas 30Ha>——BpeM6HHaﬂ30Ha,3aAaHHaﬂB(bOpMaTEKOHTMHeHT/SOHa,MHMBHaHEHmeUTCAnﬂ
ycTaHoBkM BpemeHn UTC.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA
[ ] Ha3BaHVe KOHTUHEHTa U 30HbI AOJIKHbI HAYMHATbCA C ﬂpOI'II/ICHOI\/‘I 6yKBbI.
[ ] I"Ipvl BBOJE KOHTUHEHTA U1K 30HbI pa60TaeT noackaska.

L] Ecan BpeMeHHana 30Ha He yKa3aHa, BbIBOAUTCA CMUCOK BCeX CyLLeCTBYHOWMNX BPEMEHHbIX 30H.

ﬂpMMeprMCHOﬂb3OBaHMﬂ

YTobbI NPOCMOTPETb CMNCOK BPEMEHHbIX 30H B AHTapKTI/IKe, BbINOJHUTE KOMaHAY:

hostname# machine set timezone Antarc?
Antarctica/Casey

Antarctica/Davis

hostname# machine set timezone Antarc

YTobbI YCTaHOBUTb YyacoBOW MOSAC MocCKBbI, BbINOJHUTE KOMaHAy:

hostname# machine set timezone Europe/Moscow
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machine show dailyreboot

KomaHga npeaHasHaueHa A5 NpoOCMOTPa HacTporikm exegHeBHon nepesarpyskn ViPNet Coordinator
HW.

CuHTakcnc
machine show dailyreboot

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HaueHus no YMOAYAHUIO

Her.

Pe>xxnmbl KOMaHAHOrO MHTepnpeTaTopa
e [lonb3oBaTensb.
e AaMUHUCTpaTOop.

OcobeHHOCTV NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> machine show dailyreboot
Daily reboot is on
Daily reboot at 6:00

hostname>

machine show date

KOMaHAa npegHasHaveHa gnda NpoCMOTpPa TeKYLWUX AaTbl 1 BpEMEHN.

CuHTaKkcuc

machine show date

MapameTpbl 1 KNtOUYEBbIe COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBatensb.

e AgmuHucTparop.
OcobeHHOCTU NCNONb30BaHUA
Her.

[Mprmep ncnonb3osaHuA

hostname> machine show date
Brp Miom 22 18:31:17 SAMT 2014

hostname>

machine show hostname

KomaHp,a npegHasHadyeHa gnda npocMoTpa UMeHM KOMMNbHoTEpPa.

CuHTaKcmc
machine show hostname
ﬂapameprHAKnmquuecnosa

Her.

3HayeHNsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO MHTEpNpeTaTopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname> machine show hostname
hostname

hostname>
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machine show loghost

KomaHga npegHasHaueHa /18 NPOCMOTPa MeCTa XpaHeHUs XypHana yCTpaHeHUs HEMoagokK.

CuHTakcuc

machine show loghost

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> machine show loghost
The log host set to “local"

hostname>

Mo KoMaHAe BbIBOAWUTCS OHO W3 CeAYHLLMX 3HAUEHWIA:
¢ null — npoTokoaMpoBaHue BbIKAOYEHO.

e |local — xypHan ycTpaHeHUs HeNoNajoK XPaHUTCA NoKanbHO Ha ceTeBoM y3ne ViPNet Coordinator
HW.

e |P-agpec yfaneHHOro ceTeBOro y3na, 3ajaHHbli C MOMOLLbIO KOMaHAbl machine set loghost (CM.
«machine set loghost» Ha cTp. 182).

machine show logs

KomaHza npeaHasHaueHa 41s NPoCMOoTpa >XypHana ycTpaHeHWs Henoaajok.

CuHTaKcuc

machine show logs [reversed] [since <Bpewmsa>] [filtered {<memon> | string <cTpoxa>}]
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MNapameTpbl 1 KJKOYEBbIE CIOBA
e reversed — BbIBOJ CMKCKa 3anncert B 06paTHOM XPOHOIOTMUYECKOM MOPSAKE.
e <Bpema> — BbIBO/J 3aMnnceil, HauMHas C yKazaHHOrO MOMEHTa BPeMEHM.
e <memou> — BbIBOZ 3arnuncei TONbKO ANs ykazaHHoro gemoHa B coctaBe 0 ViPNet Coordinator HW.

e <crpoka>— MOWCK 3arm1Cel XypHasa no 4actu CTPOKM.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMUHMNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA
L] ,ﬂ,ﬂﬂ 3aBepuweHuna npocMoTpa NCNoJib3yeTCa KnaBuila Q
e [lapameTp <spemsa> 3afaeTca B popmaTte YYYY-MM-DD hh:mm:ss

e B napameTtpe <memon> MOXHO yKa3aTb OAuH 13 gemMoHoB B cocTaBe 10O ViPNet Coordinator HW.
MonHbIM cNncok AeMOHOB cM. B gokymeHTe «ViPNet Coordinator HW. HacTpolika ¢ nomoLbto
KOMaHZHOro MHTepnpeTatopa», pasgene «Cnucok gemoHos B coctase ViPNet Coordinator HW».

. ﬂ,flﬂ rnapameTpa <crpoka> MOXHO MUCMNOAb30BaTb CUMBOJbI A-Z, a-z, 0-9, a TakXe ciegyrouine
CMMBOJIbI:

s se () r+, -/ <=>0Q1]1 ¢y~

Tak>ke MOXHO MCMOb30BaTb MPO6EN, B 3TOM C/lydae HEOOXOAMMO B3sTb YacCTb CTPOKU B ABOMHbIE
KaBbIUKN («»).

e B ogHOW KOMaHAEe machine show logs MOXHO OAHOBPEMEHHO YyKa3aTb TOJIbKO OAMH N3
napameTpoB since UAM filtered. [pu yKa3aHuW napamMeTpa filtered MOXHO yKa3aTb TOJbKO
OAIH U3 €ro BapmaHTOB <memoH> WJIN string <cTpoka>.

MNpumep ncnonb3oBaHMA

YTo6bl HAalTV BCE 3aNMCK XYypHana yCTpaHeHUs HenonaZoK 3a BCe Bpems ANs BCEX AEMOHOB, BbINOJHUTE
KOMaHay:

hostname# machine show logs

YTo6bl HaTV BCe 3aMMCK XXypHana ycTpaHeHUs Henonajok, HaumnHas ¢ 14:50 22 Hosbps 2016 roga, u
0TO6Pa3nTb UX B 06paTHOM NOPAAKE, BbIMOAHUTE KOMaHAY:

hostname# machine show logs reversed since 2016-11-22 14:50:00

YTobbl HaMTK BCe 3anuUcn XYypHana yCcTpaHeHMA HENONAAO0K ANA AeéMOHA vmunix, BbIMOJHUTE KOMaHAY:

hostname# machine show logs filtered vmunix
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YTobbl HaUTK 3anucn >KypHaJa yCTpaHeHUA HEMOJ1IaA0K 3a BCe BPEMA €ro BeAeHund, 419 BCEX AEMOHOB U
rae eCtb CTpoka command 3001, BbINOJIHUTE KOMaHAY:

hostname# machine show logs filtered string "command 3001"

machine show memaory

KomaHga npegHa3HaueHa a5 npocMoTpa nHdopMaLmm ob MCroab3oBaHUN OnepaTUBHOW NaMsTy,
dalina nogkaukm (CM. rnoccapui, cTp. 246) n GpannoBon cucTembl.

CuHTakcuc
machine show memory

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNA NO YMONYAHUIO
Her.
Pe>xxrMbl KOMaHAHOrO MHTepnpeTaTopa

e [lonb3oBaTesnsb.

e AamuHucTpaTop.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpumep ncnonb3oBaHMA

hostname> machine show memory

total used free shared buffers cached
Mem: 2007 522 1485 0 102 362
-/+ buffers/cache:
Swap: 0 0 0
Filesystem Size Used Avail Use% Mounted on
rootfs 1004M 3,3M 1001M 1%/
tmpfs 1004M 60M 944M 6% /mnt/root
hostname>
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machine show session-timeout

KomaHga npegHasHaueHa A1 MPOCMOTpPa TEKYLLETO JOMYCTUMOrO BPEMEHWN HEAKTUBHOCTU CECCUM.

CuHTakcuc

machine show session-timeout

I'Iapalvleprl M K1ro4eBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> machine show session-timeout
shell session timeout: 30 minute(s)

hostname>

machine show timezone

KomaHaa npegHasHaueHa 419 NPOCMOTpa TeKyLLe BPEMEHHOM 30HbI (UacoBOro nosca).

CuHTaKcuc

machine show timezone

MapameTpbl 1 KNtOUYEBble COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxnMbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBatensb.

e AgmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> machine show timezone
Europe/Samara

hostname>

machine show uptime

KomaHga npegHa3HaueHa aAns npocMoTpa BpeMeHn pabotsl ViPNet Coordinator HW nocne 3arpysku, a
TakXe CpefHero Ymcna npoLLeccoB B ovepean 3a banxaliliee Bpems.

CuHTakcuc

machine show uptime

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpuMep ncnonb3oBaHMA

hostname> machine show uptime
18:04:29 up 44 min, 1 user, load average: 2.19, 2.18, 2.06

hostname>
Mo komaHAe oTobpaxkaeTcs cnegyroLias nHGopmMaums:

* Tekyllee Bpems;

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOACTBO MO KOMaHAHOMY uHTepnpeTatopy | 191



e Bpewmda pabotsbl ViPNet Coordinator HW nocne 3arpysku;
e TeKyllee YMCNO Nosb3oBaTeNeNn;

e CpeaHee YMC/IO NPOLIECCOB B ouepeam 3a nocnegnune 1, 51 15 MuHyT.

machine swap mode

KomaHga npegHasHaueHa A1 BKAKOYEHWS UAN BbIKJOYEHUS UCMOAb30BaHWA daria nogkauku (cm.
rnoccapum, ctp. 246).

CuHTaKkcmc

machine swap mode {on | off}
ﬂapameprHAKnmquuecnosa

on — BKJIKOYaeT NCNoJib30BaHMe q>a|7u1a noAKauyku.

off — BbIK/IFOYAET NCMNO/Ib30BaHNE ¢a17|na noagKaudku.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e HeBO3MOXHO BK/IOUMTb UCNOb30BaHMe daifa NogKauky, ecam He Obla 3asaH ero pasmep ¢
nomMoLLbto KomaHabl machine swap set (Ha cTp. 192).

° lMocne BbIKAHOUEHUSA NCMONAb30BaHNA ¢a|7|11 noAaKaykuy yaanaertca.

[Mpumep ncrnonb3oBaHUA
hostname# machine swap mode on
SWAP is enabled and will be enabled after reboot.

hostname#

machine swap set

KomaHga npeaHasHaueHa ana 3agaHna pasmepa darina nogkauky (CM. rnoccapui, ctp. 246), ecam Takomn
6yzeT ncnonb3soBatbcs B npouecce pabotol ViPNet Coordinator HW.
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CuvHTaKkcuc

machine swap set <size>

MapameTpbl 1 KNtOYEBbIe COBa

<size> — pa3Mmep daina nogkaukn B merabanTax.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

ApMUHNCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

e lcnonb3oBaHue dalina nogkauky B UCMOAHEHUSX C OAHUM ANCKOBbIM HakonuTesnem (ViPNet
Coordinator HW50 u ViPNet Coordinator HW100 Ha annapaTtHbix naatdopmax HW100 X1, X8)
HEBO3MOXHO. B pe3yabTaTe BbINOAHEHNA KOMaHAbI B YKa3aHHbIX NCMONHEHUAX MOABUTCS
COOTBETCTBYHOLLEE COODLLEHNE.

e [lpw 3agaHun pa3mepa dpaina NoAKaUKM Ha ANCKE JOIKHO OCTaTbCA He MeHee 256 MbanT
cBobogHoOro npoctpaHctia. Ecam Byaet 3agaH pasmep daiina nogkayku, NPEBbILLAOWMNA pa3Mep
JAOCTYMHOMO MPOCTPaHCTBA Ha AMCKe, MOSBUTCS COOTBETCTBYHOLLEE COODLLEHNE.

e [lpocmoTpeTb cBegeHMA 06 MCNOAb30BaHUM ONepaTUBHOM NaMATH U daline NogKaukm MOXHO C
NoOMOLLbLO KOMaHAbl machine show memory (Ha cTp. 189).

[Mpumep ncnonb3oBaHUA
hostname# machine swap set 2048
Creating swap. Please, wait...Setting up swapspace version 1, size 2097148 KiB
no label, UUID=0£f389079-f9f5-4abb-ac2e-a26848ecab4c
done.
Activating swap...
done.

hostname#
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KOMaHab! rpynnbl mftp

KomaHzabl rpynnbl mftp NpegHasHauveHbl 418 HACTPOLKM NapaMeTpoB TpaHcnopTHoro moayns MFTP (cm.
rnoccapwui, ctp. 246) n kaHanos obmeHa ViPNet Coordinator HW ¢ gpyrvmm 3aLmiieHHbIMU y31aMu.

KomaHga vncnonb3lyetcs ans pegaktmpoBaHuna KoHdurypaumoHHoro danna gemoHa mftpd.

CuHTakcuc

mftp config

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BBOAE KOMaHAbI paboTatoT aBTO3aMoONHEHME U NOACKA3Ka, AaHHble ANs Nnojckasku bepyTtcs n3
cnncka komaHa ViPNet Coordinator HW.

o [lepes pesakTvpoBaHmeM KOHdUrypaumnoHHoro darina Tpebyetcs 3aBepunTb paboTy AeMOHa mftpd
(cM. «mftp stop» Ha cTp. 198). MNepes BbINOIHEHMEM KOMaH/bl NMPOBEPSAETCS, 3aBepLueHa in paboTa
aeMoHa mftpd. Eciv gemMoH 3anylueH, To BbigaeTcs owmbka.

. |_|pl/l BbIMOJNIHEHNW KOMaHAbI 3anyCKaeTca TEKCTOBbIN penakTop, U B HEroO 3arpy>kaeTca ¢a|7u1

mftp.conf.

e [lpn coxpaHeHUN Garina NPOUNCXOAUT NPOBEPKA €ro KOPPEKTHOCTY, U B Cllyyae OnbKM
npepa/aaraeTca 0TkasaTbCsl OT U3MEHEHWI MU NPOAOMIKUTL pesakTmpoBaHme. Ecim nposepka
npoLusia ycnewHo, ¢arn npuMeHsieTcs ans pabotbl geMoHa mftpd, a nHdopmauumn 06 nameHeHUm
KOHOUIypaumm coxpaHsaeTcs B XXypHan yCcTpaHeHUs HeNoiajok.
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MNpumep ncrnosib3oBaHUs

YT06bl BKIHOUMTD PEXMM HEMEANEHHON Nepesayn KOHBEPTOB Mo KaHany obmeHa ¢ y31om 0x270e000a,
BbIMOJIHUTE KOMaHAY:

hostname# mftp config

B oTkpbiBLIEemMcA daine B cekumMn [channel] Ansa y3na 0x270e000a npucBonTte napameTpy call flag
3HayeHue yes:

[channel]

id = 0x270e000a
name = Client-1
off flag = no
call flag = yes
type = MFTP

mftp info

KomaHgza npegHa3HaueHa A1 NPOCMOTpa OUepean UCXOAALLUX TPaHCNOPTHbIX KOHBEPTOB.

CuHTakKcuc

mftp info

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AgMUHUCTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e [lpwv BbINOJAHEHUM KOMaHZAbl B ogHOM M3 ucnosHeHnn ViPNet Coordinator HW50 nan HW100 Ha
KOHCOJIb BbiBOAUTCS He B6onee 10000 3anuncein o koHBepTax. Mpu BEINOJAHEHWM KOMaHAbI B
ocTanbHbIx ncnoaHenusx ViPNet Coordinator HW uncno BbIBOgMMBIX 3anmcei 0 KOHBepTax
orpaHnyeHo BpeMeHeM oxungaHus oteeta (30 cekyHa), HO He npesbiwaet 400000 3anucein.

. ,U,J'IFI NpPOCMOTpa ovepeamn ncxogamnx KOHBEPTOB I/ICI'IOﬂbByVITe HaBUTrauyMOHHbIE KnaBULUW.

e [lns 3aBepLueHMs MPOCMOTpPa MCMOb3yITe Knasuwy Q.

[Mpumep ncnonb3oBaHUA

hostname# mftp info

Name Size Type Date Time Sender Id Sender Name
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@M1~ 1390 Mail 15-10-2014 10:40:05 0x1639001b Client-11
0x1639001a Client-10
@M2~ 3639 Mail 15-10-2014 10:42:50 0x1639001b Client-11
0x1639001c Client-12

hostname#
Ouepesb NCXOAALLMX KOHBEPTOB OTOBpaXkaeTcs B cresyroLiem popmarte:
Name Size Type Date Time Sender ID Sender Name
Receiver ID Receiver Name
rae:
® Name — UMA KOHBEpPTa.
® Size — pa3sMmep KOHBepTa B Kunobawntax.
e Type — TUM KOHBEpPTa:
o Mail — NPUKIALHON KOHBEPT (CM. r1occapui, cTp. 244);
o Control request — yNpaBAANOLWMI 3aNpoc;
o Control request answer——OTBeTHaynpaBnﬂKnuMﬁ3anp0q
o Task receipt — MpuKNagHas KBUTaHUMS (CM. Fhoccapui, cTp. 244);
o Transport receipt — TPaHCMOPTHas KBUTaHLMs (CM. F1oCcapui, CTp. 246).
e Date, Time — AaTa W BpeMs CO34aHMA KOHBepTa (MepBOro ero noABAeHMA B OUepean).
e Sender ID — uAeHTUdMKATOP y31a-0OTNPaBUTENA KOHBEpPTA.
e Sender Name — WMSA y3/1a-OTNpaBuTeNns KOHBepTa.
® Receiver ID— uaeHTUdMKaTOp y3na-noayyarens KOHBepTa.

® Receiver Name — WUMSA y31a-noaydyatensa KOHBepTa.

B cnyuae oTcyTCTBMSA KOHBEPTOB B OUepeAM BbIBOAUTCA COOBLLEHNE queue is empty.

mftp show config

KomaHaa npesHasHaueHa Ans npocmoTpa daitna KoHGUrypaLumm TpaHCNOPTHOTO MOAYS.

CuHTaKcuc

mftp show config

MapameTpbl 1 KNtOUYEBbIe COBa

Her.
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3HayeHVA No YMOAYaHUIO
Her.
Pe>krMbl KOMaHAHOrO MHTepnpeTaTopa

e [lonb3oBatensb.

e AgmMuHucTpaTop.
OcobeHHOCTM MCMOob30BaHMA
[ns 3aBepweHuns npocmoTpa danna KoHPUrypaumm ncnonblyetcs knasuia Q.

[Mprmep ncnonb3oBaHuA

hostname> mftp show config
[channel]

id = 0x15ea0011

name = Client-1

off flag = no

call flag = no

type = MFTP

hostname>

mftp start

KomaHga ncnonbsyetca A4 3anycka TpaHcnopTHoro moayns MFTP.

CuHTakcuc

mftp start

MapameTpbl 1 KNtOUYEBble C0Ba

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

hostname# mftp start

Loading MFTP daemon

No mftp running. Starting it
Daemonizing...

hostname#

mftp stop

KomaHga vcnonb3yetcs ana 3aBeplueHms paboTbl TpaHCNOpTHOro moayns MFTP.

CuHTakcuc

mftp stop

ﬂapaMeTpuLAKnmquuecnosa

Her.

3HayeHuns no YMOAYaHNIKO

Her.

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHNA

Her.

MNpumep ncnonb3oBaHMA

hostname# mftp stop
Shutting down MFTP daemon

hostname#

KomaHga ncnosb3yeTcs 418 NpoCcMOoTpa XXypHana KOHBEpPTOB TPaHCMOPTHOro moayns MFTP.

CurHTaKkcuc

mftp view

MapameTpbl 1 KNtOYEBbIe COBa

Her.
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3HaHEHMﬂrK)yMOﬂanMm

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Ecnn Bbl BbINOAHAETE KOMaHA4y Ha OAHOM 13 CepBepOB KnacTepa ropayero pesepsmnpoBaHnA,

0T06pa>|<aeTc;| TONBbKO I/IHq)OpMaLI,I/IFl O KOHBEPTaxX TPAHCMNOPTHOIoO MOAYANA, O6pa6OTaHHbIX 3a nepuoabl,

Korga 3TOT cepBep Hbl1 aKTUBHbIM.

[Mprmep ncnonb3oBaHuA

hostname# mftp view

Name Sender Id Sender Name Receiver ID Receiver Name Date

@M1~ 0x1639001b Client-11 0x1639001a Client-10 15-10-2014
@M2~ 0x1639001b Client-11 0x1639001c Client-12 15-10-2014
hostname#

XypHan otobpaxaetcsa B cregytoleMm popmare:
e Name — MMs KOHBEpTa.
e Sender ID— WAeHTUPMKATOP y3na-oOTNpaBUTENA KOHBEPTA.
® Sender Name — WMA y3/71a-0OTNpaBUTeENA KOHBEPTA.
e Receiver ID— WAEHTUPMKATOP y3na-nosyyaTens KOHBepTa.
e Receiver Name — WUMS y3aa-nosyyaTens KOHBepTa.
e Date, Time — jaTa 1 Bpems cObbITUA.
e Event — COObITHe. COBObITVE MOXET NMETb CeAytoLne 3HaYeHUs:
o Received — KOHBEPT NOJYYEH;
o Sent — KOHBEpPT OTMNpaB/ieH;
o Deleted — KOHBEPT yAaNeH;
e Size — pa3sMmep KOHBepTa B Kuaobawntax.

e Task — NpuWKNagHaa 3ajada, B KOTOpOI;II CO34aH KOHBEPT.
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KOMaH/bl rpymnbl service

KomaHabl rpynnel service NpegHa3HayeHbl AN HACTPOMKM U yNpaBAeHNs NPOKCM-CEPBEPOM.

service http-proxy antivirus kav fetch

KomaHga vcnonbsyetcs ana 3arpy3ku 6asbl curHatyp aHTuBmpyca Kaspersky Anti-Virus.

CunHTakcnc
service http-proxy antivirus kav fetch
ﬂapameprHAKnmquuecnosa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

O6HOB/IEHME aHTUBUPYCHbIX 6a3 BO3MOXHO TObKO MPW YCTaHOBAEHHOM AENCTBYHOLLLEN NNLEH3UN (CM.
«service http-proxy antivirus kav key install» Ha cTp. 201).

MNpumep ncnonb3oBaHMA

Ecnn Bbl xoTUTE HeMeAJIEHHO 3arpy3nTb 6a3y AaHHbIX aHTUBUPYCa, HE AOXNAaACb €€ aBTOMaTUn4eCcKoro
O6HOB}1€HI/IH, BbINOAHUTE KOMaHAY:

hostname# service http-proxy antivirus kav fetch
Database update was started in the background

hostname#

service http-proxy antivirus kav key delete

KomaHga ncnonb3yetcs Ana yaaneHus NMLEH3MOHHOrO katoda aHTmBmpyca Kaspersky Anti-Virus.
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CnHTakcmc
service http-proxy antivirus kav key delete

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXvMbl KOMaHAHOroO MHTeprnpeTaTopa

ApMuUHMNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

Mepes BbINOAHEHNEM KOMaHAbl HEOBXOAMMO OCTaHOBUTL MPOKCU-cepBep (CM. «service http-proxy stop»
Ha cTp. 222).

[Mpumep ncnonb3oBaHuA

hostname# service http-proxy antivirus kav key delete

Kaspersky license manager for Linux. Version 5.5.85/RELEASE #59

(C) 1997-2012 Kaspersky Lab ZAO. All Rights Reserved.

Registered trademarks and service marks are the property of their respective owners.
License key was successfully removed

hostname#

service http-proxy antivirus kav key install

KomaHga ncnonb3lyeTcs Ans yCTaHOBKM IMLLEH3MOHHOTO Katoua aHTuBmpyca Kaspersky Anti-Virus.

CuHTaKcuc

service http-proxy antivirus kav key install

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaquMﬂfK)yMOﬂHaHMm

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
Mocne BbINOAHEHWA KOMaHAbl BcTaBbTe USB-Hocutenb ¢ dalinom avueHsnm (pann nmeer paclumpeHmne

.key).

[Mprmep ncnonb3oBaHuA
hostname# service http-proxy antivirus kav key install

Insert USB flash drive into empty USB slot and press <Enter>

Try to mount /dev/sddl as vfat

/dev/sddl mounted

Select file to use for antivirus license install:
0 - 50CCOFEB.key

Enter file numder [0-0] or [g] to cancel: O

Kaspersky license manager for Linux. Version 5.5.85/RELEASE #59

(C) 1997-2012 Kaspersky Lab ZAO. All Rights Reserved.

Registered trademarks and service marks are the property of their respective owners.
Key file /usb/50CCY9FEB.key has been successfully registered

hostname#

service http-proxy antivirus kav key show

KomaHza vncnonb3yeTcs Ans BbiBoZa MHPOPMaLLMM 06 yCTaHOBAEHHOW MLeH3nW aHTuBMpYca Kaspersky
Anti-Virus.

CuHTakcuc

service http-proxy antivirus kav key show

MapameTpbl 1 KNtOUYEBbIe COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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PeXxunMbl KOMaHAHOTO MHTEpNpeTaTopa
e [lonb3oBatensb.

e AgmuHucTparop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mprmep ncnonb3oBaHuA

hostname> service http-proxy antivirus kav key show

Kaspersky license manager for Linux. Version 5.5.85/RELEASE #59
(C) 1997-2012 Kaspersky Lab ZAO. All Rights Reserved.

Registered trademarks and service marks are the property of their respective owners.

License info:

Product name: Kaspersky Security for Internet Gateway International Edition. 50-99
User 1 month Trial License: Kaspersky Anti-Virus Suite for Gateway

Expiration date: 17-12-2016 UTC, expires in 29 days

Active key info:
Key file: 50CCOFEB. key
Install date:17-11-2016 UTC

Product name: Kaspersky Security for Internet Gateway International Edition. 50-99
User 1 month Trial License: Kaspersky Anti-Virus Suite for Gateway

Creation date: 28-10-2016 UTC

Expiration date: 27-12-2016 UTC

Serial: 13CE-0004C6-50CCOFEB
Type: Trial

Count: 50

Lifespan: 30

Objs: 1:50

hostname>
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service http-proxy antivirus kav mode

KomaHza ncnonb3yeTcs 415 BKAKOUEHWS WIW BbIKIFOYEHWSA aHTUBUPYCHOW NpoBepkmn Tpaduka,
nepesaBaeMOro yepes Npokcu-cepaep, C NoMoLLbio nporpammbl Kaspersky Anti-Virus.

CuHTakcuc

service http-proxy antivirus kav mode {on | off}

I'IapaMeprl M KJrKo4eBble C/10Ba
e on — BK/IKOUEHWE aHTVBMPYCHON NMPOBEPKW.

e off — BbIKJIHOYEHNE aHTUBMPYCHOWN MPOBEPKM.

3HayeHuns no YMOAYaHNKO

Mo yMonYaHUIO aHTMBMpPYCHas NpoBepKa BblKAtoYeHa (off).

PeXXunMbl KOMaHZAHOIoO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHUA

Mepes, BbINOJHEHNEM KOMaHAbl HEOBXOAMMO OCTaHOBUTL MPOKCU-CcepBEp (CM. «service http-proxy stop»
Ha cTp. 222).

[Mpumep ncnonb3oBaHUA

YT106bI BK/IHOUMTD aHTUBMPYCHYIO NpoBepKY TpadurKa, BbINOJHUTE KOMaHAY:
hostname# service http-proxy antivirus kav mode on
KAV4Proxy antivirus for proxy is enabled

hostname#

service http-proxy antivirus kav schedule-
fetch

KomaHga ncrnosb3yeTcs 418 HaCTPOWKM aBTOMaTMUYeckoro 06HOB/IEHUSA 6a3bl CUTHATYpP aHTVMBMpYCa
Kaspersky Anti-Virus.

CuvHTaKkcuc

service http-proxy antivirus kav schedule-fetch {<nepmommuHocTb> | none}
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MapameTpbl 1 KAKOYEBble C10Ba

® <mepmomMuHOCTE> — MNEPUOANUYHOCTL aBTOMATNUYECKOrO OHBHOBAEHUS (YMCI0 OOHOBAEHWI B iEHD).
[Jonyctumble 3HaveHus: 1-5.

e none — BbIK/IHOYEHME aBTOMATNUECKOTO OBHOBAEHUS.

3HayeHunsa no YMOAYaHNKO

none — aBTOMaTM4eckoe 0BHOBEHNE BbIK/IHOUEHO.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMuUHMCTpaTOp.

OcobeHHOCTU NCNONb30BaHUA

Mepes BbINOAHEHNEM KOMaHAbl HEOBXOAMMO OCTaHOBUTL MPOKCU-cepBep (CM. «service http-proxy stop»
Ha cTp. 222).

[Mpumep ncnonb3oBaHuA

YTOObI BbIK/NOUNTL aBTOMaTUYeCKoe OBHOBEHWE aHTMBMpyCHOIZ 6a3bl AAHHbIX, BbIMONHUTE KOMaHAy:

hostname# service http-proxy antivirus kav schedule-fetch none

service http-proxy antivirus show-status

KomaHgza npefHasHayeHa ANd NpoCMOTpPa TeKYLWNX HAaCTPOEK N COCTOAHUA aHTUBKPYCa.

CuHTaKkcuc

hostname> service http-proxy antivirus show-status

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXxnMmbl KOMaHAHOTO MHTEpNpeTaTtopa
e [lonb3oBaTesnb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

hostname> service http-proxy antivirus show-status

KAV4Proxy 5.5.86/RELEASE build #80, compiled Jun 19 2012, 20:15:45
KAV4Proxy is disabled

KAV4Proxy is stopped

Last update: never

Updates per day: 5

hostname>

service http-proxy cache

KomaHga ncnonb3yetcs ans 3afaHns pa3mepa Kalla NpokKcu-cepeepa.

CunHTakcnc
service http-proxy cache <pasmep>
I'Iapalvleprl M KJKo4eBble C/10Ba

<paszmep> — pa3Mep K3Lwa B MerabaliTax.

3HayeHuns no YMOAYaHNKO

Mo ymonuaHuto pasmep Kawa 256 Mbaur.

PeXXnMbl KOMaHAHOIoO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA
[ ] Kaw VICI'IOJ'IbByETCFI ana XpaHEHVIFI KON AaHHbIX, K KOTOprM 4yacTo o6pau.|,ar0Tca NnoAb30BaTeNN.

e [lepes BbINOAHEHVEM KOMaHZbI HEO6XOAUMO 3aBepLUMTb PaboTy NpPoKcK-cepBepa (CM. «service
http-proxy stop» Ha cTp. 222).

e HeB03MOXHO 33aaTb pa3smep Kaua, I'IpeBbILLIaI'OLLI,I/II7I 80% ot 0bbema CBO60,£I,HOFO MecCTa Ha guncke.

MNpumep ncnonb3oBaHMA

Ytobbl 3aaaTb pa3mep kawa 512 merabaiT, BbINOAHUTE KOMaHAY:

hostname# service http-proxy cache 512

service http-proxy content-filter add

KomaHga ncnonb3yetcs gns gobaBaeHns npasuaa GuabTpaLmm coagepXXMMoro Tpaduka, nepesaBaeMoro
yepes NPoKCcK-cepsaep.
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CuvHTaKkcuc

service http-proxy content-filter add [num <HomMep>] [rule <mma>] src <azpec
ornpaBuTesia> dst <ampec noJsyuareins> [command <HTTP-meTon>] [mime-type <Tun

COINEPXMMOTO>] <meucTBuUe>

I'Iapalvleprl M K1ro4eBble C/10Ba

<Homep> — MOPAAKOBbLIN HOMEP NpaBuaa B TabavLe, onpeaenstonii ero NPUOPUTET.
<umsa> — UMA NpaBuna.

<azmpec ornpaeuTesna> — agpec otnpasutens |IP-nakeTos.

<ampec nosydaress> — afpec nosydvarens IP-nakertos.

<HTTP-meTon> — MeToA npoTtokona HTTP.

<Tumn comepxumoro> — MIME-Tn (cM. rnoccapuin, ctp. 240) coaep>kmmoro Tpaduka.

<meticTeue> — Aencreme ¢ HTTP-Tpadukom, COOTBETCTBYHOLLUM YCAOBUAM NpaBuaa GuabTpaLnm
cogepxvmoro Tpaduka. JeiicTBre 3a8aeTC OAHOW 13 CeAyrOLUX IEKCEM:

o pass — nponyckatb HTTP-Tpa¢uk;

o drop — 6n0kmpoBatb HTTP-Tpaduk.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mepea BbIMOAHEHVEM KOMaHAbl HEOBXOAMMO OCTaHOBUTbL NPOKCK-CepBep (CM. «service http-proxy
stop» Ha cTp. 222).

B kauecTBe agpeca oTnpasBuTeNs HEObXOAMMO yKa3blBaTb aApec KAneHTa NPoKCn-cepeepa, B
KauvecTBe nosyyatens — aapec yganeHHoro HTTP-cepsepa.

Ecan Homep He ykasaH, NpaBuio AobaBiseTca B KOHeL, COOTBETCTBYOLWEN Tabanubl u ByaeT
NPUMeHATbCA NpW aHanmse IP-Tpaduka (cm. rnoccapui, cTp. 240) B nocnesHio0 oyepesb.

Eciv ykasaHHbIA HOMep npaBwia MeHblUe Noc/egHero HoMepa B Tabsvue, HyMepaLuus npasu,
CNefytoLLmX nocae HOBOTO NpaBswuAaa, byAeT aBToMaTMYeCckn N3MeHeHa (Mx Homepa byayT yBeanyeHbl
Ha 1). Hanpvmep: nocneaHnin Homep npaewia B Tabanue — 5, Bbl 4o6aBWAV NpaBuio ¢ HOMEPOM 3.
MpaBwio f06aBUTCA C yKasaHHbIM HOMEPOM, NPV 3TOM MPaBWIO C HOMEPOM 3, KOTOpoe 6b110
Co3jaHo paHee gobaBseHHOro BaMu, Noayumt Homep 4. MNpaewna ¢ Homepamu 4 n 5,
COOTBETCTBEHHO, NOJy4YaT HOMep 5 1 6.

Eciv ykasaHHbIA HOMep npaBwia 6o/blue nocieaHero Homepa B Tabivue, To Npasuao yaet
fobaBneHo c HoMepom Ha 1 bosblue nocneaHero Homepa B Tabauue. Hanpumep: nociegHwn
HoMep npaBuia B Tabavue — 5, Bbl J06aBW/IV NpaBuaO ¢ HOMepoM 8. B aTom ciyyae npasuao
£#06aBnTCA C HOMEPOM 6.
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e Ecan vma npaBunaa He yKa3aHo, 6yAET CcO34aHO npasuio 6e3 MeHN.

e B KayecTBe agpeca oTnpaBuUTens MOXHO ykasaTb IP-agpec y3na, Macky agpecoB NoaceTu,
CUCTEMHYHO Tpynny O6BbEKTOB any.

e B kauecTtBe agpeca noaydarens MOXHO yka3aTb IP-agpec nan gomeHHoe nmsa y3na, Macky agpecos
NOZACETW, CUCTEMHYHO TPYnMny O6beKTOB any.

e  MOXHO yka3aTb TOJNbKO OAWH M3 NapaMeTpPoB: <HTTP-meTon> WAN <tmn comepxumoro>. [1pn
ykazaHun HTTP-meToaa Hesb3s ykasaTb TUN COAEPXKMMOro, M Ha0bopoT.

. |_|pl/l HEBEPHOM YyKa3aHWW 3HaYE€HUA NapaMeTpa <twurn comepxmumoro> BbIBOAUTCA MOJIHBIA CANCOK
nogsep>XxXunBaeMbix 3HAYEHUN.

Mpumep ncnonb3oBaHMA

Y106kl 3a610KMPOBaTb NPOCMOTP BMAEO Ha caiTe youtube.com ans cetn 192.168.1.1/24, BbinoaxHuTe
KOMaHAy:

hostname# service http-proxy content-filter add rule deny youtube src 192.168.1.1/24
dst youtube.com mime-type video/mp4 drop

YTo6bI 3a610KMPOBATL UCMO/Ib30BaHKE MOUCKOBOKN GOPMbI Ha caiiTe yandex.ru Ans Bcex nosib3oBaTteneil,
BbINOJIHUTE KOMaHAY:

hostname# service http-proxy content-filter add rule deny fbipost src @any dst
yandex.ru command post drop

service http-proxy content-filter default-
action

KOMaHAa MCNoNb3yeTca ANA 3ajaHnNA ,ﬂ,el7|CTBIAﬂ no yMOJIYaHUKO ANnA CI)I/U]praLI,I/II/I co4epP>XXNMOro Tpaq)vu(a,
nepejaBaemMoro 4epes npokcn-cepeep.

CuHTaKcuc

service http-proxy content-filter default-action <pmemcTBuUE>

MapameTpbl 1 KNtOYEBbIe COBa

e <gpeticteue> — AelictBue ¢ HTTP-Tpadurkom, KOTOpbI He NoAoLLeNn Nog YyCAOBUSA APYrX NpaBu
dunbTpaLmm cogepxxmmoro Tpaduka. [leficTBrne 3a4aeTca OAHOW U3 CefyroLwmX eKceMm:

o pass — nponyckatb HTTP-Tpaduk;

o drop — 6nokuposatb HTTP-Tpaduk.

3HayeHuA No YMOAYaHUIO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Mepes, BbINOJHEHNEM KOMaH/Abl HEOBXOAMMO OCTaHOBUTL MPOKCU-cepBeEp (CM. «service http-proxy stop»
Ha cTp. 222).

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname# service http-proxy content-filter default-action drop
Set default-action to drop

hostname#

service http-proxy content-filter delete

KomaHga vcnonbayetcs ans yaaneHus npasmna GuabTpaumum cogep>XnMoro Tpaduka, nepesaBaeMoro
uepes NpoKcu-cepsep.

CuHTaKkcuc

service http-proxy content-filter delete rule {<uomep> | <umsa>}

[MapameTpbl 1 KJHOYEBble CI0Ba
e <uomep> — MOPSAAKOBbLIN HOMEp NpaBuia B Tab/vLe, ONpeAensowmi ero NPUOPUTET.

o <uma> — WUMA Npasuaa.

3HaYeHNA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOrO MHTEpNpeTaTtopa
AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOJHEHNEM KOMaHAbl HEOHXOAMMO OCTaHOBUTb MPOKCU-cepBep (CM. «service http-proxy
stop» Ha cTp. 222).

e [lna umeHn npaeuna paboTaeT aBTOAOMOJHEHME.

MNpumep ncnonb3oBaHMA

YTt0obbl yaanuTb NPaBUIO C UMEHEM deny youtube, BbINOJHUTE KOMaHAY:

hostname# service http-proxy content-filter delete rule deny youtube
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YTobbI YAannTb NpaBmao C NOpAAKOBbIM HOMEPOM 5, BbINOAHUTE KOMaHAy:

hostname# service http-proxy content-filter delete rule 5

service http-proxy content-filter list

KomaHp,a MCNoJIb3yeTca ANA BbIBOAA CNUCKa Nnpasni (I)I/U'IpraLI,I/II/I cojep>xunmMmoro Tpa(l)I/IKa,
nepeaaBaemMoro 4epes npokcn-cepeep.

CuHTakecnc
service http-proxy content-filter list

MapameTpbl 1 KNtOYEBbIE CN0OBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO NHTEpnpeTartopa
e [lonb3oBaTensb.

e AamuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCHOﬂb3OBaHMﬂ
hostname> service http-proxy content-filter list

Content filter rules

num 1

act drop

name rulel

src Qany

dst Qany
mime-type image/jpeg
num 2

act drop
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name rule?

src Qany

dst Qany

mime-type image/png
hostname>

service http-proxy content-filter mode

KomaHga ncnonb3yeTcs A0 BKAKUEHWS WM BbIKIHOYEHWS GUAbTPaLUN COAEPXKMMOro Tpaduka,
nepesaBaeMoro yepes NpoKcu-cepeep.

CuHTakcuc

service http-proxy content-filter mode {on | off}

ﬂapameTpulAKnmquuecnosa

e on — BK/IHOUEHME QUIbTPALLUM COAEPKMMOTO.

e off — BbIKJIOYEHME GUALTPALUN COAEPKUMOTO.
3Ha4veHus no YMOAYaHNKO

Mo ymonuaHuio dpuabTpaumnsa cogep>XMMOro BblkatoueHa (of £).

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.

OcobeHHOCTU NCNONb30BaHNA

Mepea BbINONHEHWEM KOMaHAbl HEOBXOAMMO OCTaHOBUTL MPOKCU-cepBep (CM. «service http-proxy stop»
Ha CTp. 222).

MNpumep ncnonb3oBaHMA

YTo6bl BKAHOUUTD q)vmprau,mo cojgep>XxXnmMmoro Tpaq)vu(a, BbIMONAHUTE KOMaHAy:

hostname# service http-proxy content-filter mode on

service http-proxy content-filter move

KomaHga ncnonb3yetcs Ans HazHauyeHWa HOBOrO MOPAAKOBOro HoMepa npaBuay KOHTpoaa GuabTpaLmm
Tpaduka, nepesaBaeMoro yepes NpoKcm-cepeep.
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CuvHTaKkcuc

service http-proxy content-filter move rule {<rexyumur HOMep> | <uma>} to <HOBEM HOMep>

MapameTpbl 1 KAKOYEBbIE C10Ba
® <uomep> — MNOPAAKOBLIN HOMeP Npasuaa B Tabavue, onpeAenaroLWwuii ero NpMopuTeT.
*  <yma>— VMS Mpasuna.

® <HOBHIT HOMep> — HOBbI/ NOPSAAKOBbLIA HOMEp Nnpasua.

3HayeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO MHTEpNpeTaropa
AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOJHEHNEM KOMaHAbl HEOHXOAMMO OCTaHOBUTL MPOKCU-CepPBEP (CM. «service http-proxy
stop» Ha cTp. 222).

o [lns uMeHn npaBuna paboTaeT aBTOAOMOHEHE.

Mpumep ncnonb3oBaHMA

YT106bI HAa3HaUNTL HOBbIV MOPAAKOBLIN HOMEpP NPaBUY C UMEHEM deny youtube, BbIMOJHUTE KOMaHAY:

hostname# service http-proxy content-filter move rule deny youtube to 7

UT06bl HA3HAUNTb HOBbIV MOPSAAKOBLIA HOMEpP NMPaBWY C MOPSAAKOBLIM HOMEPOM 5, BbINOSHUTE
KOMaHay:

hostname# service http-proxy content-filter move rule 5 to 7

service http-proxy content-filter show-
status

KomaHga vncnonbsyeTcs Ans BbiBOZa MHGOPMaLLMK O cTaTyce GUabTpaLnm CogepXxmnmMoro Tpaduka,
repesaBaeMoro yepes Npokcu-cepeep.

CuvHTaKkcuc

service http-proxy content-filter show-status

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.
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3HayeHVA No YMOAYaHUIO
Her.
Pexxnmbl KOMaHAHOIoO MHTEPMPETATOPA
e [lonb3oBaTesnb.
e AgmMuHucTpaTop.
OcobeHHOCTM NCNOb30BaHNS
Her.
[Mprmep ncnonb3oBaHuA
hostname> service http-proxy content-filter show-status
HTTP-proxy content-filter is enabled with 4 rules
HTTP-proxy content-filter default-action is pass

HTTP-proxy service is stopped

hostname>

service http-proxy external-address set

KomaHga vcnonb3ayetcs ans 3agaHms BHelwHero IP-agpeca npokcu-cepsepa.

CuHTaKkcuc

service http-proxy external-address set <uHTepderic>

MapameTpbl 1 KNtOUYEBbIe COBa

<mHTepderic> — VMM MHTEpdelica, MOAKIIOYEHHOTO K VIHTepHeTy.

3HaYeHNsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AfMUHNCTpaTOPp.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOJAHEHWEM KOMaHAbl HEOHXOAMMO 3aBepLUNTL PaboTy NPOKCK-cepBepa (CM. «service
http-proxy stop» Ha cTp. 222).
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e [lpu BBOAE MHTepdelica paboTaeT NoACKa3Ka, JaHHbIe A4nA NoACKasku bepyTca 13 cnmcka
NHTEpPdENCcoB B cucTeMe (BK/IKOUas BUPTyanbHble MHTepdENChl, CO34aHHble NPW Ha3HauYeHUN
JOMNOHUTENbHBIX IP-agpecoB OCHOBHbLIM UHTepdericam).

e Ha ykasaHHOM nHTepdelice goakeH bbITb 3agaH IP-agpec.

Mpumep ncnonb3oBaHMA

Yrtobbl 3aaaTb IP-agpec nHTepdeiica eth1 B kauecTBe BHELLHErO ajpeca NPoOKCM-CepBepa, BbIMOJAHUTE
KOMaHzy:

hostname# service http-proxy external-address set ethl

service http-proxy external-address show

KomaHaa npesHasHaueHa Ans npocMoTpa BHeluHero IP-agpeca npokcu-cepsepa.

CunHTakcnc
service http-proxy external-address show
ﬂapameTpuL4Knmquuecnosa

Her.

3HayeHNA NO YMONYAHUIO
Her.
Pe>xxMbl KOMaHAHOrO MHTepnpeTaTopa

e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname> service http-proxy external-address show
External address: 10.0.14.110 (ethO)

hostname>

service http-proxy fw-rules apply

KomaHp,a NCMoJib3yeTca AN aBTOMaTUYECKOro Co34aHnA CeTEBbIX ¢)I/IJ'IprOB M npaBuna TpaHCAaunmn
ajipecoB, COOTBETCTBYHOLWUX TEKYLLUM HaCTpOI?IKaM NpoKCcn-cepeepa.
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CuvHTaKkcuc

service http-proxy fw-rules apply

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOroO MHTepnpeTaTopa

ApMuUHMNCTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e HeBo3MOXHO CO34aTh ceTeBble GUALTPLI M MPaBWIa TPAHCAALMM, ECNN 3ajaHbl He BCE NMapaMeTpbi
NpoKcu-cepeepa.

e ABTOMATMYECKU CO3ZaHHble GUALTPBI M NpaBuaa TPaHCAALMM A0DOaBAAIOTCS B KOHeL,
COOTBETCTBYHOLLUMX TabAUL, U MMEROT 3ape3epBMpPOBaHHOe Ha3BaHne HTTP-Proxy auto.

L] PeAaKTI/IpOBaTb CO34aHHble ceTeBble q)I/I/'IprbI M npaBunna TPaHCNALUNN HE pEKOMEHAYETCA.

o [peablaywne ceTeBble GUILTPbI U NPaBWAA TPAHCAALMM, COOTBETCTBYOLLME U3MEHEHHbIM
HacTpolkam Npokcu-cepsepa, BYAyT yaaneHsbi.

Mpumep ncnonb3oBaHMA

UYto6bl MOC/NIE HAaCTPOWKM MPOKCU-CEpPBEPa CO34aTb HEODXOAMMbIe ceTeBble GUALTPLI U MpaBuna
TPaHCAALMY, BbINOAHUTE KOMaHAY:

hostname# service http-proxy fw-rules apply

service http-proxy fw-rules delete

KoMaHga ncrnosb3yeTcs 45 yaaneHuns ceteBbiX GUAbTPOB M MPaBuA TPAHCAALMM aApecoB, HEOBXOANMBIX
Ans paboTbl NpoKcu-cepeepa.

CuHTaKkcuc

service http-proxy fw-rules delete

MapameTpbl 1 KNtOUYEBbIe COBa

Her.

3HayeHuA No YMOAYaHUIO

Her.
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Pe>XXMMbl KOMaHAHOTrO MHTepnpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Mo koMaHAe 13 COOTBETCTBYHOLWMX TabaunL, ByayT yaaneHbl ceTeBble GUALTPBI U NPaBuaa TPaHCAALUM C
Ha3BaHneM HTTP-Proxy auto, aBToMaTnyecku co3faHHble C MOMOLLLIO KOMaHAbI service http-proxy fw-
rules apply (Ha cTp. 214).

Mpumep ncnonb3oBaHMA

UYto6bl yaannTb MMeroLLmnecs ceteBble GUALTPBI U NpaBuaa TPaHCAALUM, aBTOMaTUUECKM CO3aHHble ANs
paboTbl MPOKCK-CEPBEPA, BbIMOJIHUTE KOMaHAY:

hostname# service http-proxy fw-rules delete

service http-proxy fw-rules show

KomaHp,a npegHasHavyeHa gnda NpoCcMOoTpa CyLWeCcTBYOLWNX CeTeBbIX q)I/IIIprOB M npaBuna TpaHCAAUMn
aApeCOB,HEO6XOAMMbD(Aﬂﬂ pa60Tblnp0Kcm—cepBepa

CunHTakcnc
service http-proxy fw-rules show

MapameTpbl 1 KNtOYEBbIe C0OBa

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOrO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpuMep ncnonb3oBaHMA

hostname> service http-proxy fw-rules show

Local Rules:

+ + + + +

|Num |Name |Option | Schedule |
B it e o — Fom e —— o +
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|Act |Source |Destination |Protocol |

+ + + + + +
| ... |HTTP-Proxy auto |User | |
B e et T B it fmm e~ o +

|pass|192.168.10.0/1169.254.241.1|tcp: to 6789 |
| 1255.255.0.0 | | |
+ + + + +

| ... |HTTP-Proxy auto |User |

Fom Fom - Fom - - +
|pass|10.0.14.110 | Qany |tcp: to 80, tcp: to 21,
| | | |[tcp: to 443 |
+ + + + +
hostname>

service http-proxy listen-address add

KomaHaa ncnonbsyetcs ana sobaeneHmns nHtepdeiica M NopTa, Yyepes KoTopble ByayT NpMHUMaTLCA
3anpochkl OT KJIMEHTOB MPOKCU-CepBepa.

CuHTaKkcuc

service http-proxy listen-address add <unuTepdeiic> <nopT>

MapameTpbl 1 KJHOYEBbIE CIOBA
e <unrepderic> — UMA UHTepdelica.

e <moptT>-— HOMEpP NnopTta.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOJHEHNEM KOMaHAbI HEOHXOAMMO 3aBepLUNTL PaboTy NPoKCcK-cepBepa (CM. «service
http-proxy stop» Ha cTp. 222).

o [lpv BBOAE NHTepderica paboTaeT Nogckaska, AaHHble ANs Nogckasku bepyTtca n3 cnmcka
NHTEPdENCOB B CUCTEME (BK/ItOYAs BUPTyasbHble MHTEPPENCHI, CO3AaHHble NPWU Ha3HauYeHU
AononHuTenbHbIX IP-agpecoB OCHOBHbIM MHTepdencam).

e Ha yka3zaHHOM MHTepdeiice gonxeH 6bITb 3asaH IP-agpec.
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MNpumep ncrnosib3oBaHUs

Yrtobbl ykazaTb nHTepdelic eth1 n Homep nopTa 6789 ans Nprema 3anpoCcoB OT KIMEHTOB MPOKCK-
cepBepa, BbINOAHUTE KOMaHAY:

hostname# service http-proxy listen-address add ethl 6789

service http-proxy listen-address delete

KOMaHAa MCNoJib3yeTca ANnAa yaaneHna ns cnmcka MHTequeVlca M NopTa, Yepe3 KOTopble HE A0JIKHbI
NPUHUNMAaTbCA 3anpoOChkl OT KJIMEHTOB NPOKCU-CepBeEpa.

CunHTakecnc
service http-proxy listen-address delete <mHTepbderic>
ﬂapalvleprl M Knro4eBble C/10Ba

<unTepderic> — UMA UHTepdeinca.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOJHEHNEM KOMaHAbI HEOHXOAMMO 3aBepLUNTL PaboTy NpPoKcM-cepBepa (CM. «service
http-proxy stop» Ha cTp. 222).

L] I'Ipvl BBOJE MHTepq>e|7|ca pa60Ta+0T aBTO3anoJiIHeHNe 1 NoackKa3ka, AaHHble Anda noAckKasku 6epch9|
M3 TeKyLlero cncka ana npocnywinBaHmA.

[Mpumep ncnonb3oBaHuA

UTobbl yaanuTb HTepdenc eth1 ns cnucka nHTepdEicoB, Mo KOTOPLIM NPUHNMAKOTCA 3anpPOoChl OT
KAVEHTOB MPOKCU-CEPBEPA, BbINOJHUTE KOMaHAY:

hostname# service http-proxy listen-address delete ethl

service http-proxy listen-address list

KomaHza npesHasHaueHa Ans NpoOCMOTPa TeKyLLero Crmncka agpecoB MHTEPGENCOB 1 NMOPTOB, Yepes
KOTOpble MPUHMMAKOTCA 3aNPOChl OT KANEHTOB NMPOKCU-CEPBEPa.
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CnHTakcmc
service http-proxy listen-address list

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO
Her.
Pe>xxmbl KOMaHAHOro MHTepnpeTaTopa

e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTM UCNONb30BaHUA
Her.

MNpumep ncnonb3oBaHMA

hostname> service http-proxy listen-address list
Listen:
10.0.14.110:6789 (ethO)

hostname>

service http-proxy mode

KomaHza ncnonb3yeTcs Ans BKAKUEHNSs WM BbIKJIHOYEHWS aBTOMaTMUEeCKOro 3anycka npokcu-cepeepa
npw 3arpy3ske ViPNet Coordinator HW.

CuHTaKkcuc

service http-proxy mode {on | off}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA
° on — BKJKOYEHME aBTOMaTU4eCKOro 3anycka.

e off — BbIKNHOYEHVE aBTOMATUYECKOTO 3anycka.

3HayeHuA No YMOAYaHUIO

Mo ymMon4aHMo aBTOMaTUYECKMIA 3amnyck MPOKCU-CepBepa BblK/IOUeH (off).

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpaTtop.
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OcobeHHOCTU NCNONb30BaHUA

e [lo KOMaHze M3MEeHAETCA TOIbKO HAaCTPOMKa aBTOMAaTMUECKOro 3anycka NpokKcu-cepeepa, ero
TeKyLLEee COCTOSAHNE He U3MEHSAETCS.

e HeBO3MOXHO BK/IHOUNTL aBTOMATUUECKMI 3aMycK, eCv 3ajjaHbl He BCe MapamMeTpbl, HeobxoaMble
Ans paboTbl NpoKCcK-cepBepa.

[Mprmep ncnonb3osaHuA

YT06bI BLIKIHOUYMTL aBTOMATUYECKUIA 3aMyCK MPOKCU-CEPBEPA, BbIMOJHUTE KOMaHAY:

hostname# service http-proxy mode off

service http-proxy reset

KomaHzaa npesHasHaueHa /19 OUMCTKM TeKYLLUX HAaCTPOeK MPOKCK-cepBepa.

CuHTakcuc

service http-proxy reset

I'Iapalvleprl M Knro4eBble C/10Ba

Her.

3HayeHuns no YMOAYaHNKO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lpu BbINOAHEHNM KOMaHZbl 3aMpaLuvBaeTCs NOATBEPXKAEHNE OUMCTKM BCEX HACTPOEK NMPOKCU-
cepBepa.

e [lpu BbINOAHEHNM KOMaHZbl He yAanatoTCsA ceTeBble QUILTPLI U MpaBuia TPAHCIALMMW aZpecoB, eCiun
Takve CO34aBajvCb B COOTBETCTBUM C TEKYLLMMU HAaCTPOMKaMun NPOKCU-CepBepa C MOMOLLbH
KoMaHgbl service http-proxy fw-rules apply (Ha cTp. 214). MNocne oUNCTKM HaCTPOEK NPOKCU-CepBepa
JaHHble GUALTPLI U NMpaBuaa TPAHCAALUM MOXHO YAaWUTb BPYUHYHO C MOMOLLbIO KOMaHZbl service
http-proxy fw-rules delete (Ha cTp. 215).

MNpuMep ncnonb3oBaHMA

[N OUMCTKM HACTPOEK NPOKCU-CEPBEPA BbIMOJHUTE CEAYIOLLYHO KOMaHAY:

hostname# service http-proxy reset

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOZACTBO MO KOMaHZAHOMY UHTepnpetatopy | 220



service http-proxy show

KomaHga npegHasHauyeHa 4ns NpocMoTpa TEKYLLMX HAaCTPOEK NPOKCU-CEPBEPA U Er0 COCTOAHUS.

CuHTakcuc

service http-proxy show

ﬂapameTputnKnmquuecnosa

Her.

3HaHeHMﬂ[K)yMOﬂanMm

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHuA

hostname> service http-proxy show
HTTP PROXY is enabled

Service is running

Transparent: off

Cache size: 256

Listen:

169.254.241.1:6789 (ethl)

External address: 10.0.14.110 (ethO)
Allow network list:

192.168.10.0/16

hostname>

service http-proxy start

KomaHga ncnonb3yeTcs Ans 3amnycka npokcu-cepeepa.

CuHTaKcuc

service http-proxy start
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MapameTpbl 1 KAKOYEBble C/10Ba

Her.

3HaueHus no YMOAYAHUIO
Her.
Pe>xxnMbl KOMaHAHOIO MHTepnpeTaTopa

e [lonb3oBatensb.

e AgmMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

HeBO3MOXHO 3anycTuUTb NPOKCU-CEPBEP, ECAN 3aAaHbl HE BCE NMapaMeTpbl, HEOBXOAMMbIe A/ ero
paboThbl.

MNpumep ncnonb3oBaHMA

hostname# service http-proxy start
HTTP Proxy started

hostname#

service http-proxy stop

KomaHaa ncnonb3yetcs ans 3aBepLueHns paboTbl MPOKCU-cepeepa.

CuHTaKcuc

service http-proxy stop

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOrO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

hostname# service http-proxy stop
Stopping HTTP Proxy: Waiting......

HTTP Proxy stopped

hostname#

service http-proxy transparent-mode

KomaHza ncnonb3yeTcs Ans BKAKUEHNS WM BbIKJIHOYEHMWS «MPO3PayHOro» pexxvma paboTbl MpoKcu-
cepBepa, Npu KOTOPOM Ha pabourx MecTax NnoJb3oBaTesiel MPOKCM-CepBepa He TpebyeTcs
JLOMONHUTENbHAA HAaCTPOMKa NPUIOXKEHNN.

CuHTakcuc

service http-proxy transparent-mode {on | off}

ﬂapameTpuLAKnmquuecnosa
e on — BKJ/IFOUYEHME MPO3PAUHOTrO pexmmMa (CM. raoccapui, ctp. 244).

e off — BbIKJIHOYEHME NMPO3PAUHOro pexxmma.

3HayeHuns no YMOAYaHNIKO

Mo ymMonuaHWto NpPo3payHbIi pexxumM paboTbl MPOKCU-CEPBEPA BbIKAOYEH (of f).

PeXXnMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

e [lepes BbINOAHEHWEM KOMaHAbl HEOHXOAMMO 3aBepLUNTL PaboTy NPOoKCK-cepBepa (CM. «service
http-proxy stop» Ha cTp. 222).

e HeBO3MOXHO BK/IHOUUTL MPO3PaYHbIA PEXMM, ECIN 3aAaHbl HE BCE NMapaMeTpbl, HeobxoaMMble ANs
paboTbl Mpokcu-cepBepa.

MNpumep ncnonb3oBaHMA

Y106kl BK/IFOUMTE MPO3PaUHbIN PeXnM paboTbl MPOKCM-CepBEPA, BbINOJHUTE KOMaHAY:

hostname# service http-proxy transparent-mode on
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KoMaHAb! rpynnbl Ups

KomaHabl rpynnel ups npegHasHadeHbl Ans HacTpoiiku B3aumogenictemsa ViPNet Coordinator HW ¢
ncTouHmKoM 6ecnepeboriHoro nutaHus (UPS) (cm. rnoccapui, ctp. 242).

MpymeyaHue. Vicnonb3oBaHme rpynnbl KOMaHZ UpPS BO3MOXHO TOJ/IbKO JJif annapaTHbIX
ncnonHeHunn ViPNet Coordinator HW. Ans ncnonHenns ViPNet Coordinator HW VA 371
KOMaHZbl BbINOAHATLCA He ByayT.

ups set driver

KomaHga ncnonb3yetcs ans Boibopa gparisepa UPS.

CuHTaKkcmc
ups set driver <gpalBep>
ﬂapalvleprl M Knro4deBble CN10Ba

<mpaitsep> — Ha3BaHue gpaliBepa. B Tekywen sepcum ViPNet Coordinator HW MO>XHO yka3aTb TONbKO
3HayeHune usbhid-ups.

3HayeHuns no YMOAYaHNKO

Her.

PeXunMbl KOMaHZAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

YTto6bl BbIbpaTh ApariBep UPS, BbINOHWTE KOMaHAY:

hostname# ups set driver usbhid-ups
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ups set mode

KomaHga ncnonbsyetcs ana yctaHoBkM pexknma B3ammogenctems ViPNet Coordinator HW ¢ UPS.

CuHTakcuc

ups set mode {master | slave <IP-ampec MmacTepa>}

I'Iapalvleprl M K1ro4eBble C/10Ba

® master — B3aUMOJENCTBUE B PEXMME IAaBHOIO KOMMbLOTepa. [1aBHbIM ABASETCS KOMMbIOTEP, K
KOTOPOMY MOAKAOUEH NHTepdeNCHbIN kabenb UPS 1 KOTopbIi HENOCPeACTBEHHO B3aMMOAENCTBYET
c UPS.

e slave — B3aUMOZENCTBME B PeXXMME NOAUMHEHHOTO KOMMbtOTEpa. MNoAYMHEHHBIV KOMMbIOTEP
B3aumogenctayeT ¢ UPS uepes rnaBHbI KOMMbIOTEP.

e <JJIP-agpec mMacrTepa> — IP—a,a,pec r1aBHOTO KOMMbHOTEPA, HAaXO4ALWErocAa B peXXnMe master.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Mepeg BbINOAHEHNEM KOMaHAb! TPeBbyeTcA BpyUHYHO 3aBepLUmnTb paboTy gemoHoB naketa NUT (Network
UPS Tools) (cm. rnoccapuia, ctp. 240) ¢ NOMOLLbIO KOMaHAbl ups stop (Ha cTp. 229).

[Mpumep ncnonb3oBaHUA

ﬂ'flﬂ YCTaHOBKW peXKnMa raBHOro KOMnbtoTePa BbIMOJAHNTE KOMaHAY:

hostname# ups set mode master

ups set monitoring

KomaHp,a NCMNoJib3yeTca ANA BKIKYEHNA U BbIKTHOYEHUA MOHUTOPUHIa COCTOAHUNA UPS.

CuHTaKkcuc

ups set monitoring {on | off}

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

. on — BKJ/IOYE€HNE MOHUTOPUHTa.
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e off — BbIKNHOYEHNE MOHUTOPWHTIA.

3HayeHnsA NO YMONYAHUIO

Mo ymonuaHmo MOHUTOPUHF coctosiHMA UPS BbikatoueH (of £).

Pexxumbl KOMaHAHOrO NHTEpnpeTaropa
ApMuUHMNCTpaTop.

OcobeHHOCTU NCNONb30BaHUA

e [locne BKAHOUYEHUSI MOHUTOPUHIA HEOHXOAMMO BPYUHYHO 3amnycTuTb AeMoHbl nakeTa NUT ¢
NMOMOLLbIO KOMaHAbl ups start (CM. «ups start» Ha cTp. 228).

e [lpw BbIKNHOYEHUN MOHUTOPUHIa ByAeT aBTOMaTM4YeCKn 3aBepLleHa paboTta gemoHoB naketa NUT.

[Mpumep ncnonb3oBaHuA

Y106bI BK/IHOUNTE MOHUTOPUHT COCTOAHWUA UPS, BbINOAHNUTE KOMaHAY:

hostname# ups set monitoring on

ups show config

KomaHga npegHa3HaueHa A5 NpocMoTpa TekyLumx HacTpoek B3ammogenctems ViPNet Coordinator HW ¢
UPS.

CuHTakcuc

ups show config

MapameTpbl 1 KNtOUYEBble C0Ba

Her.

3HaYeHNsA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTesnb.

e AamMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

hostname> ups show config
UPS service mode is Master. Driver: usbhid-ups
UPS service is RUNNING

hostname>

Mo koMaHAe oTobpaxaeTcs cneayrolas UHGoOpMaLms:

. BkrOUEH MK BbIKAKOUEH MOHUTOPWUHI COCTOAHUA UPS. OcTtanbHas I/IHq)OpMaLI,I/Iﬂ BbIBOANTCA TOJIbKO
B Ciiydae, eCat MOHUTOPUHT BKIHOYEH.

e Pexum B3anmogerictaumsa ViPNet Coordinator HW ¢ UPS (master nam slave).
e Vicnonb3yemsblii gpariep UPS (TONbKO B peXNME master).
e |P-agpec mactepa (TONAbKO B pexume slave).

e CoctosaHue gemoHoB naketa NUT (3anyLueHbl nan paboTta AeMOHOB 3aBepLUEHa).

ups show status

KomaHga npegHasHaueHa 414 npocMoTpa TekyLero coctosaHusa UPS.

CuHTakcuc

ups show status [extended]

HapameTpulAKnmquuecnOBa

extended — MPOCMOTP BCEX NapaMeTPoB cocTosHUs UPS B dopmate yTUAUTBI upsc, BXOASLLEN B COCTaB
naketa NUT. 3Ta BO3MOXHOCTb NpeAHa3HayeHa Ans KBaaMouULMpPOBaHHbIX CUCTEMHBbIX
aAMMVHWCTPATOPOB, KOTOPbIE MOTYT CAMOCTOATEILHO MHTEPMNPETUPOBATL Pe3y/bTaT BbiIBOAA YTUANUTLI
upsc.

3HayeHnA NO YMONYAHUIO

Her.

PexxnMbl KOMaHAHOIO MHTEpNpeTaTtopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> ups show status

Manufacturer: American Power Conversion
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Model: Smart-UPS 750 RM
Load: 24.0%

Power status: OL

Battery charge: 100%

Runtime: 2520

Runtime to low: 1380

hostname>

Mo koMaHAe oTobpaxaeTtca cregytowas MHGopMaLms:
e [lpomnzBoautens UPS.
e Mogenb UPS.
e TekyllUas Harpyska no MOLLHOCTM (B NPOLLEHTax OT MakCUMaNbHOW HarpysKw).
o TekyLM pexxuM NuTaHus (OL — NuUTaHMe OT CeTH, OB — MUTaHue oT baTtapen).
o Tekywwii ypoBeHb 3apssa 6atapen (B NpoLeHTax OT MakCMMaabHOrO YPOBHS).
e PacueTHoe BpeMs paboTbl OT BaTapen Npwu TeKyLLMX Harpy3ke 1 ypoBHe 3apsia (B ceKyHAax).

¢ MakcumanbHoe BpeMs paboTbl OT baTapew, Mo ncteyeHnn kotoporo UPS nockiiaeT curHan o
HeOobX0AMMOCTY BbIKNOYEHUS KOMMbIOTepa (3asaeTcs npoussogmTenem UPS).

ups start

KomaHga vcnonb3yetcs ans 3anycka gemoHoB naketa NUT, obecneunsatowmx B3anumogelicteme ViPNet
Coordinator HW c UPS.

CuHTaKcuc

ups start

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaHeHMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTenb.

e AamMuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.
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MNpumep ncrnosib3oBaHUs

Yrto6bl 3anycTtutb geMoHbl naketa NUT, BbInOsHWUTE KOMaHAY:

hostname> ups start

ups stop

KomaHga ncnonb3yetcs ans 3aBeplueHuns pabotol gemoHoB naketa NUT, obecneumBatoLmx
B3anmogeincteme ViPNet Coordinator HW c UPS.

CuHTakcuc

ups stop

MapameTpbl 1 KNtOYEBbIe CN0OBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTartopa
e [lonb3oBarensb.

e AamMmuHucTpaTop.

OcobeHHOCTV NCNONb30BaHUA

Her.

Mpumep ncnonb3oBaHMA

Yto6bl 3aBeplLnTL paboTy semMoHoB naketa NUT, BbINOAHUTE KOMaHAY:

hostname> ups stop
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KOMaHZbl rpynnbsl vpn

KomaHab! rpynnel vpn npeaHa3HayeHbl ANs 3arpy3ku 1 BbIrpysku gpaisepos u ciyx6 ViPNet.

vpn start

KomaHga vcnonb3yetcs ana 3arpysku gpaviBepoB 1 3anycka gemoHoB ViPNet Coordinator HW.

CuHTakcuc

vpn start

MapameTpbl 1 KNtOYEBble CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

[Ans 3arpy3ku gpariBepoBs 1 3anycka gemoHoB ViPNet Coordinator HW BbinonHuTe KOMaHAy:

hostname# vpn start

vpn stop

KomaHga ncnosb3yeTcs 415 BbIrPY3Ky ApaiBepoB v 3aBeplueHns paboTbl gemoHos ViPNet Coordinator
HW.

CuHTaKkcuc

vpn stop
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MapameTpbl 1 KAKOYEBble C/10Ba

Her.

3HayeHunsa no YMOAYaHNIKO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

AgmMuHucTpatop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MpuMep ncnonb3oBaHUsA

Ansa BbIrpy3kn ApaiiBepoB U 3aBepLueHns paboTbl gemoHos ViPNet Coordinator HW BbinonHuTe
KOMaHay:

hostname# vpn stop
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KOMaHAb! rpynnbl webul

KomaHabl rpynnel webui NpeAHa3HaveHbl Ans ynpaeneHuns seb-cepsepom ViPNet Coordinator HW, Ha
OCHOBe KOTOpOro GyHKUMOHMpPYeT Beb-nHTepdelic.

webui restart

KomaHga ncnonb3yetcs ans nepesanycka Beb-cepepa ViPNet Coordinator HW.

CuHTaKkcmc
webuil restart

MapameTpbl 1 KNtOYEBbIE CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpNpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

HeB03MOXHO nepesanycTuTb Beb-cepBep, eciv OH He 6bil 3anyLLeH.

[Mpumep ncnonb3oBaHUA

hostname> webui restart

Shutting down ViPNet Web GUI service

Loading ViPNet Web GUI service

spawn-fcgi: child spawned successfully: PID: 22996

hostname>

webui status

KomaHga vncnonb3yetcs Ans npocMoTpa TekyLlero coctosHus Beb-cepeepa ViPNet Coordinator HW.
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CuHTaKcmc
webui status

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HayeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

ﬂpMMepMCHOﬂb3OBaHMﬂ

hostname> webui status
WebUI server is enabled and is running.

hostname>
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[ Tooume KoMaHab|

K NPOYUM OTHOCATCA KOMaHAbl, KOTOPbI€ HE BXOAAT HN B OA4HY U3 rpynn KOMaHA4, ONMCaHHbIX BblLLeE.

debug off

KomaHp,a NCNoJib3yeTca ANA BbIKIKOYEHNA BbIBOAA COO6LLI,eHI/II‘/’I 0 CObbITUAX.

CuHTakcuc

debug off [<MCTOUHMK> <BaXHOCTb>]

MapameTpbl 1 KAKOYEBbIE C10Ba
®  <ycrouxuk> — NPOLECC, AN KOTOPOro TpebyeTcs BbIKNHOUNTL BbIBOZ COOBLLEHWA.

(] <BamHOCTb>——ypOBeHbCepbemﬂxTMBbmnmqaeMMXC006meHMﬁ

3HaYeHNA NO YMONYAHUIO

Her.

PeXXrMbl KOMaHAHOrO MHTeprpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Ecnv B kOMaHZe He yKa3aHbl MapameTpbl, TO 6YAET BbIK/IHOUEH BbIBOJ, BCEX COOBLLEHNIA.

[Mpumep ncnonb3oBaHuA

YT106bI BbIKNHOUNTL BbIBOZA COObLLEHNI 06 OWMOKax 4EMOHOB, BbINOJHUTE KOMaHAY:

hostname# debug off daemon err

debug on

KomaHp,a NCrNoJib3yeTca ANA BKJIKOYEHNA BbIBOAaA COO6LLI,EHI/II7I 0 cobbITUAX.

CuHTaKkcuc

debug on [<MCTOUHMK> <BaXHOCTbL>]
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[MapameTpbl 1 KJKOYEBble C/I0Ba

e  <ycrounmk> — MPOLECC, AN KOTOPOro AOJXKHbI BbIBOAMUTLCA cOobLLeHNs. Hanpumep:
e kern (94p0);
e user (MOAb30BaTe/bCKME MPOrpPaMMbl);
e mail (NoyTOBasA cUCTEMA);
e daemon (AEMOHbI).

® <BaxHOCTL> — YPOBEHb CEPbE3HOCTU BbIBOAUMBIX COOOLLEHNA. HanpuMmep:
e ecrr (owmnbkKa);
e info (MHbOPMaALMOHHOE COObLLEHME);

e debug (OTNafgo4uYHOE coobLIeHMe).

3HaYeHNsA NO YMONYAHUIO
® <ycTOuYHMK> — daemon

® <BaxHOCTbL> — debug

PeXXvMbl KOMaHAHOrO MHTeprnpeTaTopa

AaMUHUCTpaTOP.

OcobeHHOCTU NCNONb30BaHUA

Ans gemoHoB coobLieHuns byayT BbIBOANTLCA TObKO B CAyYae, ecin B ux dannax KoHGurypaumi B
ceKkummn [debug] 3a4aHO NPOTOKOANPOBAHME ANS YKa3aHHbIX MCTOYHMKA W BaXKHOCTN COOBLLEHWN.

MNpumep ncnonb3oBaHMA

YTto6bl BKIHOUMTL BbIBOJ, COOOLLEHNN 06 OLIMOKax AeMOHOB, BbINOJHUTE KOMaHAY:

hostname# debug on daemon err

enable

KomaHgza rncnonb3lyetcs Ans nepexosa B pexXunM agMmMHUCTpaTopa.

CuHTaKcuc

enable

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.
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3HayeHVA No YMOAYaHUIO

Her.

PeXXnMbl KOMaHAHOIO NHTepNpeTaTopa

[Nonb3oBaTtensb.

OcCo6eHHOCTM NCNOAb30BaHWS
e [locne BbINOJIHEHUS KOMaHAbI TpebyeTcs yka3aTb Naposib agMUHUCTpaTopa ceTeBoro y3na ViPNet.
e [lpv BBOAE Napo/iA Ha 3KpaHe HNU4Yero He oTobpakaeTcs, BBeAEHHbIE CMMBOJIbI OTPEAAKTMPOBATb

HeNnb3A.

ﬂpMMepMCHOﬂbBOBaHMﬂ
hostname> enable
Enter administrator password:

hostname#

KomaHga NCNoab3yeTca ANA BbiXO4a M3 TEKYLLEro pe>XXnmMa KOMaHAHOro nHTepnpetartopa.

CuHTakcuc
exit
MapameTpbl 1 KNtOUEBble CNOBa

Her.

3HaYeHNA NO YMONYAHUIO

Her.

PeXXnMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

e B pe3ysnbTate BbINOAHEHNA KOMaHAbI B peXUMe agMUHNCTPATOPa NPONCXOAUT NEPEXOA B PEXMM
nosb3osaTens.

e B pe3ynbTate BbINOAHEHNA KOMaHAbl B PeXUME No/b30BaTeNs NPOMCXOAUT 3aBepLueHne paboTsbl
KOMaHAHOro nHTepnpetatopa. MNpu 3Tom oTobpakaeTca npuraalleHne BBeCTU UMS NOJIb30BaTeNs 1
naposib A5 3anycka KOMaHAHOro UHTepnpeTaTopa.

ViPNet Coordinator HW 4. CnpaBouyHoe pyKOBOZACTBO MO KOMaHZAHOMY UHTepnpeTatopy | 236



MNpumep ncrnosib3oBaHUs

hostname# exit

hostname>

version

KomaHga npeaHasHaueHa aas npocmotpa Tekywen Bepcum ViPNet Coordinator HW 1 ero KOMNoHeHTOB.

CuHTakcuc

version [full]

ﬂapaMeTpulAKnmquuecnOBa

full — NPOCMOTP TEKYLLEN BEPCMM BCEX KOMIMOHEHTOB, a TakxXe APYrux napaMeTpoB (Habop
byHKLMOHaNa ANs TEKYLLErO UCMONHEHWS, apXUTeKTypa npoueccopa).
3HayeHus no YMOAYaHNKO

Her.

PeXXnmMbl KOMaHAHOro nHTepnpeTaTopa
e [lonb3oBaTensb.

e AaMUHUCTpaTOop.

OcobeHHOCTU NCNONb30BaHUA

Her.

[Mpumep ncnonb3oBaHUA

hostname> version

Product: ViPNet Coordinator HW
Platform: HW1000 Q2

License: HW1000

Software version: 4.1-160

hostname>

Mo KomaHAe BbIBOAUTCA Ha3BaHWe NPoAyKTa, Bepcua annapatHon naatdopmbl ViPNet Coordinator HW un
Bepcums MO ViPNet Coordinator. MNpw ykazaHWu K1HOUEBOro coBa full BbIBOAATCA AOMOJHUTE/bHbIE
napameTpbl.

version features list

KomaHga npesHasHaueHa Aas NpocMoTpa cnmcka GyHKLMOHaNbHbIX MOAYNEN, BXOAALLMX B COCTaB
TekyLwen Bepcun ViPNet Coordinator HW.
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CuvHTaKkcuc

version features list

MapameTpbl 1 KNtOYEBbIe COBa

Her.

3HaYeHnsA NO YMONYAHUIO

Her.

Pexxnmbl KOMaHAHOIO NHTEpnpeTaropa
e [lonb3oBaTensb.

e AamMmuHucTpaTop.

OcobeHHOCTV NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname> version features list
dhcp-client
dhcp-relay

dhcp-server

hostname>

who

KomaHga npeaHasHadeHa ga1a NpocMoTpa MHGOpPMaL MM O 3anyLLEeHHbIX CeCCUAX KOMaHAHOrO
WHTepnpeTaTopa (10KaNbHOW 1 BCEX YAaNEHHbIX).

CuHTakcuc

who

MapamMeTpbl 1 KJKHOYEBbIE CIOBA

Her.

3HaquMﬂfK)yMOﬂHaHMm

Her.

PeXXnMbl KOMaHAHOIO NHTepnpeTaTopa

e [lonb3oBaTensb.
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e AgmMuHuUcTpaTop.

OcobeHHOCTU NCNONb30BaHUA

Her.

MNpumep ncnonb3oBaHMA

hostname> who
LINE HOST IDLE MODE COMMENTS
ttyl 1local console 00:00:06 wuser current

hostname>
MHdbopmauumsa otobpaxkaetcs B cregytolem popmarte:
LINE HOST IDLE MODE COMMENTS
rae:
e LINE — MMS KOHCOJN.
e HOST — ajpec NoAKArOYeHNA (4N CBOero y3na — local console).
e IDLE — BPEeMs HEeaKTMBHOCTU (OTCYTCTBME HaXkaTus Kakux-anbo kiasuL).
e MODE — KOMaHZAHbIV PEXUM: user (MNOJb30BaTe/b) UAN admin (4MUHUCTPATOP).

e COMMENTS — KOMMEHTapu1K, cogep>kawmnin nHGopMaLmio o KOHcoau (06bI4HO MHPOPMaLMs O
MECTOHAXOXAEHWNN).

ViPNet Coordinator HW 4. CnpaBo4YHOe pyKOBOACTBO MO KOMaHAHOMY MHTepnpeTaTtopy | 239



[ noccapmm

DHCP-cepBep

CepBep, aBTOMaTUYECKM agMUHUCTPUpYtowmii IP-agpeca DHCP-kAneHTOB 1 BbIMOHAOLWI
COOTBETCTBYIOLLYIO HAaCTPOMKY ANA CeTu.

DNS-cepBep

CepBep, cogepxalyuii Yactb 6a3bl gaHHbix DNS, ncnosnbsyeMon Ans 4octyna K MMeHaMm KOMTMbHOTEPOB B
nHTEepHeT-gomeHe. Hanpumep, ns.domain.net. Kak npaemio, nHpopmMaLms o JOMeEHe XPaHUTCA Ha ABYX
DNS-cepBepax, Ha3biBaeMbIx «Primary DNS» n «Secondary DNS» (gybnnpoBaHue genaetcsa ans
MOBbILLEHWNS OTKA30yCTONYMBOCTU CUCTEMBI).

Takoke DNS-cepBep HasblBatOT CepBepOM AOMEHHbIX UMeH, cepepoM MeH DNS.

IP-Tpaduk

[MoTok AaHHbIX, NepesaBaemMbIx B CeTU No npotokoay |P.

L20verlP

TexHoNOrNsA, KOTOpasi NO3BOJISAET OPraHN30BaTh 3aLLMTY YAANEHHbIX CEFMEHTOB CETU, UCMO/b3YHOLLNX
OZHO ¥ TO XK€ afpecHOe NPOCTPaHCTBO, Ha KaHaabHOM ypoBHe Mogenn OSI. B pe3ynbTaTte y3nbl 13
pa3HbIX CErMEHTOB CMOTYT B3aMMOZAENCTBOBATb APYr C APYrOM Tak, Kak ByATO OHM HaXoAATCA B O4HOM
CerMeHTe ¢ npsMom BuammMoctbto no MAC-aapecam. B 0OCHOBE TEXHOOMMM JIEXUT NepexsaT Ha
KaHa/sbHOM ypoBHe mogenun OS| Ethernet-kagpoB, oTnpaBiAeHHbIX U3 OAHOIrO CETMEHTa CETU B APYTON.

MIME-Tnn

Tvn JaHHbIX, KOTOPble MOTYT BbITb MepeAaHbl C NOMOLLbIO VIHTepHeTa ¢ NnpuMmeHeHneM ctaHgapTa MIME.

NTP-cepBep

CepBep TOYHOTO BPeMeHM, KOTOPbI HEOBXOANM A5l CUHXPOHMW3AL MU BPEMEHWN KOMMBIOTEPOB, Paboumx
CTaHLUW, CepBEPOB M MPOYMX CETEBbIX YCTPOWCTB. DTOT CEPBEP UIPaeT Pob NOCPEAHMKA MeXAY
3Ta/lOHOM BpeMeHU 1 ceTbto. OH NoJlyYaeT Bpems OT 3TasioHa Mo creuuasbHoMy KaHany (MHTepdernicy) n
BblAaeT ero A5 Ntoboro y3na cetv, obecrneyrBas TeM CaMbiM CUHXPOHMW3aLIMIO YCTPOWCTB.

NUT (Network UPS Tools)

MakeT nporpamMm Ana ynpaBaeHUa U MOHUTOPUHIra paboTbl UCTOUHUKa becnepebonHoro nutaHus (UPS).
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OSPF (Open Shortest Path First)

npOTOKO}'I ,CI,I/IHaMI/Il—IECKOVI MapLwpyTmnsaynu, OCHOBaHHbIIz Ha TEXHONOTIMN OTCheXUBaHMA COCTOAHUA
KaHasla Ana Haxo>XXaeHunAa KpaTl-IaI‘/’ILIJeFO MapLlpyTa. PaCI'IpOCTpaHFIeT VIHCI)OpMaLI,VII-O O AOCTYNHbIX
MapLUpyTax BHYTPY aBTOHOMHOM CUCTEMBI.

PPP (Point-to-Point Protocol)

MpOTOKON KaHabHOTO YPOBHS, NCMOJ/Ib3YOLWMIACSA /18 YCTaHOBAEHUSA NPSAMOW CBA3M MeEXAY ABYMS
y3i1amMu ceTu.

TCP-TyHHeNb

Cnocob coegmnHeHns kaneHToB ViPNet, HaxogALLmMXca BO BHELWHMX CETAX, C ApYrumm y3namm cetn ViPNet
no npotokoay TCP. Micnonb3yeTca B TOM cnydae, ecnm coegmHerHne no npotokony UDP 3a6nokmpoBaHo
npoBavaepamu ycayr NHTepHerta.

TCP-TyHHeb HacTpanBaeTCs Ha KOOPAMHATOPE, KOTOPbIV SBASETCA A5 KINEHTA CEPBEPOM COEANHEHNN.

ViPNet YgoctoBepstowmii n kntoueson ueHTp (YKLL)

Mporpamma, BxogsLlas B coctaB nporpaMmmMmHoro obecnedenuns ViPNet Administrator. AamuHucTpaTop
YKL, dopmumpyeT n 0bHoBASET KAtOUM ANs ceTeBbIX y3n0B ViPNet, a Takxke ynpaBaseT ceptudumkatamu u
CrMMCKaMW aHHYNNPOBAHHbIX CEPTUPNKATOB.

VLAN

BupTyanbHas nokasbHas KOMMbIOTEPHAA CeTb, NPeACTaBaseT cobol rpynny y3i1oB ¢ o6wmmM Habopom
TpeboBaHWI, KOTOPble B3aMMOAENCTBYHOT TaK, Kak ecin H6bl OHW BblAN NOAKIOYEHbI K
LINPOKOBeELLATENbHOMY JOMEHY, HE3aBUCMMO OT X hur3nUeckoro MectoHaxoxaeHus. VLAN nmeeT Te xe
CBOWCTBAa, YTO 1 dhU13MUecKas NoKasbHas CeTb, HO MO3BOJSAET y3/1aM rPYNNUPOBaThCs BMECTE, Jaxe eciu
OHW HEe HaxoAATCs B OAHOM GU3NYECKON CETH.

WINS-cepsep

Cepsep, BbinoaHsatowmin conoctaeneHne NetBIOS-nmeH komnbrotepos ¢ IP-agpecamu y3nos.

ABTOHOMHaA cnuctemMa

OANH NAM HECKONIBKO CErMEHTOB CETU, B KOTOPbIX OCYLLIECTBASETCA MapLUpyTM3aLmMa No O4HOMY
npotokoay (OSPF, IGRP, EIGRP, IS-IS, RIP, BGP, Static). Takxke MoOXeT TpakToBaTbCA Kak AOMeH
MapLUpyTM3aLmMm — rpynna MapLupyTM3aToOpoB CeTH, paboTaroLLmMX MO OANHAKOBbLIM NPOTOKOIaM
MapLUpyTM3aLmm.

AZMWHUCTPATMBHAs ANCTaHL S

XapakTepucTuka MapLupyTa (cM. rnoccapuia, cTp. 243). Mo3sonseT onpesennts Mepy AoBepus K
MapLupyTy. 3agaeTcs aAna ntoboro mapLlipyTa B BUAeE LLenoro uncna B gnanasoHe ot 1 go 255.
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AHTUCNYOUHT

3awmTa ot cnyduHr-aTak, Npu KOTOPbIX 310YMbILLNEHHWUK NOAJeNbIBaeT afpec NCTOYHMKA AN obxosa
MeXKceTeBbIX 3KpaHOB 1 opraHu3auun DoS-atak (oT aHra. Denial of Service, oTkas B obcny>xxmBaHum).

Bec

MapameTp, KOTOPbIV 3a4aeTca AN LWK03a B CTAaTMYECKOM MapLupyTe (CM. rnoccapui, cTp. 243) B Buge
Lenoro uncna B AmanasoHe ot 1 go 255. MNo3BoaseT HacTpouTb banaHcmposky IP-Tpadurka mexay
LU/IF0O3aMM B OAMHAKOBbIN agpec Ha3HaueHusa. Onpegenset gonto IP-Tpadrka, KOTOPbIN fAOAXKEH
nepeaaBaTbCA MO MapLUPYTY Ha YKa3aHHbIW L3,

AnHamunuecknm ceteBon nHTEpdenc

PazHoBMAHOCTL ceTeBOro MHTepdeica (CM. rnoccapuid, cTp. 245), KoTopbi fobaBaseTcs B npouecce
paboTbl NPU HAaCTYMAEHUN HEKOTOPOTO COBLITUA (HampUMep, NP NOAKIOYEHUN BCTPOeHHoro uan USB-
MOZeMa, NPEeOCTaBAAIOLLErO AaHHbIA MHTEPdENC).

AviHamunyeckme NHTepdencbl 06beAMHAOTCA B FPyNMbl MO TUMNY MHTepdelica. Mo3ToMy nHorga MoxeT
BCTPEYaATbCA TEPMUH «TPYMMOBON AUHAMUNUYECKNI MHTephENC».

CyLLecTBYIOT CiegytoLLme rpynnbl gUHaMUYecknx MHTephencos:

e ppp — rpynna nHTepdencoB Ans NOAKIFOUEHUN K MOBUABHON CETU Yepe3 BCTPOEHHbIN MOJEM;

e wifi— rpynna uHtepdencos ana noakatoueHms Kk 6ecnposogHon cetn Wi-Fi.

Aynnekc

Cnocob cBsA3MW, NPY KOTOPOM CETEBOWN MHTEPDENC MOXET OJHOBPEMEHHO U NepeAaBaTb, U MPUHUMATb
NHPOpMaLMIO.

VctouHumk 6ecnepebonHoro nutanma (UPS)

ABTOMAaTMUECKOE 3/IEKTPOHHOE YCTPOMCTBO C akKKyMYATOPHON HaTapeeit, npegHa3HauYeHHoe s
6ecnepebOMHOro KPaTKOBPEMEHHOFO CHABXEHWNS 3NEKTPUYECKON SHEPrel KOMMbIOTEPa U ero
KOMMOHEHTOB C Lie/Ibi0 KOPPEKTHOTO 3aBepLUEHMsA PaboThbl 1 COXPaHEHNS JaHHBIX B ClyYae pe3koro
NafeHns AN OTCYTCTBUS BXOAHOTO MUTAIOLLENO HaNPSIXXeHWs CUCTEMBI.

Knacc ceteBoro nHtepdeiica

Mpun3Hak, onpesenstoWwmnin HazHaueHne ceTeBoro uHTepodelica. B ViPNet Coordinator HW nHtepdeincam
MO>HO Ha3HauuTb cheayrouime Knaccbl: access, trunk, slave.

Mo ymonuaHuto ceteBoMy MHTepdelicy Ha3HayveH knacc access. Ecam Tpebyetca, Utobbl MHTEPdec
Ethernet nnn arpernpoBaHHbI nHTEpPderic obpabaTbiBan Tpaduk 13 Heckonbkmx VLAN, emy Heobxoanmo
Ha3HauMTb Knacc trunk. YTobbl 06BEAMHNTL HECKONBKO MHTepdencoB Ethernet B arpermpoBaHHbIin
NHTepdeNnc, KaxXA0oMy 13 Taknx MHTepdencoB HeobXoAMMO NpeaBapUTENbHO Ha3HAUNTb KNace slave.
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Knactep ropsiuero pesepBurpoBaHums

KnacTtep ropsuyero pesepBmpoBaHMA COCTOUT U3 ABYX B3anmocBsa3aHHbIX cepsepoB ViPNet Coordinator
HW, oanH 13 KoTopbIx (akKTUBHBIN) BbINOAHAET GyHKL MK KoopamHaTopa cetn ViPNet, a gpyroii cepeep
(NaccMBHBIN) HaxoAMTCA B pexxmme oxXxuaaHus. B cryyae cboes, KpUTUUHBIX Ana paboTtocnocobHoctu MO
ViPNet Ha aKTMBHOM cepBepe, MacCMBHbIN cepBep NepPekNtoYaeTcs B akTUBHbIV PEXWUM ANA BbINOAHEHNS
dyHKUWMI cBoliHoro cepsepa. Mpun aToM cHOiHbIN cepBep Nepe3arpy>KaeTcs 1 CTaHOBUTCA NACCUBHbBIM.
Kntoun y3na ViPNet

COBOKYMHOCTb KJIOUel, C UCMOJIb30BaHNEM KOTOPbIX MPOUN3BOAMTCA WndpoBaHne Tpaduka, cayxxebHown
MHPopMaummn 1 nucem nporpammel ViPNet lenosas nourta.

KomaHAHbIN nHTEepnpeTaTop

KomaHaHaa obonouka, npegHasHayeHHas AN agMUHUCTPUPOBaHNA NPOrpaMmMHoOro obecneveHus
ViPNet Coordinator HW ¢ nomoLubto psga crneumanbHbiX KOMaHA.

MapupyT

MyTb cnegoBaHunsa IP-Tpaduka Nnpw nepegaye B CETU OT OAHOTO y3/a APYromy.

MapLpyT Mo ymMonyaHuo

MyTb cnepoBaHus IP-nakeToB, ANs KOTOPbIX He Obli HalAEeH NOAXOAALLNA MapLUpYT B Tabauue
MapLupyTM3aLunm.

MapuwpyTtursauns

Mpouecc Bbibopa NyTn AN nepegaun MHGOpPMaL MM B CETU.

MawpyTnsarop-coces,

OSPF-MapLpyTtu13aTop, Haxoasalmecs B 04HON 061acTi MapLUpyTM3aLmmn ¢ ApyrmmMmn MapLupyTm3aTopamm
3TOro Tuna.

Me>ceTeBoM 3KpaH

YCTPOMCTBO Ha rpaHuLLe OKalbHOW CETH, Cay>Kallee A/ NPesoTBpaLLeHUs HECAHKLIMOHMPOBAHHOIO
[OCTyNa 13 OAHOM CeTU B Apyryro. MexXceTeBon 3KpaH NPOBepPsET BECb BXOAALLMA U UCXoAALLUIA IP-
TpaduK, Nocne Yero NPUHNMAETCS PeLLEHME O BO3MOXHOCTM AabHENLLEro HanpasaeHns Tpaduka K
MYHKTY Ha3HauyeHus. MexceTeBou 3kpaH 0BbIYHO OCyLLecTBAsET Npeobpa3zoBaHme BHYTPEHHWX afpecoB
B ajpeca, AOCTYMHble N3 BHelHen ceTu (BbinoaHaeT NAT).

MeTpuka MapLupyTa

MpegHa3HaveHa 415 3ajaHuna NpuopuTeTa MapLupyTa nepegauv IP-tTpadwka.
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Obnactb MapLipyTM3aLnm

OgaHa nan Heckonbko IP-ceTeit, B KOTOPbIX OCYLLECTBASIETCA O6MeH MHbOpMaLIMen No onpeaeseHHOMY
MPOTOKOJY, B YaCTHOCTW, No npoTtokony OSPF (cMm. rnoccapuid, ctp. 241).

MpoTtokon OSPF paccmaTprBaeT MeXCeTEBYHO Cpesy Kak MHOXECTBO 061acTel, COEANHEHHbIX APYT C
APYyrom uepes HekoTopyto H6azoByto obnacTb (backbone area). Ans naeHtTndukaumm obnacren kaxaom ns
HWUX BblaenseTca cneyumanbHbln naeHtudmkatop (area ID), npeacTaBastowmii cobon 32-pa3psgHoe Unco,
KOTOpOe 3anncbiBaeTcs Tak Xe Kak u IP-agpec — B gecATUUHO-TOUEeYHOM dopmaTe (B BUAE UeTbIpex
0AHOGANTOBbIX UMCEN, Pa3feNeHHbIX TOUKamMm).

MepepacnpeseneHne MapLLpyTOB

O6MeH MapLUpyTHOW MHPOPMaLIMEn MeXAY ABYMSA Pa3ANYHBbIMN MapLIPYTU3NPYIOLWMMUK NPOTOKONAMMU.

MepcoHanbHbIN KAKOY NOAb30BaTeNS

[NaBHbIV KNHOY 3aLLUNUTBI KTHOYEW, K KOTOPbIM MMEET JOCTYN NoJib30BaTeNb. JeCTBYOWMIA NepCoHaNbHbIN
KJIF04 HEOBXOANMO XPaHUTb B 6e30MacHOM MecTe.

Monyaynnekc

Cnocob cBs3W, Npy KOTOPOM CETEBOM UHTEPOENC B OANH MOMEHT BPEMEHWN MOXET TOJ/IbKO NepesaBaTb
WAN TOIbKO MPUHUMaTb MHbOpPMALLUIO.

[MpuknasHas KBUTaHLUMA

®daiin, onoseLLaroLLMn OTIPABUTENS O AOCTAaBKe U (MM) MPOYTEHUUN MPUKAALAHOTO KOHBEpTa.

MpuknagHOW KOHBEPT

®aiin, dopmumpyembln npunoxerHusmn ViPNet (Hanpumep, «[enosas nouta», «®annoBblii 06MeH») ans
nepeaavun Apyrum CeTeBbIM y3/1aMm.

Mpo3payHbiv pexxum paboTbl MPOKCK-cepBepa

PexxnM paboTbl, Mpu KOTOPOM He TpebyeTcs BbINOAHATL HACTPOWKY NPOrpaMMHOro obecrneyeHus Ha
pabounx MecTax nosb3oBaTenen, NoAKAoUaroWMXCs K VIHTepHeTy uepes npokcu-cepsep.
[Npokcu-cepBep

MporpaMMa, TpaHCAMPYOLLAas COeAUHEHMS MO HEKOTOPbIM NMPOTOKO/1aM 13 BHYTPEHHEN CeTh BO
BHELLHFOK ¥ BbICTyNatoLLasi Mpu 3TOM Kak MOCPeAHUK MeXAY KIVeHTaMu 1 CEPBEPOM.

Pe3epBHbI Habop nepcoHanbHbIxX kKatouen (PHIMK)

Habop 13 HeckoNbKMX 3anacHbIX NePCOHasbHbIX KAroYer, KoTopble agmuHuctpatop YKL, co3gaet ans
nosb3oBaTens. /ima atoro ¢pavina MMeeT Macky AAAA.pk, FA€ AAAA — UAEHTUPUKATOP NOb30BaTeNs
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ViPNet B pamkax cBoei ceTu. Vicnonb3yeTcsa Ana yaaneHHOro 06HOBAEHUA KNtOYeln Nob3oBaTens npu nx
KOMMpomMeTaumn n npn CMeHe Mactep-kKaro4da nepcoHaabHbIX KNtouen.
CeTeBoW MHTEpPdENC

®uznyeckoe Uan BUPTYyaNbHOE YCTPOMCTBO ANA NOAKAFOUEHNA KOMMbioTepa K ceTh. C MOMOLLbIO
CeTeBOro MHTepderica KOMMNbHOTEP OCYLLECTBASET NpUeM 1 nepesady IP-nakeToB. B kauectse
dun3nyeckoro nHTepdenca MOXeT CIYXUTb ceTeBas niaTta, MoAeM U apyrine nogobHble yCTPOMCTBa, B
KauyecTBe BUPTYaNbHOrO — arpernpoBaHHbiv MHTepdenc, nHtepdenc ans VLAN (cMm. rnoccapui, ctp. 241).

CeteBon GubTp

CoOBOKYMNHOCTb NapamMeTpoB, Ha OCHOBAHWMN KOTOPbIX CETEBOW 3KPaH NPOrpaMMHOro obecneyeHms
ViPNet nponyckaet nan 6nokupyer IP-naker.

Cetb ViPNet

Jlornyeckas ceTb, OpraHnM3oBaHHas C MOMOLLLIO NporpaMmmMmHoro obecneveHuns ViPNet
npeacTaBstoLas cobon coBOKyNnHOCTb ceTeBbIx y310B ViPNet.

Cetb ViPNet nmeeT cBoto agpecaLmio, No3BOAAIOLLYH HaNaAWTb OBMeH MHPOopMaLMe Mexay ee y3anaMu.
Kaxpas ceTb ViPNet umeeT cBOW yHUKaNbHbIN HOMep (MAeHTUdMKATOP).
CnpaBOYHNKM N KNHOUM

Cl'lpaBO‘-IHI/IKI/I, KJIKOYU y3J1a U KNKOYM NONb30BaTENA.

CraTnueckmnm ceteBou nHTEpdenc

CeteBoW nHTepdeic (CM. rnoccapuii, cTp. 245), ans paboTbl KOTOporo TpebyeTcsa 3a4aTb CEKLMIO
[adapter] B daline iplir.conf C ONMCaHWEM NapamMeTPoB 3TOro UHTepdeiica. K Taknum nHtepdericam
oTHocaTca dusnueckue (Ethernet) n BuptyanbHble (VLAN) nHTepdeicsi.

CronmocTb MapLupyTa

Koanuectso n3gepxek, KoOTopble BO3HUKHYT NMpW OTNpaBke IP-naketa B ceTb Ha3HaveHWA yepes ToT nan
nHo waro3. CToMmMocCTb MapLpyTa O6paTHO nponopuynoHaabHa ero I'IpOI'IyCKHOI7I CNocobHOCTM KaHana
CBA3N.

Tabanuya mapLpyTmsaunm

Tabauua, cornacHo KOTOPOW NPOUCXOAMNT NpoLLecc Bbibopa NyT! A/s nepefayn JaHHbIX B CETU.

TpaHcnaumsa cetesbix agpecos (NAT)

TexHonorus, no3soastoLas npeobpasosbiBaTh IP-agpeca 1 NOPTbI, MCNOAL3YOWMECS B O4HOW CETH, B
ajpeca 1 NopTbl, NCNOAb3YIOLWMECs B APYroOW.
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TpaHcnopTHaa KBUTaHLMA

<Da|7m, OI'IOBeLLI,a}OLLI,I/II‘/’I oTnpasuTed O HEBO3MOXHOCTUN JOCTaBKMU KOHBeEpPTAa.

TpaHcnopTHbIK Moaynb (MFTP)

KomnoHeHT nporpammHoro obecneyenus ViPNet, npeaHasHaueHHbIM s obmeHa MHPopMaumnen B CeTu
ViPNet.

TyHHennpoBaHue

TexHONOrNA, NO3BOAAOLLAA 3ALNTUTL COEAUHEHNA MEXAY Y31aMU JI0KaAbHbIX CeTel, KoTopble
obmeHmBatoTCa nHdopmaumen uepes VIHTepHeET uan gpyrve nybanyHble ceTy, NyTemM UHKaNCyaaLmm n
wndpoBaHMa Tpaduka 3TUX Y310B HE CAMUMMU Y31aMK, @ KOOPAMHATOPaMK, KOTOpble YCTaHOB/EHbI Ha
rpaHuLe 1x JokanbHbIX ceTei. MNpu 3Tom ycTaHoBKa NporpaMMmHoro obecneyenus ViPNet Ha 3Tv y3nbl
HeobsA3aTesIbHa, TO eCTb TYHHEANPYEMbIe Y3/bl MOTYT BbITb Kak 3aLLMLLIEHHBIMM, TaK U OTKPbITBIMU.
Y3en cetu ViPNet

CeTeBoW y3es, Ha KOTOPOM yCTaHOBJ/IEHO nporpaMmmHoe obecneveHue ViPNet ¢ dyHkumen wndpposaHms
Tpadmka Ha CeTEBOM YPOBHE.

®ann nogkaukm

®aiin nogkaykn npeactaBaset coboM AOMONHUTENBHYHO BUPTYabHYIO NaMsATb, KOTOopas No3soaset
YyBENNUNTb 06beM NaMATH, JOCTYMHOWN AN UCMONb30BaHNA Ha KOMMbOTEPE.

®dunbTpaums cogepxmmoro Tpaduka

®yHkuma npokcn-cepsepa ViPNet Coordinator HW, no3sonstowas ¢uabtposate Tpadumk no MIME-Tuny
COAepP>XKMMOro (cM. rnoccapui, ctp. 240) n metogam npoTtokona HTTP.
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