'////Iil

oy il |

l ”M/' "i \ /

L B/
“

S

ViPNet Coordinator HW 4

CnpaBoYHOE PYKOBOACTBO MO
KOHPUTYPALMOHHbIM daiinam

- LT

infotecs



1991-2016 OAO «MHpoTeKC», Mocksa, Poccus
®PKE.00130-03 90 07

JToT AOKYMEHT BXOAWT B KOMTIJIEKT NOCTaBKM NMPOrpaMMHOro obecneyeHus, 1 Ha Hero PacnpoCTpaHAOTCA BCE YCNI0BUA
JIMLUEH3MOHHOIO cornatieHusa.

Hwv oaHa 13 yacTeli 3TOro AOKyMeHTa He MOXET BbiTb BOCMPOU3BejeHa, onyb/MKoBaHa, COXpaHeHa B 3/1eKTPOHHOW 6a3e AaHHbIX
Wnu nepegaxa B 0601 Gopme nan tobbiMU CPEACTBaMU, TaKMMU KaK SNEKTPOHHbIE, MEXaHUYeckune, 3anuncbiBatoLmne Uam nHave,
ans ntobon Lenv 6e3 npeaBapuTenbHOro nucbMeHHoro paspetueHns OAO «NHGoTeKC».

ViPNet® siBnsieTcs 3aperncTpupoBaHHbIM ToBapHbIM 3HakoM OAO «HpoTeKC».

Bce Ha3BaHWA KOMMNaHWi 1 NPOAYKTOB, KOTOPbIE ABNAKOTCA TOBAPHbIMW 3HakKaMu UM 3aperncTpupoBaHHbIMU TOBapPHbIMU 3HaKaMW,
nprHaanexat COOTBETCTBYHOLWWMM BaajeblLaM.

OAO «MHpoTeKC»

127287, r. Mocksa, Crapblin MeTpoBcko-PasymoBckuii npoesa, gom 1/23, ctpoeHue 1
Ten: (495) 737-61-96 (ropavas avHua), 737-61-92, dpakc 737-72-78

Cant komnanum «MHpoTeKC»: http://www.infotecs.ru

DNeKTPOHHbIN aapec cayx6bbl noaaepxku: hotline@infotecs.ru


http://www.infotecs.ru/

CoaepxaHue

BeegeHne 5
O BOKYMEHTE ...ttt ettt e s esse s e es s ee et bbb renies 5
COTTTALUEHUS JLOKYMEHTA «.covreernreerreeseesssessssessssessssesssssssssessssessssesssessssessssessssessssasssssssssessssesssssssssssssnssssnssssnssssesssnessss 5
OB PATHAN CBABD ..uvrverrverrierieessesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnss 7

®arin iplir.conf 8
COKLMA [AUAPLEI ettt sttt ss sttt s bbb bbb bbb s s e b nb st nntens 8
COKLMA [AEDUGY ottt esse sttt st ss st s bbbt 9
COKLMA [AYNAMIUCT ottt iese s essseeasse ettt e e etk e bbb 10
COKLMIA 1] vttt s sas s sa s s s sas s ssssase s ssassass s s sassassssssassasssnsanees 10
CEKLMA [MUSC] covrverveeeeeeeeeeteeeeseesese st sesse s ss s sas s ssssssss s s s s assassassassassassssesassassassasasssssessesassassnssassasens 16
CEKLMA [SEIVEIS] ettt s st st b sttt as e s s st st es s sassassassanses 19
CKLMA [VIFEUALIP] o vvereeereereeete it sesssts st s st ssssss s ssss st s s ssss s s s e bbb bbb 19
COKLMIA [VISTDITITYT coverreeriereieresiteeiies ittt sttt st ss s sttt s bbb st 20

®aiin iplir.conf-<uHTEPDENC UK TPYNNA MHTEPPEMCOB > ...cceueiiieenririneeneeniseseseasastsesessasssssesessssssssesssssens 22

DAV FQIOVEI.INI .t e s as s s e s e e e sa e sa s sasssssasasasssasasssssasasasasans 25
CEKLMA [CNANNEIT ettt s e as e sssaas s esessassassnssassaseas 25
COKLMA [AEDUG] oevrrerrereercereeereiie ettt stss s ssss s ssse e e e e e bbb 27
CEKLMA [MUSC] eeeviecreeeeteeeteeete et see et ses e s ses s s s st s s s s st s s s s s s sas s s st s as s s et asassasassesassesassesassesassesastesantenas 27
CEKLMA [NEEWOIK] oottt a s st as st st a s s s s s sesssassessssassassnssassasens 28
CEKUMA [SENACONTIG] corrrtrrrirriieriieeieriie ettt st sss s s bbbttt bs st bsns st ss s 29

AN MNTEP.CONT ..ttt stse e astse e s st st se s bt se s e s ss bt se s s bt sasessssssssessssssssssssssssasassssssens 32
CEKLMA [CRANNEIT ..ottt sttt s e e s e sss e s s st ssassassnssassasens 32

Cneundunueckme napaMeTpbl A8 KAHANA MFETP ... saees 33

Cneumndunyeckne napaMeTpbl A9 KAHANA SMTP ...cececieeiecieciseeiecisesiesssesssesiens 34
COKLMA [AEDUG] oevvrerrereencereereeie ittt sess s e ssss s e e e e e e e 34
COKLMA [JOUINAI] oottt sttt ss et 35
CEKUMA [MAIEIANS] .ottt ae e s s st aesassassansansas 36
CEKLMA [MUSC] vttt sttt sas st a s sas s bbb s e s bbb bbb e e b e bbbt ssassaesassansas 36
CEKLMA [TESEIV] .ottt bbb bbb bbb bbb b as bbb e s b e b et b e b b et s et nanbnas 38
COKLMA [TrANSPONE] couereriercercireiereiietie et sese st st sese s s e ss s e e e s e o e e 39

CKLMA [UPGIAUE] «.oovereereereereiereieeiee et eess st e s s st s st ssss s s s s s e e s se s sse s e 39




noccapwui

Ykazatenb

41

46



BBeaeHMe

O o0KymMeHTe

B naHHOM flOoKyMeHTE NpuBeAeHO NogpobHOe onmncaHne NapameTpoB CAeAyHLNX KOHOUTYPaLMOHHbIX
dannos ViPNet Coordinator HW:

e iplir.conf — KOHPUrypaLMOHHbIN daiin ynpasastolero geMoHa (cm. «Paiin iplir.conf» Ha cTp. 8).

e iplir.conf-<mumurepoderc mam rpynna mMHTEepdercos> — KOHq)I/IpraLI,MOHHbIe ¢a|7|)1bl CeTeBbIX
nutepdeicos ViPNet Coordinator HW (cm. «®ain iplir.conf-<unTtepdeiic uav rpynna
nHTEepdencos>» Ha cTp. 22).

e failover.ini — KOHOUIypaUMOHHbIN dalin cmcteMbl 3amTbl oT cboeB (cm. «Dain failover.ini»
Ha cTp. 25).

e mftp.conf — KOHPUIYpaLNOHHbIN Gainn TpaHCcnopTHOro Moayna MFTP (cm. «®aiin mftp.conf»
Ha cTp. 32).

MapameTpbl B KOHOUIypaLMOHHbIX Pannax ncnonbsytotca ana Hactporikn ViPNet Coordinator HW.
HekoTopble napameTpbl 3a4atoTca NporpaMmMHbIM obecnevennem (ganee — MO) ViPNet®
aBTOMaTUYECKUN, OHN HOCAT MHGOPMALMOHHbIV XapaKTep 1 Ciy>aT ANA Toro, YTobel a4MUHUCTPATOP B
npouecce paboTbl MOT MOCMOTPETb UX 3HAYEHWNA /1 BbIMOJHEHUA Kaknx-1Mbo HacTpoek nan
nogknroueHus k ViPNet Coordinator HW. VI3mMeHATb Takme napameTpbl BPYYHYIO He CiesyeT, B JaHHOM
AOKYMEHTE OHM Ha3blBatOTCA HEpPeaKTMPYEMbIMU U OMMCaHbI B CNeLManbHbIX Nojpasgenax.

CornalweHmna AoKkyMeHTa

Huxe nepevynciedbl cornaweHna, NpuHATblIe B 3STOM JOKYMEHTE A4 BblAE€NEHNA |/|Hc|>op|v|au,|/||/|.

Tabauya 1. Obo3Ha4yeHuUs, UCNO/Ib3yeMble 8 NPUMeYAHUSX

O603HaueHune OnucaHue

/\g BHumaHue! Yka3sbiBaeT Ha 06a3aTesibHOe ANA UCMOJHEHNSA UK CNef0BaHNA AeiCTBUe
WM MHPOopMaLmIO.

MprmMeyaHue. YkasbiBaeT Ha HeobsA3aTeNbHOE, HO XKenaTesbHOe AN UCMONHEHNA UK
CNefioBaHuNA AencTBue nan nHbopMaLuto.

CogeT. CogepXnT AOMONHUTENbHYIO MHOPMaLMIO O6LLEero xapakTepa.
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Tabauya 2. Obo3HaveHus, ucnosb3yemele 0415 8bideseHus UHGHopmayuu 8 mekcme

0O603HaueHmne OnucaHue

Ha3BaHue Ha3BaHuve anemeHTa nHTepdelica. Hanprvmep, 3aroN0BOK OKHa, Ha3BaHWe
NoJs, KHOMKN WA KNaBULLN.

KnaBuwa+KnaBuwa CoueTaHue knaBuLl. YTobbl MCNOAb30BaTh COUETaHMe Knasuw, chepyet
Ha>aTb NepBYyrO KnaBuwy 1, HE OTNYCKaA €€, HaXaTb BTOPYHO KnasuLly.

Metto > MogmeHto > Vepapxunyeckas nocnesoBaTelbHOCTb 3/1eMeHTOB. Hanpumep, nyHKTbl MeHIo
KomaHga WK pasgenbl Ha NaHean HaBuraLumm.
Kon WVims dalina, nyTb, pparMeHT TeKCToBOro paina (koga) nav KomaHaa,

BblnoJsiHAeMasa n3 KOMaH,ﬂ.HOVI CTPOKW.
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ObpaTtHad CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npoayktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOChH! U Apyras nojesHas
NHPopMaums cobpaHbl Ha cainTe OAO «NHPoTeKC»:

e Beb-noptan gokymeHtaumm ViPNet http://docs.infotecs.ru.

e OnucaHue npogykTos ViPNet http://www.infotecs.ru/products/line/.

e VHdopmaums o pewenmax ViPNet http://www.infotecs.ru/solutions/.

e CHopHuMK yacTo 3agaBaeMbix Bornpocos (FAQ) http://www.infotecs.ru/support/faqg/.
o ®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

e 3akoHogaTesnbHas 6a3a B chepe 3awmuTbl MHPopmaLmm http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmayma

C Bonpocamu No ncnonb3osaHuto npogayktos ViPNet, noxenaHnamm nan npeanoxeHnNaMm CBAXNTECb CO
cneunanuctamm OAO «MHoTeKC». [ins pelleHns BO3HMKaOWMX Npobaem obpaTtutecs B cayxoby
TEXHNYECKOWN NOoAAEPXKKM.

e TexHunueckas nogaepxka ans nonbzosatener npoayktos ViPNet: hotline@infotecs.ru.
e ®opma 3anpoca B ciyxby TexHUuYeckon noaaepxku http://www.infotecs.ru/support/request/.

L] PeFMCTpaLI'MFI NPOAYKTOB N KOHCY/NbTaLUK MO TenquOHy Ana KINEHTOB, UMeRLWNX paCLIJI/IpeHHbIIZ
YPOBEHb TEXHNYECKOTO CONMPOBOXAEHMNA!

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Atoboro pernoHa Poccnm (kpome Mockabl).
PacnpoctpaHeHne nHdopmaumm 06 yassumoctax npoayktos OAO «NHPoTeKC» peryampyetca
MONNTMKOMN OTBETCTBEHHOrO pa3rnalleHus http://infotecs.ru/products/disclosure.php. Ecau Bbl

0BHaPYXUAN YA3BMMOCTM B NPOAYKTaX KOMMaHUW, COOBLLMTE O HUX MO ajpecy security-
notifications@infotecs.ru.
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Gamn iplir.cont

MapameTpbl 3awmuieHHon cetn ViPNet (cm. rnoccapui, cTp. 44) cogepxkatcs B paine iplir.conf. Ans
pesakTMpoBaHus 3Toro danna UCnosb3yeTcs KOMaHAa iplir config. MNepes pegaktnpoBaHuem danna
iplir.conf HEOHXOAUMO 3aBepLIMTb PaboTy yNpaBAsOLWEro AeMOHa KOMaHAOM iplir stop, @ Nocae
OKOHYaHWA pefakTUPOBaHWS, YTOObI BCe M3MEHEHMWS BCTYNWAN B CUJY, — CHOBA 3aMyCTUTb €ro KOMaHZAO0M

iplir start.

dann iplir.conf COAEPXUT CEKLUMN C NapaMeTpaMU, ONnMCaHHbIE HXE.

Cekupd [adapter]

Cekuunn [adapter] OMUCLIBAOT CTaTUUECKME ceTeBble MHTEPdENnCbl KOMMblOTEPa (CM. r1occapuy,

cTp. 44). Kaxxgomy nHTepdency cooTBeTCTBYET CBOA CeKUMA [adapter]. Ecam ctatnueckmii nHtepdenc He
OnucaH cekumneln [adapter], TO BCE NPOXOAALLME Yepes Hero IP-nakeThbl (CM. rnoccapuid, cTp. 41)
610KMpYyHOTCS.

Mpumeuanwme. B npouecce pabotbl ViPNet Coordinator HW moryT co3gaBatbca guHamundeckune
nHTepdericel (CM. rnoccapuii, ctp. 42), Hanpumep, npu nogratoveHunn ViPNet Coordinator HW k
cetun 3G, 4G nan WiFi. B ViPNet Coordinator HW no ymonuaHuto paspelueHa pabota
ANHAMUYECKUX MHTEPDENCOB, KOTOPbIE BXOAAT B OAHY U3 CAeAYOLWNX rpynn nHTepdenicos:
®  ppp — rpynna nHTepdelicoB Ans BCTPOEHHbIX MOAEMOB;

e wifi — rpynna nHtepdelicos ansa WiFi.

JobaBneHne nHTepdelicoB faHHbIX rpynn B ¢pann iplir.conf He Tpebyetcs.

Ecnn B daiine iplir.conf HET HY OAHOW CEKUMM [adapter], TO yNPaBAAIOLLMIA AEMOH NpY 3anycke
nojsiydaeT OT CMCTEMbI CMNCOK CeTEBbIX MHTepq)eVICOB N aBTOMaTU4eCkn co3gaeT COOTBETCTBYOWNE
cekunn [adapter].

B npouecce pabotbl ynpaeastowmin eMoH v gpaivisep ViPNet nepnognyeckn nonyyator MHGoOpMaLmio o
napameTpax U3BeCTHbIX UM MHTEPPENCOB C MHTEPBaJIOM BPEMEHM, 3afjaHHbIM MapaMeTpoM

ifcheck timeout cekummn [misc] (cM. «Cekumsa [misc]» Ha cTp. 16). Ecim obHapyxwuBaeTcs, 4To
NHTepdeliC BbIK/IIOYEH B CUCTEME, TO OH Bblk/toUaeTcs 1 B gpaineepe ViPNet. Mocne BkatoueHns nam
n3mMeHeHwus IP-agpeca nHtepderica aTm M3MeHeHNA aBTOMaTUUeCKK 3arpyxatotcs B gpansep ViPNet.

B CekKUMWN [adapter] YKa3blBakOTCA CedyroliMe napameTpbl:

e allowtraffic — pa3spelleHune nnm 61okmpoBaHue npoxoxaerHus IP-Tpaduka vepes nHTepdeinc.
Bo3MoykHble 3HaueHus:
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o on (No ymonuyaHuto) — IP-nakeTbl NponyckaroTcs Uan 6AOKMPYHOTCS B COOTBETCTBUMN C CETEBBIMU
bunbTpamu, 3agaHHbIMK Ha y3e.

o off —IP-naketbl 6}'IOKI/Ipy}OTCﬂ HE3aBNCMMO OT OCTaJIbHbIX HAaCTpOeK.

e type — TWN MHTepdeica ans apansepa ViPNet. Bo3aMOxHble 3HaUeHWs: internal (BHYTPEHHMI)
WMV external (BHEWHUN).

Tun nHtepdelica BbIBMpPaETCs, NCXOAS U3 CNeayHOLEro:

o Ecam ViPNet Coordinator HW paboTtaeT B pexxvmMe «be3 ncnosb3oBaHMs MeXCETEBOrO 3KpaHa»
nnmn «C AUHaMUYECKOW TPaHCASALMEN afpecoB», TO BCe MHTEPGDENCHI JOMXKHBI UMETb TUM

internal.

o Ecam ViPNet Coordinator HW paboTaet B pexunme «KoopanHatop» nam «Co ctaTtmyeckomn
TpaHcasumnen agpecoB» (C PUKCMPOBAHHBIM BHELLHUM aapecoM (CM. rioccapuil, cTp. 42)), To
nHTepodelicy, nocpeacrsom kotoporo ViPNet Coordinator HW 6yzet cBsi3biBaThCA C y310M,
BbINOJHAOLLMM PYHKLIMN MEXCETEBOrO 3KpaHa (CM. rnoccapui, cTp. 43), ciesyeT Ha3HaunTb TUN
external, OCTanbHbIM nHTepdericam ViPNet Coordinator HW — Tun internal.

Hepegaktnpyemble napameTtpbl cekumn [adapter]

e name — CUCTEMHOE MMs UHTepdeiica (Hanpumep, eth0). Ecim B cucTeme 3asaHo Heckobko IP-
a/\pecoB Ha OfHOM MHTepdelice N NPUCYTCTBYIOT OAMH AN HECKONBKO BUPTYaNbHbIX MHTEPhENCOB
(eth0:0, eth0:1 1 Tak ganee), TO ANA yNpaBAAIOLLErO 4eMOHa 1 apaiieepa ViPNet Bce oHun ByayT
NpPeACTaBAsATb OA4HO GU3MUECKOE YCTPOMCTBO C 6a3oBbIM nMeHeM (eth0).

Cekupd [debug]

Cekums [debug] onpeaensieT napameTpbl BEAEHWUs XypHana yCTpaHeHUs HermosaZokK ynpasastoLero
AemoHa. OHa COZepXKMT clesyroLlne napameTpbl:

e debuglevel — YpPOBeHb AeTann3aunm MHGOPMaLMK, BLIBOAUMOW B XXypHas. Bo3MOXHbIe 3HaueHus:
oT -1 f0 5 (Mo ymMonuaHuto — 3). YeMm Bbille ypOBEHb AeTanusauuu, Tem bonee nogpobHas
MHPOPMaL s BbIBOAWUTCS B XXypHaJ. 3HaYeHWe napaMeTpa -1 BbIK/JOUYaEeT BEAEHME XypHana.

g BHumaHue! B ncnonHeHusx ¢ ogHnm anckosbiM Hakonutenem (HW50 N1, N2, N3 n
HW100 X1, X8) no ymonuaHuto ypoBeHb geTannsalum paseH 1.

e debuglogfile — MUCTOYHUK MHOOPMALMK, BbIBOAVMOL B XXypHas, B dopmare:

syslog:<facility.level>, rae:

o facility— npouecc, popmupyromii MHGopmaLmo. Bo3MoxxHble 3HaueHus: kern (S4PO),
user (MONb30BaTeNbCKME MPOrpamMMbl), mail (NOYTOBAA CUCTEMA) UK daemon (AEMOHBI).

o level — ypOBEHb BaXXHOCTU MHPOpPMaL K. BO3MOXHbIe 3HaueHuUs: err (OWwWKbKa), info
(MHPOpMaLMOHHOEe coobLLeHNE) K debug (OTNag0uHas MHGOpPMaLMA).

3HauyeHne napameTpa debuglogfile MO YMOAYAHMIO — syslog:daemon.debug.
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Cekupa [dynamic]

Cekumsa [dynamic] COAEPXMUT NapameTpbl A HACTPONKN pexmnma NoAKAHOUEHNS K BHELLHEN ceTu vepes
MEXCETEBOW 3KPaH C AMHAMMNUYECKOW TPaHCAALNEN aipecoB:

always_use server — BKJIOYEHWE WIN BblIKIHOUEHNE PEXMMA, NPU KOTOPOM BeCb TpaduK C
BHELLIHMMW Y3/1aMU1 HanpaBAseTca Yepes CepBEP COEAUHEHWNI (CM. roccapuid, CTp. 44), ykazaHHbIn B
forward id J@aHHON cekuun. BO3MOXHbIe 3HaUeHNA: o££ (MO YMOAYAHMIO) MAN on.

dynamic proxy — BKJHOUYEHWNE NN BbIKIOUYEHNE pexxnMma «C AMHaMUUEeCKON TpaHcasaL e
afpecoB». BO3MOXHbIe 3HaYeHUs: of £ (MO YMOAYAHWUIO) UAK on. ECIM 3TOT NnapamMeTp yCTaHOB/EH B
3HaJYeHWe of f, TO OCTasIbHble MapaMeTPbl B JAaHHOW CEKLMM UTHOPUPYIOTCS.

forward id — mnaeHTndukaTop cepeepa coeanHeHnin ana ViPNet Coordinator HW. C nomoubto
cepBepa coeamHeHuii ViPNet Coordinator HW 6yaet yctaHaBAMBaTL COEAMHEHUSA C APYTUMU y3aamu
— BCerfa, ecin BKIIOUEH PeXVM B always use server, MO0 f0 Tex NOp, MOKa cOefnHeHmne C
APYrMMK y3namu He ByseT yCcTaHOB/IEHO HanpsaMyto. YkasblBaeTcs B WecTHaduaTepuyHomM dopmaTe
¢ npedpurKcom 0x, HanpumMep: 0x15c8000a.

g BHumaHme! YKkaszaHHbIN cepBep coefHEHUI AOAKEH BbITb JOCTYNEH N3 BHELLHEN CeTV NO
ny6avnyHomy IP-agpecy.

timeout — WMHTepBas OTNpaBku IP-nakeToB cepBepy COeAVHEHWI A5 NOAAEPXKAHUS aKTUBHOTO
COeAVHEHNS C HAM U MPOoMycka BXoAsLlero Tpadurka Yepes MeXCETEBOM 3KpaH. YKa3blBaeTcs B
CeKkyHZax, 3HaueHue Nno ymMoadaHuo — 25. Kak npaBuio, nHTepBana, 3ajlaHHOro Mo YMOYaHUo,
[JOCTaTOYHO A1 NMOALEPXKM CBA3M C CEPBEPOM COEAUHEHWI Npu paboTe vepe3 60bLINHCTBO
MEXCETEBbIX 3KPaHOB.

Hepeaaktnpyemble napameTpbl cekumm [dynamic]

firewallip — BHewWwHWI IP-agpec goctyna (cM. rnoccapui, ctp. 42) k ViPNet Coordinator HW,
paboTarowiemy B pexxmme «C AMHAMUUYECKOW TpaHCAsSILMER afpecoB», CO CTOPOHbI APYTUX CETEBbIX

y3/10B.

port — MOPT Ha3HauveHwWs, Ha KOTOpbIN caedyeT nocbinate naketol Ans ViPNet Coordinator HW,
paboTatoLero B pexumme «C JUHaMUUECKON TpaHCIALMEN afpecoB».

Cexums [id]

Cekums [id] UCMOAL3YETCA /18 ONMUCAHWUSA aAPECHbIX HACTPOEK 3aLUMLLEHHbIX CETEBbIX Y3/10B
(cm. rnoccapwmi, cTp. 45), ceasanHbIx ¢ ViPNet Coordinator HW. Kaxaomy y3ay, ¢ kotopbim y ViPNet
Coordinator HW ecTb cBA3b, COOTBETCTBYET CBOSA cekuma [1d]. [epBas cekums [id] cOOTBETCTBYET
cobcTBeHHbIM HacTpoiikaMm ViPNet Coordinator HW (cobcTBeHHas cekuus).
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Cekums [id] COAEPXUT CredytoLive napamMeTpbl:

accessiplist — onpegenset IP-agpeca goctyna (CM. rnoccapuii, cTp. 42) K y3ay 1 Ux npuopurer,
eC/n y3en MMeeT MHOXECTBEHHbIe agpeca JocTyna. B kaxaol cekumm [id] MOXeT BbITb yKazaHO
Ntoboe KoAMYecTBO NapaMeTpoB accessiplist — MO KOJMYECTBY aApecoB AOCTyNa K y3y.
Mpuyem B NepBOM NapameTpe accessiplist KaXOMN CeKLUMN B KayecTBe agpeca JOCTyna JO/KeEH
6bITb YKa3aH TOT Xe aApec, YTo U B NapameTpe firewallip AaHHON cekumun. Ecam B cekumm He
byzeT NnapaMeTpoB accessiplist, TO NapaMeTp firewallip TOXe ByAeT OTCYTCTBOBATb.
OcTanbHble NapaMeTpbl accessiplist B CEKLUM MCMOAB3YHOTCA AN GOPMUPOBAHMA CrncKa
appecos goctyna K y3ay ¢ y3na ViPNet Coordinator HW.

MapameTp accessiplist MOXET ObITb yKa3aH BO BCEX CEKUMAX [id], KpOMe COBCTBEHHOW, B BUAE:

accessiplist = <IP-ampec pmoctTymna>, <MeTpuka>, <peaylbHelM IP-ampec y3na>, <HOMED

nHTepderica>, <Tun permcrpauumn>, rje.

MprmeyaHne. BpyyHyto B napameTpe accessiplist MOXHO yka3aTb TONbKO IP-
agpec y3na nan IP-agpec y3na n MeTpuKy, OCTajibHble 3HaYeHNA onpeaensaoTCcs
CUCTEeMOW aBTOMAaTUYECKM MPU 3anycke Yrpas/stoWwero 4eMoHa.

o <IP-agmpec mocryna>— IP-agpec goctyna K y3ay. [NpnHnmaeT 3HaueHune 0.0.0.0, Korga
JaHHbIV Y3/ He HaXOAMTCS 3a MEXCEeTEBbIM 3KPaHOM.

o <merpuxa>— MeTpuKa (CM. rnoccapuid, cTp. 43) ykasaHHOro agpeca goctyna. Metpuka
onpeaensieT 3a4epXKy (B MUANCEKYHAAX) OTMPABKU CNY>KeOHbIX COOBLLEHMI NPU BbINOJAHEHUN
npoueaypbl onpegeneHuns agpeca goctyna ysna. Onpockl OCyLeCTBAAOTCA Nepuojmyeckm
(cM. napameTpbl server pollinterval M client pollinterval cekuumu [misc] (cM. «Cekuma
[misc]» Ha cTp. 16)). Bo3MO>XKHbIe 3HaueHuMsA: oT 0 A0 9999. [0 yMOnYaHWIO MeTpuKa nmeeT
3Ha4YeHure auto, TO €CTb ONpeAenseTcs aBTOMaTNUYeCKU.

o <peambummt IP-ampec ys3sa>— peanbHblli IP-agpec y3na, COOTBETCTBYIOLW NI CETEBOMY
nHTepdelicy (CM. rnoccapuin, cTp. 44), uepes KoTopbin ByayT nepesaBatbes |P-nakeTbl Ans
BblibpaHHoro IP-agpeca goctyna.

o <HoMep uHTepbeitca> — YCJIOBHbIN HOMep CeTeBOro UHTepderca. BosamosxHble 3HaueHMs: OT 0
40 255.

o <Tun perucrpaumu> — TUMN PErUCTpauun gaHHoro IP-agpeca goctyna y3na. BoamoxHble
3HaYeHus:

e auto — agpec 3agaH ViPNet Coordinator HW.

e manual — aApec 3ajaH afMVHMUCTPATOPOM BPYUHYIO (pedakTmpoBaHuem daina

iplir.conf).

e addrdoc — afgpec B3AT U3 CMPaBOYHMKOB, NOAyYeHHbIX 13 nporpammbl ViPNet LleHTp
yrnpaB/ieHWs CETbIO (CM. Fnoccapuid, cTp. 41).

e other — agpec gobasneH gpyrmm cnocobom (Hanpumep, B KayecTBe agpeca AoCTyna
f06aBneH KOoOpAUHATOP, BbIBPaHHbIN BHELLUHNM MEXCETEBLIM 3KPaHOM).

blockforward — BKJHOYEHUE NN BbIKNHOUYEHUNE 6ﬂOKI/IpOBaHI/IF| TPaH3UTHbIX NaKeToB, NAyLwnx
yepes ysein. |/|CI'IOJ'Ib3yETCFI B ceKuunax, onncbiBakoWmnx HaCTpOVIKVI KOOpAMNHaTOPOB, CBA3AaHHbIX C
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ViPNet Coordinator HW. Bo3MOXHble 3HaueHns: of f — BCE TPaH3UTHbIE NakeTbl HA KOOPAMHATOpPE
NpOMycKarTCs, on — BCE TPaH3UTHbIE NaKeTbl Ha KoopaMHaTope Baokupyrotcs ¢ kogom 70. Mo
YMOJIYaHWIO AaHHbI/ NapaMeTp OTCYTCTBYET, UTO 3KBMBANIEHTHO 3HAUEHUIO off.

checkconnection interval — NepPUOJ aBTOMATUYECKOW OTMPaBKN KOOPAMHATOPOM COOBLLEeHMA
APYroMy CBSI3aHHOMY C HUM KOOPAMHATOPY A1si ONePaTMBHOIO OMpPeAeeHNs HeAOCTYNMHOCTU 3TOrO
KoopAMHaTopa no TekyLeMy agpecy JOCTyna U MNOMbITKW NOAKIHOUEHNs K HEMY MO
asbTepHaTVBHOMY KaHay JOCTyna. YKa3blBaeTCs B CEKYHAAX, BO3MOXHbIE 3HAUEHUS: OT 20 A0 3600.
Ecam paHHbIM NnapaMeTp He ykasaH B CeKUUM [id] KOOpAMHaTOpa, TO aBToMaTnyeckas nposepka
CBS3U C HUM He NMPOU3BOAMNTCA.

fixfirewall — ONpPeAENsieT pexmnm Gukcaumm Hactpoek paboTbl COBCTBEHHOrO y3/1a Yepes
BHELLHWI MeXceTeBOM 3KkpaH. Bo3aMoXHble 3HaueHus:

o off (No ymon4aHuto) — BHewHun IP-agpec n nopt goctyna k ViPNet Coordinator HW
OnpesenstoTcs aBToMaTuYeck No MHGoOpPMaLMmM OT Y3/10B BHELLHEN CeTw;

o on — BHelWHwWW IP-agpec n nopt goctyna K ViPNet Coordinator HW >ecTko 3agaHbl
aAMUHUCTPATOPOM B NapameTpax firewallip W port JaHHON CEKLUM.

ip — COAEPXMUT peanbHbIn IP-agpec (cM. rnoccapuid, cTp. 43) U COOTBETCTBYHOLLUIA eMy
BUPTYyaibHbIn IP-agpec (cm. rnoccapui, cTp. 42) y3na. MNpuyem nepBbIM yKa3biBAeTCA peasbHbIA
ajpec, 3ateM nocae 3anaTon — BUPTYabHbIA (Hanpumep: ip = 192.168.201.10,10.1.0.5). Ecm
yKa3zaH TOJIbKO peasibHbI afpec, TO CYUTAETCA, UTO eMY eLLe He COMOCTaBAeH BUPTYasbHbIN.

Ecan y3en nmeet HeckoIbKO ceTeBbIX MHTEPdENCOB NAN Heckonbko IP-agpecoB Ha nHTepdelice, B
KaXkAoW cekuum [id] MOXeT 6blTb HECKObKO NapamMeTpoB ip. [1pu 3TOM NepBbIM AOAXKEH ObITh
yKaszaH napametp, cogepxalinii Hanbonee npuoputeTHbl IP-agpec foctyna Kk gaHHOMY y3ay. Mpu
aBTOMaTMYeCKOM OBHOB/IEHMM agpecoB Hanbonee NpropuTeTHbIN IP-agpec AocTyna cTaHOBMTCA
nepsbiM aBTOMaTU4vecku. lMpuyem B cayyae n3MeHeHus nopagka cnegosanusa IP-agpecos
BMPTYaNbHbIN agpec Bcerja nepemelLaeTcs BMecTe C COOTBETCTBYHOLUM peanbHbIM.

port — OnNpeAenseT NopT Ha3HaYeHWs, Ha KOTOPbIN ClesyeT NocklnaTe NakeTbl 411 Y313, eCan 3TOT
y3e/ HaxOAWTCS 38 MEXCETEBbIM 3KPaHOM. B kax ol cekumm [id] MOXET 6blTb TONBKO OAUH TakOM
napamertp.

proxyid — OMpPeAensaeT pexmm pa6OTbI Yy3/a, HaXoAALWeroca 3a MexxceTeBblM 3KpaHOM. B Ka)K,D,Ol‘/II
cekumm [id] MOXeT ObITb TONIbKO OAWH Takowm napamMeTp. Bo3moXHble 3HaueHus:

o B cobcTBEHHOW cekumum [id]:

o Oxfffffffe — npu pabote B pexmme «C AUHAMUYECKOM TpaHCAsSLMEN agpecoB» (ecan B
cekummn [dynamic] MapameTp dynamic proxy YCTaHOB/EH B on (cM. «Cekuus [dynamic]»
Ha cTp. 10));

e 0 — npwu paboTe B pexxmme «Co CTaTUYECKOWN TpaHCAALMEN aapecoB» (eCn B COBCTBEHHON
cekumn [id] napameTp usefirewall YCTAHOB/EH B on);

e yaeHTMOUKATOP KOOPAMHATOPA, Yepes KOTOPbIV OCyLLecTBAseTCH 06MeH nHbopMaLmei ¢
A4pYyrumu y3namm — npu pabote B pexxume «KooparHaTop» (€Cin B COOTBETCTBYHOLLEN
ceKkUMU [id] napameTp usefirewall YCTAaHOBJ/IEH B on). VigeHTUUKATOP yKa3biBaeTcs B
LecTHagLaTepUYHOM dpopmaTe € NPePprKCoM 0x;
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e unaeHTMdUKaTOP COBCTBEHHOrO KoopAMHaTopa — npw paboTe B pexvMe «be3s
MCNOb30BaHMsA MEXCETEBOIO 3KpaHa» (eC/N B COBCTBEHHOW Cekumn [id] napameTp
usefirewall YCTAHOBAEH B of f). ViaeHTUdMKATOP yKa3blBaeTCs B LWECTHaALATEPUYHOM
dopmate ¢ NnpedrKCcoM 0x .

o B J/OBON cekumMn [id], KPOMe COBCTBEHHOM:

o Oxfffffffe — npu pabote B pexmmax «Co cTaTUyeckor TpaHcasLmen agpecos» nam «C
AVNHaMUMUecKon TpaHcnsaumelt agpecos», ecan ViPNet Coordinator HW siBnsieTcs cepsepom
COeANHEHN (CM. Fhoccapui, cTp. 44) ans y3na;

e 0 — npwv paboTe B pexume «be3 NCnosb30BaHWA MEXCETEBOTO IKpaHa»;

e ngeHTMdUKaATOP KOOpAMHATOpPa — Npu paboTe B pexxmmax «KoopgnHatop» nam «C
AMHaMUYeCcKoW TpaHcauuen agpecos». aeHTndurkaTop ykasbiBaetcs B
LecTHajuaTepMyHoM popmare C NPePprKkcom 0x .

tcptunnelport — HOMepP MOpPTa KOOPAMHATOPa A/1A BXOAALLMX COeAMHEeHMI No npoTtokoay TCP
(cm. rnoccapwui, cTp. 41). BoamoxkHble 3HauveHums: o1 0 go 65535. Mo ymonyaHuio gaHHbIA napameTp
OTCYTCTBYET B CEKLMWN U ANIA BXOAALLMX COeAnHeHMI no npoTtokoay TCP ucnonbsyetca nopt 80

(cm. napameTp tcptunnel establish cekummn [misc] (cm. «Cekuyma [misc]» Ha cTp. 16)).

Eciv mapameTp 3asaH, TO OH aBTOMATUUECKW PACCHINAETCA Ha KAUEHTbI, 418 KOTOPbIX AaHHbIN
KOOPAMHATOP CNY>KUT CEPBEPOM COEANHEHU.

Mpumeuanwne. Ecnv nopt 80 ncnonbsyetca Kakon-ambo cnyxxboin, B napamerpe
tcptunnelport peKOMeHAyeTCs yKasaTb Apyrol nopt. B npotnsHom ciyyae TCP-TyHHeNb
6y/AeT BbIK/NHOYEH.

tunnel — COAEPXUT aZpeca He3aluLLEeHHbIX KOMMbloTepoB, TyHHeanpyembix ViPNet Coordinator
HW (yka3aHbl B COBCTBEHHO CeKLMM) UAN APYIMMU KOOPAMHATOpPaMK (CM. rnoccapui, cTp. 45), B
BUAeE: <ipl>-<ip2> to <ip3>-<ip4>, rge

o0 <ipl>-<ip2>— HauyaNbHbIli N KOHEYHbIN peasibHble aZpeca AMana3oHa TYHHeMPYEMBbIX Y3/10B;

0 <ip3>-<ip4>— fManasoH BMPTyaibHbIX aJpPecoB, KOTOPble COOTBETCTBYHOT peasbHbIM agpecam
M3 AnanasoHa <ipl>-<ip2>, U KOTOopble ByAyT MCMOAb30BaTbCA BMECTO peasbHbiX afpecos
TYHHENVPYEMBIX Y3/10B, €CN Ha y3e, KOTOPbIA K HAM 0bpaLlaeTcs, HacTpoeHa BUANMOCTb MO
BUPTYyasIbHbIM agpecam. Hanpumep, B ciydyae, Korga agpeca 13 gmanasoHa <ipl>-<ip2>
OTHOCATCS K YaCTHOW CeTU 1 yXe MCMOJb3YIOTCA B JIOKaIbHOW CETV JaHHOTo KoopauHaTopa. B
YaCTHbIX CIyYanx 3TOT AMana3oH MOXeT COBMajaTh C AMana3oHoM <ipl>-<ip2>. 3HaueHue ip4
bopmupyeTcs NyTem NprbaBieHns K ip3 pa3HULbI MeXay ip2 U ipl.

Mpw 3TOM yumnTbiBaeTCA NapameTp tunnel virt assignment cekumm [misc] (cm. «Cekuuma [misc]»
Ha cTp. 16), KOTOPbI MOXET NPUHUMAaTb OAHO U3 ABYX 3HAYEHWUI:

o auto — MpW 3TOM NapaMeTpbl <ipl> N <ip2> 3agarotca agMmuHuctpatopom cetn ViPNet B 1O
ViPNet LleHTp ynpaBneHus cetbto nam Bpy4Hyto Ha ViPNet Coordinator HW.

Hanpwumep, 4tobbl B aBTOMaTMYECKOM PEXMME yKa3aTb, UTO KOOPAMHATOP TYHHENMPYET ajpeca
€ 192.168.0.1 no 192.168.0.100, socTaTOUHO cAenatb CAeAyroLLYHO 3anmch:

tunnel = 192.168.0.1-192.168.0.100
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o manual — MpPW 3TOM NapaMeTpbl <ipl>-<ip2> U <ip3> 334at0TCA BPYUHYH. HauanbHbIN agpec
AMana3oHa BUPTYyanbHOW BUAVMOCTU TYHHEAUPYEMbIX Y3/10B ip3 TakXke HeobxoAMMO yka3aTb
BPYYHYHO Ha kaxaoM y3ne ViPNet, koTopeblil byaeT paboTaTb € 3TUMM y3n1aMu.

Hanpumep, 4utobbl BpyUHYHO yKasaTb, YTO KOOPAMHATOP TyHHenupyeT agpeca ¢ 192.168.0.1 no
192.168.0.100, a COOTBETCTBYHOLUMIA UM BUPTYabHbIM Anana3oH agpecos — 192.120.0.1-
192.120.0.100, cnepyeT caenatb CAeAyrOLLYHO 3amMuch:

tunnel = 192.168.0.1-192.168.0.100 to 192.120.0.1

B oaHOM cekummn [id] MOXHO 3a4aTb HECKOJIbKO MapaMeTPOB tunnel.

BHumaHme! B 3aBMCMMOCTY OT 3HaueHVa napameTpa tunnel virt assignment cekuun
[misc] (cMm. «Cekums [misc]» Ha cTp. 16)), HaCTpPOVKKM NapameTpa tunnel AENCTBYHOT
cnesyowmmM obpasom:

A ® N5 aBTOMATMUYECKOrO pPexXrMMa HasHaueHus BUPTYasibHbIX aZpecoB — MOXHO 3a4aBaTb
TO/IbKO NepBbIN 1 BTOpoi IP-agpec.

®  ANA PYYHOrO pexumMa Ha3HaueHUA BUPTyaNbHbIX a4pecoB — MOXHO 3a4aTb 3HaYeHWs BCex
yeTblpex IP-agpecos.

exclude from tunnels — WCMOAb3YyeTCs B NtOOON cekummn [id], Kpome cobcTBeHHON. Nckntouaet
ajpeca U3 cnmncka TyHHeNnpyeMbix KOOPAMHATOPOM afpPecoB, yKa3aHHbIX B MapameTpe tunnel.
3agaeTtca B BUAE: ipl-ip2, TA€ ipl U ip2 — Haya/bHbI U KOHEUHbI peasibHble agpeca AManasoHa,
KOTOpPbIV HE HaZ0 TYHHENNPOBATb.

Hanpumep, uto6bl nckatoumtb agpec 192.168.201.7 13 TyHHenupyemoro avanasoHa 192.168.201.5-
192.168.201.10 (To ecTb He wWndpoBaTh TPaPMK NPU COEANHEHMM C Y3N10M, UMEIOLLIUM agpec
192.168.201.7), Heobx0AMMO cAenaTb CAeAyHoLLYHO 3arnuchb:

exclude from tunnels = 192.168.201.7-192.168.201.7
B O,CI,HOI7I cekumm [id] MOXXHO 3a4aTb HECKO/IbKO TakKMX NapamMeTpoB.

tunnelvisibility — NO3BOAAET HACTPOWUTb TUMN BUANMOCTU ANA BCEX Y3N0B, TYHHEANPYEMbIX
KOOPANHATOPOM. Bo3MOXHbIe 3HaveHus:

o real — BCerja O6paI.I.I,aTbCFI K TYHHENNPYEMbIM Yy3/1aM NO UX peasibHbIM ajpecam;
o virtual — BCerga o6pau.|,aTbca K TYHHENMpYyeMbIM y3/1aM NO UX BUPTYya/ibHbIM ajpecaMm.

Mpu o6HoBneHmM ViPNet Coordinator HW go Bepcun 4.2.x 1 Bbllwe npoBepsieTcs ¢pain iplir.conf
W B C/lyYae, eC/I B HEM eCTb Ha3HaYeHHble BMPTYyasbHble ajpeca, OTINYHbIE OT peanbHbIX, TO
npucBaMBaeTCs 3HaUYeHMe virtual. 3HaYeHWe AaHHOro NapamMeTpa Nno yMoa4YaHuIo onpeaenseTca
napamMeTpoMm tunneldefault CeKUMMU [visibility] (cM. «Cekuus [visibility]» Ha cTp. 20).

usetunnel — WUCMO/b3YeTCA B NHOOON ceKLUM [id], KpOMe COBCTBEHHOW. BkatouaeT nan
BbIK/IFOYAET TYHHENNPOBaHME He3aLWMLLEHHbIX Y3/10B KOOPAWHAaTOPOM. BO3MOXHbIe 3HaueHus: on
(no ymonuaHuto) uam of£. ECam aTOT napameTp Ha KOOPAMHATOPe UMEET 3HayeHne of £, TO Npu
coeanHeHnn ViPNet Coordinator HW c y3namu, KoTopble TYHHEAMpPYET AaHHbI KOOPAUHATOP,
Tpaduk wWndposaTbcs He ByaeT.
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usefirewall — MOXET MPUHMMATb 3HAUEHWE on UAM of f U UCMONb3YETCA B CEKLMAX [id] B
CnefyroLnX Lensx:

o Bo Bcex cekumnax [id], Kpome COBCTBEHHON, — yKa3blBaeT Ha UCMO/Ib30BaHWeE HaCTPOeK PaboTbl
yepes MexXCeTeBOW 3KpaH C AaHHbIM y310M. Eciv 3TOT napameTp nmeeT 3HaueHne of £, TO
napametpsbl firewallip, port U proxyid B 3TOW CEKLMU UTHOPUPYHOTCS, U paboTa € JaHHbIM
y3/10M ByZeT BO3MOXHA TOJIbKO MO OAHOMY M3 ero peasnbHbIx IP-agpecos.

o B cobctBeHHOM CeKUMU [id] — yKa3bIBAE€T Ha NCNOJIb30OBaHNE BHELLHEIO MEXCETEBOIO 3KpaHa.
B cayyae ecnn MeXXCeTeBOW 3KpaH NCnoab30BaTbCA HE 6y,qu, OH YCTaHOBJIEH B 3HaYeHNe off, B
OCTaNbHbIX CayYadaX — B 3Ha4Y€HUE on (cm. onuncaHmne napameTpa proxyid ,Cl,aHHOI7I CeKLI,I/ll/I).

visibility — NO3BOJAAET HAaCTPOUTb TUM BUANMOCTU y3/a. Bo3MoOXKHbIe 3HaYeHus:

o auto — aBTOMATMYECKM OnpeAensTb TN BUAMMOCTM Y313, B 3aBMCMMOCTM OT TeKyLLero agpeca
BUANMOCTU y3na (CM. rnoccapui, ctp. 41).

o real — BCerAa obpaliatbcs K JaHHOMY Y3/y MO ero peanbHOMy agpecy.
o virtual — Bcerga obpalatbCs K AaHHOMY Y31y MO ero BUpTyanbHOMY ajpecy.

JTOT NapameTp He ABAsfeTCA 0b6A3aTeNbHbIM U UCMOb3YETCs, TOAbKO eCAN ANA aHHOTO y3a
HeobX0AMMO UHAMBMUAYaNbHO 3a4aTb TUN BUANMMOCTU. B cnydyae oTcyTCTBMA NapameTpa visibility
BUAMMOCTb y3/1a OnpejenseTca napaMeTpaMu cekumm [visibility] (cM. «Cekuwa [visibility]»

Ha cTp. 20), TO ecTb NapamMeTpamMu BUAUMOCTU BCEMN CETU, K KOTOPOM 3TOT y3eN NpUHaANEXMUT, 160
napameTpamMy BUAMMOCTY Y3/10B MO YMOAYAHUIO.

MprmeyaHne. Vicnonb3osaTtb napaMeTp visibility HY>XXHO OCTOPOXHO, TaK KaK Y CeTeBbIX
y3/10B, KOTOpPbIe BUAHbI MO BUPTyasbHbIM ajpecam, MOryT COBMagaTh peasbHble agpeca (ecam
3TV Y3/bl HAXOAATCA B YaCTHBIX CETAX).

Hepeaaktupyemblie napameTtpsbl cekuum [id]

accessip — Tekywui IP-agpec goctyna K y3ay (cMm. rnoccapui, ctp. 42) co ctopoHbl ViPNet
Coordinator HW. MoxeT npuH“MaTh 3HaueHne O4HOTO 13 peanbHbIX AN BUPTyanbHbIX IP-agpecos,
B 3aBMCUMOCTU OT GM3NYECKOWN TOMOIOMNK CETU, PEXMMOB MOAKIOUEHNA K BHelHel ceTn ViPNet
Coordinator HW v gaHHoro y3na.

always use server — MPU3Hak paboTbl y31a B peXMMe UCMOb30BaHNs MEXCETEBOIO 3KpaHa C
AVNHAMUYECKOW TpaHCAsALMEN ajpecoB C HamnpaBieHeM Tpaduka vepes BbibpaHHbIi KOOpAUHATOP.
MapameTp NpMCyTCTBYET TONLKO B CyYae paboTbl JaHHOTO y3/1a B yKazaHHOM pexuMe U
NPVHUMAaET 3HaYeHue on.

dynamic_timeout — nepwuog onpoca (B cekyHgax) ViPNet-koopanHatopa, BbibpaHHOro B kauectse
MEXCeTEBOro 3KpaHa A/1f AaHHOrO Y33, C Lenbto obecneyeHuns nponycka BXoaaLiero tpapuka
yepes MexceTeBOW 3KpaH. [laHHbI NnapamMeTp NPUCYTCTBYeT BO BCEX CEKLMAX [1d], KpoMe
COHCTBEHHON.

id — YHWKasbHbIN MAeHTUdMKaATOP y3na. [To 3ToMy napameTpy ynpasBasoLLMi 4EMOH OTANYaET
OfHy cekuuto [id] oT Apyroi. MiaeHTndukatop npuceansaetcsa ceteBomy y3ny ViPNet npu ero
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co3gaHun B nporpamme ViPNet LleHTp ynpaBaeHus ceTbio (CM. rnoccapui, cTp. 41). B kaxaown
CeKLMN [id] MOXKET BbITb TOJbKO OAWUH TakoOW napametp.

firewallip — OnpejenseT BHelHW IP-aapec AocTyna K y3ay B Cyyae, ECW 3TOT Y3 HaXoAMTCS
3a MeXceTeBbIM 3KpaHOM. [pun paboTe ¢ y3/10M, YyCTaHOB/IEHHbIM 38 MEXCETEBbIM 3KPaHOM, BCe
HanpaB/ieHHble K HEMY 3allndpoBaHHbIe NakeTbl MHKAMNCYANPYHTCS (CM. Fnoccapuia, cTp. 43) B
eanHbln UDP-nakeT ¢ agpecoM Ha3HayeHus, yKkasaHHbIM B JaHHOM MapamMeTpe, U NopToMm
Ha3Ha4eHWs, yKazaHHbIM B NMapaMeTpe port AaHHOM cekumn. Ecim y3en He HaxoauMTcs 3a
MEXCETEBLIM 3KpPaHOM, TO NapaMeTp firewallip OTCYTCTBYET WU MMEET 3HauyeHne 0.0.0.0. B
KaXA0M cekumn [id] MOXET ObITb TONIbKO OAMH Takon napameTtp.

name — UMSA y3na. 3agaetca agMmmHucTpatopom cetn ViPNet B nporpamme ViPNet LieHTp
ynpaB/ieHWs CeTbto U NpeAHa3HaueH Ans yao06cTBa HacTPOMKW. [laHHbI NapaMeTp 3anucbiBaeTcs B
dann koHOUrypaLmm aBTOMaTUYECKN NPU ero CoxpaHeHnn. B Kaxaom cekymmn [id] MOXeT ObITb
TOJ/IbKO OZMH TakoW napameTp.

virtualip — 6a30BbIi BUPTyanbHbIN agpec y3na. B kaxaon cekumm [id] MOXeT BbiTb TONBKO OAMH
Takou napameTp.

Cekuma [misc]

CeKLI,I/IFI [misc] COAEP>XUT pasindHble 4ONOJIHNTEIbHbIE NApPaMeTpbI:

ciphertype — aNropuTM WNHPOBaHMA NCXOAALLMX MaKeTOB, afpeCcoBaHHbIX CETEBLIM y3/1aM
ViPNet. MoxeT npvHUMaTb TONbKO 3HaveHue gost (WndposaHme ¢ nomowpto anroputma FOCT).

client pollinterval — nepwuog onpoca koopauHatopa ViPNet Coordinator HW kaneHTtamum

(cM. rnoccapwid, cTp. 43), 419 KOTOPbIX 3TOT KOOPAMHATOP BbINOAHAET QYHKUMIO cepBepa IP-
aApecoB. 3HaueHWe 3TOro NapameTpa KOOPANHATOP COOBLLAETCH CBOVUM KAMEHTaM B KaXAOM
ceaHce paboTbl. Ecam oT Kakoro-1mbo KiveHTa, KOTOpbI AOKEeH OOMEHUBATLCA MNakKeTaMu C
KOOPAMHATOPOM, He HbI1I0 MONYYEHO HMKAKMX CNY>XKEOHbIX MaKeTOB B TEYEHNE BPEMEHN,
YKa3aHHOro B JaHHOM MapameTpe, TO TakOMy KJIMEHTY MOCbINAeTCs CneumanbHbIA MaKeT, Ha
KOTOPbIV AOIKEH NPUIATM OTBET. ECIM OTBET HE NPUXOAMUT, TO Y3e/ KANEHTa CUUTAETCS HEAOCTYMHbIM
(BbIK/FOYEHHBIM). YKa3bIBaeTCs B CEKyHAAX, 3HauYeHne No ymMoavaHuo — 300 (5 MUHYT).
YMeHbLUeHMe 3HaueHnsa aHHOro napameTpa no3sosset 6osiee onepaTMBHO ONpesenaTb
HepaboToCnocobHOCTb Y313, HO NoBbILWaeT obbeM ciy>xebHoOro Tpaduka.

config version — Bepcus KOHOUrypaumoHHoro daina (coBnagaet ¢ Bepcueri ViPNet Coordinator
HW, c nomoLbto koTopow daiin nocneaHui pas 6bli COXpaHeH).

ifcheck_timeout — NEPWOZ OMpOCa NapameTpoB CeTeBbIX MHTEPDENCOB, N3BECTHbIX
yrnpaeastoLlemMy AeMOHy. YKa3blBaeTcs B CeKyH/AaX, 3HaYeHne No yMOAYaHNo — 5.

iscaggregate — BK/IOUYEHWNE WA BbIKNFOUEHWE HaKOMIeHWs ciyxxebHoro Tpaduka,
0bpabaTbiBaEMOro Ha KoopanHaTope. Bo3MOXKHble 3HaueHus:

o on (M0 yMONYaHWIO) — HaKomMeHne cy>ebHoro Tpadurka NPONCXOANT B TEUEHNE MUHYTbI C
nocneAyroLLEeln paccbiKON Ha y3/ibl He Yalue, YeM pa3 B MUHYTY;
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o off — HakonieHue cnyxxebHoro Tpaduka BbikJrOUYEHO. B 3ToM cnyyae ob6bem cayxkebHoro
Tpaduka yBeanumBaetcs.

e ipforwarding — ynpasaeHwue IP-dopBapanHroM (MapLupyTusaLmern TpaH3unTHbIX IP-nakeToB vepes
koopauHaTop ViPNet Coordinator HW). Bo3MO>Hble 3HaueHus:

o on — BKAtOYaTb IP-dopBapanHr (cM. rnoccapuid, ctp. 41) npu 3anycke ynpasastoLLErO 4EMOHA;
o off — BbIKAtOYaTb |IP-PopBapanHr Npu 3anycke yNpaBAatoLWero 4eMOoHa;

o system— He U3MEHSATb TeKyLLMe HacTpoliku IP-dopBapavHra Npu 3anycke ynpaBAasoLLero
JAeMoHa.

Mpumeyanwue. Mpn BbikatoueHHOM IP-dopBapamHre He paboTatoT nepecbiika
TpaH3uTHbIX IP-nakeToB 1 TyHHENMpPOBaHMe, NO3TOMY PEKOMEHAyeTCA yCTaHaBMBaTb

napameTp ipforwarding B 3Ha4yeHWe on. 3HayeHNa off N system peKoMeHayeTca
MCNo/b30BaTb TONbKO MPW OTAAAKe.

e msg compress level — CTeMeHb CKaTUA CYXEBHbIX MEXCepPBEPHbIX COO6LLEHNA. BO3MOXHbIE
3HayeHus: oT 1 (MUMHMMabHOE CKaTue, MakCUMasibHas CKOpOCTb) 40 9 (MakcMMabHOe CKaTue,
MUHUMaNbHbIA 06bem cnyxkebHoro Tpadumka). 3HayeHme No yMoaYaHuo — 3.

MpumeyaHne. Ha BbICOKOHArpy>XeHHbIX y3/1ax He PEKOMEHAYETCA YCTaHaBANBaTb 3HaYeHne
napameTpa msg_compress_level 6onbLue 5.

e mssdecrease — 4UnNCNO BaliT, Ha KOTOpoe ByaeT yMeHblueH NapameTp MSS (MakcuManbHbIN pasmep
cermeHTa) npotokona TCP. 3HaueHre Mo ymon4aHuio — 0.

YMeHbLaTth napametp MSS pekoMeHayeTCs TONbKO, eCan MeXAy BallvM U APYrMMU 3alULLEeHHbIMN
WAV TYHHEMPYEMbIMU Y3/1aMK YCMELIHO MPOXOAUT NPOBepPKa coeanHeHus (ping), HO He
yctaHaBavBaetcs TCP-coeanHeHme. MpuunHon 6aokmposaHus wndposBaHHbIX |IP-nakeTos,
nepesaBaeMbix B paMmkax TCP-coeanHeHs, MOXeT bbiTb GparmeHTaumsa 3Tux IP-nakeToB Ha
YCTPOMCTBAX, CTOALLMX Ha MyTU OT OTNPaBUTENS K MONyYaTENHO.

Bo nsbexxaHune dpparmeHTaL My peKoMeHAYyeTCs YMeHbLNUTb pa3mMep IP-nakeTos, NpuHMMaeMbIX Ha
y3/ie, NPUCBOMB NapameTpy mssdecrease 3HaveHue ot 20 go 40 6aliT. YTOObl yMEHbLUUTL pa3mep
ncxoaawmx IP-naketoB y3na, 3HaueHWe napameTpa mssdecrease CNefyeT U3MEHUTb Ha y3ne
nosyyatens 3tux IP-naketos. [ns yctaHoBaeHus TCP-coegnHeHUs 4OCTaTOYHO U3MEHNUTb NapamMeTp
mssdecrease Ha O4HOM U3 B3aMMOJENCTBYIOLLMX Y3/10B.

/ﬁ\ BHumaHue! MapameTp mssdecrease He cnesyeT U3MeHsaTb 6e3 KpalHel HeOBXOANMOCTY.

e packettype — QopmaT WMPPOBaAHHbIX NakeTOB. BO3MOXXHbIE 3HaUeHMA: 4.1 (MO YMOAYaHWIO) UK
4.0. OnpegenseT TONbKO popMaT NakeToB, OTNPaBAAEMbIX JaHHbIM ceTeBbIM y310M. DopmaT
BXOAALLMX MaKeTOB ONpesenseTcs aBTOMaTUyeckn, 1 nx pacwmdpoBaHme Npon3BOANTCS
He3aBMCMMO OT YCTaHOBJIEHHOrO 3HaueHWA NapameTpa packettype. Popmar naketos 4.0
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peKoMeHAyeTCA NCMONb30BaTb TONbKO, €CIM HEOBXOAMMO CBA3bIBATLCA C Y3/1aMW, Ha KOTOPbIX
ycTaHoBAeHbI cTapble Bepcun MO ViPNet.

server pollinterval — Nepunoj ornpoca AaHHbIM KOOPANHATOPOM APYrnx KOOPANHATOPOB

(cMm. rnoccapuid, cTp. 43). Ecam oT kKakoro-1mbo KoopAnHaToOpa, KOTOPbIN AoMKeH ObMeHNBaTbCA
naketamu ¢ AaHHbIM KOOPAMHATOPOM, He 6bln0 noay4yeHO HNKaKnx C)'Iy)KeGHbIX NMakeToB B Te4yeHne
BpeéMeHU, yKazaHHOro B JaHHOM napamMeTpe, TO TaKOMY KOOPAMHATOPY HalnpaBaAaeTca CﬂeLI,I/IaJ'IbeIl\/‘I
NnakeT, Ha KOTOprI?I AOJIKEH I'IpVIf/JITVI oTtBeT. Ecim oTBeT He npuxoaunT, TO y3en KoopanHaTtopa
CHNTaAETCA HEAOCTYNMHbIM (BbIKJ]I-Ol—IeHHbIM). Yka3sbiBaerca B CeKkyHAaX, 3Ha4yeHune no yMmony4yaHmno —
900 (15 MuHyT).

tcptunnel establish — BKJIOYEHME UK BbikatoveHne TCP-TyHHena. BO3MOXXHbIE 3Ha4YeHus: on
WK of £ (N0 yMoNYaHuto). s BXOAALMNX COeANHEeHNI no npoTokoay TCP no ymonyaHuto
ncnonbsyetcs nopt 80 (cM. napameTp tcptunnelport cekumu [id] (cm. «Cekuyms [id]» Ha cTp. 10,
Ha cTp. 11)).

timediff — MaKCMMaJbHO JOMNYCTUMas pasHKMLLa MeXay BPEMEHEM OTMPaBKU Y BPEMEHEM nprema
IP-nakeToB. V13 coobpaxkeHnin 6esonacHoctu gparisep ViPNet 6aokunpyet Bxoasaume IP-nakeTsbl,
€C/Iv BpeMs MX OTMPaBKN OTIMYAETCA OT BPEMEHM X Nprema bosiee Uem Ha YMCIO CeKYHA,
yKasaHHOe B 3TOM napametpe. 3HauyeHne napameTpa AoMKHO bbiTb 6oablue 160 paBHO 1 cekyHae
1 MeHblue nnbo paBHo 7200 cekyHA. 3HaveHMe MO yMoaYaHWio — 7200 (2 Yaca).

timesync — BK/OUYEHUE WM BbIKIHOYEHWE aBTOMaTMUECKOW YCTaHOBKN BPEMEHU Ha KAWEHTE B
COOTBETCTBUW CO BPEMEHEM Ha KOOPAMHATOPE, KOTOPbIV CY>XUT cepBepoM IP-agpecoB a5 3TOro
KAneHTa. Ha KoopamHatope 3TOT napamMeTp Mo YMOJYAHMUIO YCTAHOB/IEH B 3HAYEHUE of f, U3MEHATD
ero He cnegyert.

tunnel local network — MapameTp, KOTOPbI NO3BOAET He TyHHenupoBaThb IP-aapeca,
BxoZswue B nokanbHyto noacetb ViPNet Coordinator HW. Bo3amMoXHble 3HaueHus:

o off (no yMOfI‘-IaHVIIO) — o6pa|.|.|,aTbca K TYHHEAUPyeMbIM y3/1aM, Haxo4AalWLnMca B JIOKanbHOM
noAcCeTn, MUHYA TyHHeJ'II/IpyPOLLI,I/II7I KOOopAUHaTop;

o on — 0bpaLaTbCs K TYHHENVPYEMbIM Y3/1aM, HAXOAALLMMCS B IOKaNbHON NOACETH, Yepe3
KOOpAMHATOP, KOTOPbIN TYHHENAUPYET AaHHble y3/bl. B 3TOM ciyyae AOCTyn K TYHHeAUpyembIM
y31aM B 1OKa/IbHOM MOACETN MOXET ObITb 3aTPYHEH.

tunnel virt assignment — MNapaMmeTp, onpe,u,enmou.l,mﬁ PeXnM HasHauyeHnA BUPTYaabHbIX
ajpecoB A4N4 Yy310B, TYHHeNNpyemMbIX KOOPANHATOPOM. BO3MOXHbIe 3Ha4eHus:

o auto (No yMOJ'I‘-IaHI/IPO) — BUPTYyaabHble ajpeca TYHHENINPYEMbIX Y3/10B 3a4at0TCA
aBTOMaTun4eckun.

o manual — BUPTyasbHble ajpeca TYHHENNPYEMDbIX Y3/10B 3a4at0TCA BPYYHYHO B NapamMeTpax
tunnel W exclude from tunnels cekuuu [id] (cm. «Cekums [id]» Ha cTp. 10, Ha cTp. 11).

BHumaHwme! B cnyuae o6HoBneHus ViPNet Coordinator HW o Bepcumn 4.2 Ha y3ne, Ha KOTOPOM

/A\\ BPYUYHYto BblAn 3afaHbl BUPTYyasbHble agpeca ANf TYHHeAVpPYeMbIX y310B, 3TW HaCTPOKK
coxpaHstoTca. B cnyyae nepexoga B aBTOMaTUUECKUIA PEXUM BCe BUPTyasbHble agpeca Ans
TYHHepyeMblIX y3/10B ByayT nepeHasHayeHsbl.
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e warnoldautosave — MapaMeTp, BKJHOYAOLWMI NN BbIKJOYAKOLNN NPesynpeXxXaeHns o Haanumm
KOHPUrypauui, cogepxalumx Hactponku MO ViPNet, koTopble 66111 aBTOMaTUUYECKN COXPaHEHbI
6onee mecsua Ha3zad. BoamoxkHble 3HaYeHuA: on (MO ymMoa4vaHuio) nan of £. Ecam napametp
YCTaHOB/EH B 3HAUEHWE on, TO NPeAYNPeXAeHUs BbIBOAATCA KaX bl pa3 Npu 3anycke
yrnpaBagtoLWero AemMoHa.

Cekuns [servers]

Cekums [servers] COAEPXUT CMIUCOK KOOPAUHATOPOB, U3BECTHBIX ZaHHOMY ceTeBOMY y3y. Kaxxgomy
KOOPAMHATOPY COOTBETCTBYET OAUH HEPeAaKTMpPYEMbI NapaMeTp server, B KOTOPOM UYepes 3ansTyro
yKazaHbl UaeHTUdMKATOP KOOPAMHATOPA W ero nUMs.

Cekupa [virtualip]

Cekums [virtualip] OMUCbIBAET HACTPOMKWN BUPTYyaabHbIX IP-agpecoB (cm. rnoccapui, cTp. 42) un
COAEPXUT CedyroLLne napameTpsbl:

e endvirtualip — CyXeOHbI NapaMeTp, B KOTOPOM XPaHUTCS CneaytoLmii 3a NocaeAHNM
Ha3Ha4eHHbIM 6a30BbIN BUPTyasbHbIN azpec (CM. rioccapuin, cTp. 42). Micnonb3yeTcsa B kadecTBe
TOUKM OTCYEeTa NpuW NMOMCKE U Ha3Ha4YeHMN 6a30BbIX BUPTYasbHbIX aZPECOB As1 HOBbIX 3aLLMLLIEHHbIX
y310B. [pyn Ha3HaveHW 6a30BbIX BUPTYabHbIX aPecoB CHavana NpoOU3BOAMUTCA MOUCK NEPBOro
cBoBOAHOrO aZpeca B AvanasoHe OT endvirtualip 40 maxvirtualip. ECM B 3TOM gnanasoHe
CBODBOAHBIX aZpeCcoB HET, TO NMPOM3BOAMTCA MOUCK B ANana3oHe OT startvirtualip A0

endvirtualip.

g BHumaHue! MNapameTtp endvirtualip He cneayeT n3MeHATb (0CO6EHHO yBENNUMBATDL)
6e3 KpaHeln HeoHXoAMMOCTU.

e maxvirtualip — MakCMManbHbIl agpec ans GOPMUPOBaHUS 6A30BbIX BUPTYasbHbIX ajpecoB
3alMLLEHHBIX Y3/10B (MO YMOAYaHWIO — 11.0.254.254). Vicnonb3yeTcs ans orpaHnyeHuns
JMana3oHa Ha3zHayaeMbIx 6a30BbIX BUPTyasbHbIX agpecoB. 10 yMoaYaHuto napameTp
maxvirtualip COOTBETCTBYET MakCMMaJibHO BO3MOXHOMY aApecy, TO eCTb ajpecy, y KOTOPOro /ABa
CTapLUMX OKTeTa COBMaAatoT C 3STUMMU e OKTeTaMM CTapTOBOro ajpeca startvirtualip, a ABa
MIaALLIMX OKTeTa paBHbl 254. laHHOe 3HaYeHNe MOXHO YMEHbLLUNTb, MPU 3TOM HEOOXOAMMO
CneanTb 3a TeM, UTOObI OHO BbI10 HoJbLLIE 3HaUeHMsA NapaMeTpa endvirtualip.

e startvirtualip — CTapTOBbIV agpec ana GopMmUpoBaHUs 6a30BbIX BUPTYasbHbIX ajpecoB
3alUMLLEHHBIX Y310B (MO yMOAYaHUIO — 11.0.0.1). [1pn M3MEHeHnn JaHHOTO napameTpa
Ha3HaueHVe Bcex 6a3oBbIX BUPTYasibHbIX apPeCcOB y3/10B MPOU3BOAUTCA 3aHOBO, KaK Mpu
HayanbHOM GopmMUpoBaHMM darnoB KOHPUrypaumn. Kpome Toro, ana y310B NPOU3BOAUTCA
Ha3HayeHVe BMPTyasbHbIX agpecoB B napameTpax ip (cM. «Cekumsa [id]» Ha cTp. 10, Ha cTp. 11).
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e starttunnelvirtualip — CTapTOBbIN agpec 413 GOPMUPOBAHUA BUPTYaNbHbIX ajpecoB
TYHHeNMpyeMbIX Y3/10B B aBTOMaTUYeCKOM pexume (Mo yMONYaHMIO ANS J1Mana3oHOB afpecoB
TYHHeNMpyeMbIX Y310B — 12.0.0.1, ANA afPeCcOB OANHOUHBIX TYHHEMPYeMbIX Y310B — 11.0.0.1).

Cekupa [visibility]

Cekums [visibility] COAEPXKMUT HACTPONKU BUAMMOCTY 3aLUMLLEHHbIX CETEBBIX Y3/10B, C KOTOPbIMYU
cBszaH ViPNet Coordinator HW. B otanumne o1 napameTpa visibility, C MOMOLLbI KOTOPOrO B CEKLMAX
[id] (cm. «Cexkums [id]» Ha cTp. 10, Ha cTp. 11) 3agaeTca BUAMMOCTb OTAE/bHbIX Y310B, B 3TOW CEKL NN
MOXHO 3aZaTb BUAMMOCTb Cpa3y ANs Bcex Y3708 ceTen uam nogceten ViPNet. Hactpoikun, 3agaHHbie B
CeKuMmn [visibility], yUNTBIBArOTCA NPU ONpPeseneHnmn BUAMMOCTM Y310B CO CTOPOHbI COBCTBEHHOTO
y3na.

Cekuma MOXeT cogep>kaTb Clesytol e napameTpsb:
e default — BUAMMOCTb Y3/10B MO YMOAYaHMIO. BO3MOXXHble 3HaueHus:
o auto (N0 yMONYaHWIO) — aBTOMaTUYeCKOe onpejeneHne BUAUMOCTU y3/10B;
o real — AOCTYMN K y31aM No UX peanbHbIM IP-agpecam (cM. rnoccapui, cTp. 43);
o virtual — JOCTYN K y3/1aM MO UX BUPTyasbHbIM IP-agpecam (cM. rnoccapuin, ctp. 42).

e subnet real — ugaeHtTndukatopol ceteit ViPNet, 418 KOTOPbIX HEO6XOAMMO HACTPOUTb BUAUMOCTb
y3/10B No peanbHbIM IP-agpecam.

NaeHTndurkaTopbl ceTei ykasblBatoTCA B WeCTHaALaTepuyHoM dopmaTte ¢ npedurkcom 0x. B ogHom
cekummn [visibility] MOXXHO 3aAaTb HECKO/IbKO NapamMeTpoB subnet real. [1py 3TOM B KaXA0M

napameTpe MOXHO yKa3aTb IMH60 OAnH naeHTUGMKaTOp, MO0 HECKONBKO MAEHTUPUKATOPOB vepes
3anartyto. Hanpumep:

subnet real = 0x5155

subnet real = 0x5156,0x5157,0x5158

e subnet virtual — uaeHTUduKaTopbl cetenn ViPNet, 48 KOTOPbIX HEOHXOANMO HaCTPOUTb
BMAMMOCTb Y3/10B MO BUPTYyanbHbIM IP-agpecam. 3ajaeTca Tak Xe, Kak napaMeTp subnet real.

g BHumaHme! OamH n 10T e ngeHtndumkatop cetn ViPNet MOXHO yKasaTb TOJIbKO B
OflHOM M3 NapamMeTpoB subnet real Win subnet virtual.

Mpw cTapTe ynpaBastoLLero AemMoHa naeHTUdMKaTopbl, 3ajaHHble B NapameTpax subnet real W
subnet _virtual, aBBTOMaTM4eCcku COPTMPYHOTCS B MOPsAAKE BO3PACTaHUA W FPyMNMMpPYOTCS B CTPOKM,
KaXzas 13 KOTOPbIX COAEPXUT MakcMMyM 8 naeHTudrKaTopos.

MapamMeTpbl subnet real M subnet virtual SBAAKOTCA HEOBA3aTENbHBIMM W MO YMOAUYAHNIO
OTCYTCTBYIOT B CEKUMWN [visibility].

e tunneldefault — TUM BUAUMOCTMN A/ BCEX Y3/10B, TYHHENNPYEMbIX KOOPAMHATOPOM, KOTOPbIN
6yseT yKasblBaTbCA MO YMONYAHMIO BHE 3aBUCMMOCTU OT peXMMa Ha3HaYeHna afpecos
TYHHeNMpyeMbIX Y310B (CM. MapaMeTp tunnel virt assignment CeKUWMM [misc] (cMm. «Cekuus
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[misc]» Ha cTp. 16)) Npn OTCYTCTBMM B CekLMM [id] NapameTpa tunnelvisibility (cMm. «Cekuymns
[id]» Ha cTp. 10, Ha cTp. 11). BO3MOXHble 3HaYeHUs:

o real (MO ymMOA4YaHWIO) — BCerga obpallatbCs K TYHHENUPYEMBIM y3/1aM MO X peanbHbIM
agpecam;

o virtual — BCerga o6pau.|,aTbc;| K TYHHeANpPYyeMbIM y3/1aM MO UX BUPTYaJbHbIM ajpecaMm.
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Gann iplir.conf-<unHTEPOENC UK
rpyrna MHTep®encos>

MapameTpbl XXypHaia NpPoxoxaeHus Tpadurka Yepes Nt060N aKTUBHBIN CETEBOW MHTepdENiC
HacTpamBaroTCA B KOHCbI/IpraLI,I/IOHHbIX ¢a17u1ax iplir.conf-<uHTepderic miam Tpynna MHTepPHelcoB>.
Ans kaxpaoro ctatmyeckoro nHTepdenca, onncaHHoro cekumen [adapter] B paiine iplir.conf

(em. «Cekums [adapter]» Ha cTp. 8), a TakXe AN KaXKA0W rpynnbl AMHaMUYeCKMX MHTepdencoB

(cM. rnoccapuid, cTp. 42) ynpaBAastoLwWwmMin 4eMOH Npuy 3anycke aBTOMaTUYeCcky Co3aaeT Takon dann ¢
napameTpamm no YyMOAYaHUIO.

Mpumeuanue. B ViPNet Coordinator HW no ymonuaHuto paspelueHa paboTa AMHaMUYECKNX
NHTepdEeCcoB, KOTOPbIE BXOAAT B OAHY M3 CeAYHOLMX Fpynn MHTephencos:

. ®  ppp — rpynna nHTEPPEncoB A BCTPOEHHBLIX MOAEMOB;

e wifi — rpynna nHTepdelicos ana WiFi.

Ana pesakTmpoBaHusa 3TUX GannoB UCMONb3yeTcs KoMaHAa:

iplir config <mHTepberic mnm rpynmna uHTepdercos>

I'Iepe,a, pesakTnpoBaHnem cpal}'ma iplir.conf-<mMa mHTepdelica munm Tpylna MHTepbercon>
HEO6XOAVIMO 3aBepwunTb pa60Ty ynpasjaroLwero gemMoHa KOMaHAOI7| iplir stop, a NMOC/€ OKOHYaHUA
PEAAKTNPOBAHNA, UTOObI BCE N3MEHEHUS BCTYyNWan B CUNY, — CHOBa 3anyCTuUTb €ero KOMaHAOI7I

iplir start.

BHumaHme! KoHPurypaLoHHbIi dann iplir.conf-<mHrepbderic wim rpynna
MHTEepdericos> MOXET OTCYTCTBOBATb ANs CTAaTUYECKOrO MHTepdeiica, eciv COOTBETCTBYHOLLASA
cekumn [adapter] 6bina fobasneHa B Gann iplir.conf BPYYHYHO 1 MOCAE 3TOFO

/A\ yNpaBAAIOLWMIA JEMOH He nepe3anyckancs. [osToMy nocne fobasneHns cekumii [adapter] B

S dann iplir.conf BPYYHYHO pEKOMEHAYETCA CHavana 3amnyCcTuTb YNpaBAstOLLMIA AeMOH
KOMaHJoW iplir start, 3aTeM 3aBepLUUTb ero paboTy KOMaHAoOM iplir stop, Nocae Yyero
OTpeAakTMpoBaTh HYXHbIA Galn iplir.conf-<uurepderic mnm rpynna MHTEpdEncos>
“ CHOBA 3anyCTUTb YNPaBAAIOLWMNIA JEMOH.

Kaxxabin ¢a|7|n iplir.conf-<unrepderic unm rpynna mHTepdericos> COAEPXNUT TONbKO O4HY CEKUMNIO
[db], ONUCAHHYIO HUXeE.

[ns Kaxgoro ctatmyeckoro nHtepderica v rpynnbl AMHaAMUYECKUX MHTEPdENCOB BeAETCA CBOM XypHan,
KOTOprI7I XpPaHUTCA B q)a|7u1e iplir.db-<untepderic unu rpynna mHTepdericos>, PACMOJOXEHHOM B
nogkaTtanore iplirdb KaTtajnora, cogepkallero d)al‘/'lﬂbl iplir.conf-<umsa mHTepodelica MM TpyHrIa

MHTepdeMCcoB>.
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MpumeuaHue. B 6onee paHHmx Bepcusax ViPNet Coordinator HW daiinbl iplir.db-
<mHTepderic> pacnosaraaucb B kKatanore, cogepxawem dannbl iplir.conf-

<unrepderic>. MNpun obHosneHnn ViPNet Coordinator HW go Bepcun 4.2 dainbl iplir.db-
<mHTepderc> aBTOMAaTUYECKM MepeHoCcATca B nogkatanor iplirdb.

3anuvcy o0 NakeTax Hakar/IMBaKTCA B XXYpHasie MPOXoXaeHns Tpaduka 40 Tex nop, noka He byaet
JAOCTUTHYT MaKCUMMasIbHbIV pa3Mep XYypHasa, MOoCIe Yero camMble paHHWe 3amnmncu CTMParoTCs U Ha X
MeCTO 3anuCbiBatOTCA HOBblE. [l15 yMEHbLUEHUS pa3Mepa XYpHasa, a Takxke A/is yaobcTea ero
NPOCMOTPa OAMHAKOBBIE 3aMnCK O MaKeTax, 3aperncTpupoBaHHbIe B TeUYeHWE 3aaHHOTO BPEMEHM,
06beMHATCA B OAHY 3aMuWChb, ¥ 3aTEM MPW MPOCMOTPE XYPHasia MOXHO Y3HaTb, CKOJIbKO pa3 bblio
3adMKCMpoBaHO cOBbITME, ONUCLIBAEMOE 3TOM 3aMunChlo.

Cekums [db] COAEPXUT ceaytoLive napameTpbl:
® maxsize — MakCMMajbHbIN pa3Mep XypHana B merabarTax.

B ncnonHeruax c oaHnm anckoBbiM Hakonutenem (HW50 N1, N2, N3 n HW100 X1, X8)
MaKCUManbHbIN pa3Mep XXypHana He foakeH npesblwaTte 10 MbaiT. 3HaveHre Mo yMOAYaHUo —
10 M6auT. MNpwu ykaszaHum 6osbLLero pasMepa >XXypHana OH aBTOMaTU4ecky yCcTaHaBAnBaeTcs
paBHbIM 10 MbanT.

B ncnonnenmax HW100 ¢ geymsa guckosbiMy Hakonuteaamm (HW100 X2, X3, N1, N2, N3)
MaKCMMaibHbIA pa3mep XypHana He JoMKeH npesbiwaTte 50 MbaiT. 3HaueHMe NO yMOAYaHUIO —
50 M6anT. Mpu ykasaHUn BobLLEro pa3mepa XypHana OH aBTOMaTMUeCKUN yCTaHaB/IMBaETCS
paBHbIM 50 M6ainT.

B ncnonnenmax HW1000, HW2000, HW5000 n HW-VA orpaHunuyeHmnin Ha pasmep XypHana
He yCTaHOBJ/IeHO. 3HaueHWe no ymoadaHmo — 50 Mbawr.

PeanbHbll pa3mep XypHasia 13-3a Hanunsa B HEM Cy>keBHOro 3aronoBKa nosly4yaeTcs NpUMepHo
Ha 1 K6anT 6onblue. Kaxablil pa3 npu 3anycke ynpasastoLwero 4eMoHa noc/ie pa3mepa XypHana
aBTOMaTUYECKM AOMUCLIBAETCA CIOBO MBytes, €C/IM OHO OTCYTCTBYET. [103TOMY Npu U3MeHeHMK
3HaueHMWs 3TOro NapameTpa ero MOXHO He M1caTb. 3HaueHve NapaMeTpa 0 BbIKAOYAET BeAeHue
XypHana. MNpu 3TOM ecu A0 BbIKAHOUEHUS XYpHana B HeM HblAn 3anucK, To NPOCMOTPETb UX ByaeT
HEBO3MOXHO.

e timedif — MHTEPBAN BPEMEHU, B TEYEHNE KOTOPOIro OANHAKOBbIE cobbITuA 06'bEAVIHFIPOTCFI B
XKypHane B O4HY 3annchb. 3a,qaeTcs| B CEKyHAaX, 3HayeHune no yMon4aHmw — 60. Ecnn 310 napameTp
yCTaHOBAEH B 0, TO o61:ep.|/|HeHv|e COBbITUN He NCNnoab3yeTca. B atom cnayyae npum MHTEHCMBHOM
Tpaq)VIKe B XYpHane MOryT permctpnpoBaTbCA He BCE NakKeTbl.

® registerall — BK/IOYEHME WM BbIKIOUEHME perncTpaLMm 3anmcein 060 Bcex nakerax,
NPOXoAALLMX Yepe3 nHTepdeiic. BoaMoXKHbIe 3HaUeHUA: of £ (MO YMOYaHWNIO) AW on. TO eCTb Mo
YMOJTYaHWNIO PErUCTPUPYIOTCS TOIBKO 3anucK o 6J10KMPOBaHHbIX NakeTax U U3MEHEHUW afpecoB
CeTeBbIX Y3/10B.

® registerbroadcast — BKJIHOUYEHWUE NN BbIKNHOUYEHUE PErMCTPaLMn 3anncen o
LUMpOKOBeLLaTebHbIX NakeTax. Bo3mMoXHble 3HaueHna: of £ (MO YMONYAHWUIO) UAN on.
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registertcpserverport — BK/JIHOUYEHNE WU BbIK/IFOYEHWE peErncTpaumm VIHC])OpMaLJ,VIVI O nopte
knveHTa ViPNet npu coegnHeHnn TCP. Bo3MOXHble 3HaueHNs: of £ (MO YMOAYAHMUIO) UAN on.

O6bI4HO NOPT KAneHTa Npu TCP-coegnHeHUW BbiaeNAeTca AMHAMNYEeCcKn U HUKAKON NOae3HOWM
nHdopmaLnn He HeceT. Ecam ¢ kakoro-nnbo ceTeBOro pecypca Npon3BoAATCA NOMbITKA
NOAKNOUNTBCA K KaKOMY-1MBO NOpPTy Ha KOMMbIOTEPE, @ COeJMHEHME MO KakKMM-TO NPUUYNHaM He
6yseT yCTaHOBAEHO, TO MPW CAefytoLLLel NOMbITKe YCTaHOBUTb COEMHEHME C TOrO Xe pecypca byaet
Mcnosb30BaThCA Apyror nopt. Mpu Ncnoib30BaHNM CKaHepPOB MOPTOB UKW KaKUX-AMOO0 ceTeBbIX
aTakax YMcio TakMx MOMbITOK MOXET JOCTUraTb HECKOIbKUX COTEH B CEKYHAY. [MOCKONbKY KAMEHT
NCMOAb3YeT KaX bl pa3 pasHble MOPTbl, TO TakMe NakeTbl He CYUTAROTCSA OAMHAKOBLIMU U ANA
KaXKZI0ro U3 HMX CO3JaeTca CBOA 3anuncb B XXYpPHae, YTO 3aCOPAET ero 1 3aTpyAHAET NOCaeAyoWwmnn
aHanums. Ecim napamertp registertcpserverport yctaHoB/IEH B 3HaUeHWe on, NopT KaneHTa npu TCP-
COeANHEHWNN He PErNCTPUPYETCA U HE YUUTBIBAETCS, UTO NO3BOASET 0OBEANHUTL COOLITUA O
NomMbITKax NOAKAFOUEHNA K KaKOMY-11MB0 NOPTY Ha KOMMbIOTEPE C ONpeseNeHHOro agpeca B O4Hy
3anncb. 310 YacTo b6biBaeT ya06HO.

Mpumeuanwue. Ecnv napametp registertcpserverport yctaHoB/IeH B 3HaYeHWe on, TO 3Ha4YeHne
KNMEHTCKOrO NopTa, 0TobpaxkaemMoro B XypHase nakeTos, byaet pasHo 0.

registerevents — BKJIHOUYEHWE WM BbIKJHOYEHME PErncTpaumum cnyxebHblx cobbiTnin. Cnmcok
CNy>KebHbIX cObbITUA cM. B slokyMeHTe «ViPNet Coordinator HW. Hactpoiika ¢ noMoLLbto
KOMaHZAHOrO MHTeprpeTaTopa», B MPUAOXEHUN «Tunbl COBLITUI B XXypHane permctpaumm IP-
nakeToB». BO3MOXHble 3HaUEHUS: of f AU on (MO YMONYAHWIO).
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®ann failover.ini

Hactpoiika napameTpoB paboTbl CMCTEMBI 3aLLMUTbI OT COOEB OCYLLECTBAAETCA NYTEM PejaKTUPOBaHMS
danna KoHPUrypaumm failover.ini. Ansa pegaktmpoBaHus danna KoOHGUrypaLmm Ncnoab3yeTcs
KOMaHfAa failover config edit.lepes pegakTupoBaHunem daiina HeobxoaMMo 3aBepLnTb paboTy
naemMoHa failoverd komaHAoM failover stop, @ NOC/e OKOHYaHUSA pefakTUpPOBaHMs, UTobbl BCe
N3MEeHEeHMA BCTYMWAN B CUJY, — CHOBA 3aMyCTUTb €ro C MOMOLLbIO KOMaHAbl failover start.

@ain failover.ini COAEPXKUT CEKLUMM C MapaMeTpaMi, ONMCaHHbIE HUXE.

Cexums [channel]

Kaxabli ceTeBoWn MHTepdelc akTMBHOro cepBepa, paboToCcnocobHOCTb KOTOPOro AOMKHA
KOHTPONMPOBATLCs CUCTEMOM 3alLnTbl OT cboeB Npu paboTe B pexmnme Knactepa ropsyero
pe3epBupPOBaHuMA (CM. rnoccapui, cTp. 43), JOKeH BbITb ONMcaH ceklmen [channell].

MpumeyaHue. MapaMeTpbl cekUMin [channel] UHTEPNPETUPYHOTCA TONBKO NPU

paboTe cMcTeMbl 3aLLmMTbl OT CHOEB B peXMMe KaacTepa ropsyero peseperipoBaHus.
YT06bI BbIKIOUNTE KOHTPOIb PaboTOCNOCOBHOCTN Kakoro-anbo nHtepderica,

HeobxoAMMO yaanuTb U3 daiina failover.ini COOTBETCTBYHOLLYIO CEKLMIO

[channel].

CEKLI,VIFI [channel] COAEPXUT Credyroline NapamMeTpbl:

e activeip — IP-agpec n Macka, koTopble byseT uMeTb UHTepdeic akTMBHOrO cepBepa Kiacrepa.
Ecan macka He ykasaHa, To 6yAeT MCNo/ib30BaHO 3HaUYeHMe Macku, yCTaHOBJIEHHOE B CUCTeMeE.
Macka MoxceT BbITb yKkazaHa nocne IP-agpeca yepes cumBosn «/» B HoTauwmm CIDR nav B npsamon
HoTauun. Hanpuwmep:

o B HoTaumm CIDR: activeip = 192.168.201.1/24

o B ﬂpFIMOIZ HOTaUuuW: activeip = 68.21.12.34/255.255.252.0

MpumeyaHue. YkasbiBaTb Macky HEOBXOAMMO MPU OpraHM3aL MM CxeMbl Knactepa
ropsiyero pe3epBUPOBaHUSA B YCIOBUAX OTPaHUYEHUI No BblAeneHuto IP-agpecos
(nogpobHee cMm. B gokymeHTe «ViPNet Coordinator HW. CueHapun paboTbi»).

HeszaBuncrMo oT Toro, B Kakol HoTaumm Hbina yKkasaHa Macka, mocae coxpaHeHusa daina
failover.ini n 3anycka gemoHa failoverd Macka byeT nepesanvcaHa B HoTaLuu
CIDR.
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checkonlyidle — yKa3aHune Ha HEOHXOAMMOCTb NMPOBEPKN TOJIbKO HEAKTUBHbIX MHTEPhENCOB.
Bo3MoxkHble 3HaueHus:

o yes (MO YMONYaHWIO) — akTUBHbIA CepBEpP MOCbINAET 3X0-3aMnpockl Ha MHTepdeNchl, agpeca
KOTOPbIX yKa3aHbl B COOTBETCTBYHOLLMX NapaMeTpax testip, TONbKO €Cau 3a nepuog onpoca IP-
aApecoB, yKa3saHHbI/ B MapameTpe checktime B CEKUMU [network], Ha JaHHbIX MHTEpPbENCax He
6bII0 BXOAALLMX WM UCXOASLLNX MaKETOB.

0 no — 3X0-3anpockl Ha UHTepbENCh, aZpeca KOTOPbIX YKa3aHbl B COOTBETCTBYOLLMUX NapameTpax
testip, MOCBINAKTCSA MOCTOSAHHO.

device — uUMs uHTepdeiica (eth0, ethl M TaK jasnee).

ident — TEKCTOBas CTPOKa, naeHTMduumnpyrowas nHtepdenc. Ana nHrepdencos, NOAKAHOUEHHbIX K
OAMHAKOBbIM CETAM, NapaMeTpbl ident AOKHbI COBNaAaTh.

MprmeyaHne. He pekomeHAyeTCs NCMOAb30BaTb Pa3Hble MeHa (HECUMMETPUYHbIE
KoHbUrypaumm) nHTeppencos Kkactepa ropsayero pe3epBmpoBaHus.

passiveip — IP-agpec v Macka, KoTopble ByaeT MMeTb UHTEpEIC NacCUBHOTO cepBepa kaactepa.
Eciv macka He ykaszaHa, To 6yAeT MCMo/1b30BaHO 3HaYeHe Macky, YCTaHOBAEHHOE B CUCTEME.
Macka MoxeT BbITb yKa3aHa B TakoM e GopmaTe KakK B NapameTpe activeip.

testip — IP-agpec MapLlupyT1saTopa nam Jpyroro ctabuabHOro obbekTa ceTh, KOTopomy byayT
NocbINaTbCA 3X0-3anpock! AN NPOBepKM paboTocnocobHocTM nHTepdeica.

Mpv HEOBXOAMMOCTN MOXKHO A/l KaXKA0r0 U3 MHTEPENCOB yKasaTb HECKOJIbKO NMapamMeTpoB
testip. B 3TOM cnyuvae cboem nHTepdenca ByaeT cumtaTbCs CUTyaL s, KOrAa HU OT OAHOTO 13
3afaHHbIX IP-agpecoB He ByzeT nonyyeHo oTBeTa.

Hanpwumep, 4tobbl 3X0-3anpockl oTApaBasancb Ha IP-agpeca 192.168.100.34 1 192.168.100.25,
fob6aBbTe CnefyroLLne CTPOKK:

testip = 192.168.100.34

testip = 192.168.100.25

BHumaHme! nsa kaxaoro nHtepderica, onMcaHHOro cekumnen [channell, B
napameTpe testip AO/MKeH ObiTb 3a/aH CBOV aApec, NMPUHaANEeXaLLMA NOACETH
JaHHOro uHTepdeiica.

Ecav B napameTpe testip OAMH M TOT Xe afpec ykasaH 11 HECKONbKNX NHTEPPECOB,
6yAeT NpoBepATbCA PabOTOCNOCOBHOCTL TONLKO CETEBOro MHTEpdeElica, ykasaHHOro B
KoHbUrypaumoHHoM daline nepsbIM.

//A\\ Ecnn B napameTpe testip 3asaH agpec, He MpUHaAnexXallnii NoACeTU JaHHOrO
nHTepderica, TO 415 3TOrO ajpeca A0MKeH bblTb 3ajaH CTaTUUECKUIA MapLUpPYT Un
LUHO3 MO YMONYAHMIO.

B kauecTBe napameTpa testip He pekoMeHAyeTcs 3ajaBaTb agpec nHTepdelica
«BHYTpeHHel netaun» (loopback), HanpvmMep 127.0.0.1 nam localhost, Tak Kak B
3TOM C/lyyae peasibHON NPOBEPKM PaboTOCMOCOBHOCTM CETEBOrO MHTepdelica

HE MPOV3BOAMNTCS.
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Cekupa [debug]

Cekums [debug] onpeaenseT napaMeTpbl BeAeHWA XypHana ycTpaHeHns Henonagok gemoHa failoverd un
COAEPXUT CiedytoLLme napaMeTpsbl:

debuglevel — ypOBeHb geTannsaunm nHbopMaunm, BbIBOAMMOM B XXypHas. BO3MOXHbIe 3HaueHus:
OT -1 80 5 (MO yMOAYaHUO — 3). YeMm Bblille YpOBEHb AeTannsaumnm, Tem 6onee nogpobHas
nHbOpMaL A BbIBOAUTCA B XXypHa/. 3HaueHVe NapaMeTpa -1 BbIK/JtOYaEeT BeAeHMe XypHana.

g BHumaHue! B ncnonHeHusx ¢ ogHum anckosbiM Hakonutenem (HW50 N1, N2, N3 n
HW100 X1, X8) no ymonyaHuto ypoBeHb JeTannsauum paseH 1.

debuglogfile — UCTOYHUK MHOOPMALMK, BbIBOAVMOL B XXypHas, B dopmarte:
syslog:<facility.level>, rae:

o facility— npouecc, popmupyrowmii MHGopmaLumo. BoaMoxxHble 3HaueHus: kern (S4PO),
user (NOJb30BaTeNbCKME NPOrpaMmbl), mail (MOYTOBaA cUCTEMA) NN daemon (AEMOHbI).

o level — ypOBeHb BaXXHOCTN MHPOpPMaL K. BoaMOXHbIe 3HaueHns: err (OwmnbKa), info
(MHdOopMaLmoHHOe coobLLeHne) nan debug (OTAagouYHas MHGoOpMaLmA).

3HauyeHue napametpa debuglogfile NO YMOJNYaHNIO — syslog:daemon.debug.

Cekuma [misc]

Cekumus [misc] COAEPXUT JOMOJHUTENbHbIE MapaMeTpbl PaboTbl CUCTEMBI 3aLLMThbl OT COOEB B peXMME
KnacTepa ropsivero pe3epBMpoBaHnsa U B OANHOYHOM pPeXUME:

maxjournal — MakKCUMasbHOE KOJIMUYECTBO AHEN, 33 KOTOPOE HEOBXOAMMO XPaHUTb 3anucK B
KypHase nepekntoUeHnii Knactepa ropsuero pesepsnpoBaHms. Mo yMoNuaHuto 3To orpaHuyeHme
OTCyTCTBYeT.

reboot — 3a/laeT AeUCTBUA CUCTEMBI B ClyYae OBHapy>XKeHWs NONHOW HepaboTocnocobHOCTH
Kakoro-nmbo gemoHa nan gpaneepa ViPNet Coordinator HW. Bo3amMoxHble 3HaueHus:

o yes (MO YMO/NUYaHWIO) — BKJHOUMTb MEXaHU3M perncTpaumm B watchdog-gpainsepe u
nepesarpy>arb CUCTEMY, eC/I KaKon-IMbo JEMOH WY ApaliBep HE MOXET BOCCTaHOBUTL CBOHO
paborty;

0o no — BbIKJKOUYNTb MexaH13M pernctpaumm B watchdog-apansepe 1 He nepesarpyatb CUCTEMY,
€c/IN KakoW-1Mbo AEMOH UK ApaliBep HE MOXET BOCCTaHOBWUTbL CBOKO paborTy.

Hepeaaktnpyemble napamMmeTpbl cekumm [misc]

activeconfig — aBCOMOTHbIN NyTb K daitny KOHOWUIypaLmm ynpasastoLLero AeMoHa, KoTopbiit
6YyAeT UCNO/Ib30BaThCs HAa aKTMBHOM CepBepe kiacTepa. 3HaueHMe No yMoAYaHNo —
/etc/iplirpsw.
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® passiveconfig— abCcoONOTHBIN NyTb K Ganny KOHPUrypaLmm ynpaBasOLWErO 4EMOHA, KOTOPbIN
6yseT NCNonb30BaTbCA Ha NaCCMBHOM cepBepe kaactepa. 3HaueHne No yMOosYaHio —

/etc/iplirpsw.

Mpumeuanue. MNapameTpbl activeconfig, passiveconfig M maxjournal
NHTEPNPETUPYHOTCA TOILKO MU paboTe cMcTeMbI 3aLLnThl OT CO0EB B pexxrme knacrepa
ropsayero pesepBMpoOBaHUA.

Cexumsa [network]

Cekums [network] OMUCLIBAET Pa3iMYHble NapamMeTpbl PaboTbl CMCTEMBI 3aLLMTbI OT CHOEB,
OTHOCSLLMECH K MOCbIIKE NaKeTOB B CETb B PEXMME KaacTepa ropsiuero pe3eperpoBaHus.

MpyMeuaHue. Bce napameTpbl cekumMmn [network] UHTEPMPETUPYHOTCA TOBKO NPW

paboTe cMCTeMbl 3aLLMThl OT CHOEB B PEXMME KlacTepa ropsyero pesepsupoBaHms.
Bce napameTpbl 3TOM CeKLUM PEKOMEH/AYETCA HACTPOUTL OAMHAKOBO Ha 060MX
cepBepax knacrepa.

Cekumns [network] COLEPXKUT Caeayrome napamMmeTpbl:

e activeretries — KOJMYECTBO HeyCMNeELIHbIX MOMbITOK ONPOca NacCMBHbIM CEPBEPOM aKTUBHOIO
cepBepa, Noc/e KOTOPbIX JeNaeTca BbIBOA 06 OTCYTCTBMM aKTVBHOTO cepBepa C onpatuvBaemMbiM |P-
agpecoM. Mo ymonyaHuo — 3.

e afterifconf — UMSA CKPUMTA, COAEP>KALLErO KOMaH/bl, KOTOPbIE BbIMOJHAOTCA HEMOCPEACTBEHHO
nocie KOHPUrypnpoBaHUs BCex NHTEPHENCOB NPU CMeHe akTUBHOIO cepBepa.

e beforeifconf — UMs CKPUNTA, COAEP>KALLEFO KOMaH/bl, KOTOPbIE BbIMOJHAOTCA Nepes
KOHOUTyprpoBaHMEM BCeX NHTEPGDENCOB NMPY CMeHe akTUBHOIO CepBepa.

MpumeyaHue. MNapametpbl afterifconfig n beforeifconfig ncnonb3yroTca ana

OopraHu3aLmnmn cxembl Knactepa ropsyero pesepBrMpoBaHns B YCIOBUAX OFPaHMYEHNA MO
BblgeneHunto IP-agpecos (nogpobHee cM. B sokymeHTe «ViPNet Coordinator HW. CueHapun
paboTbi»). OHW He ABAAOTCA 0653aTeNbHBIMM U MOTYT OTCYTCTBOBATb B CEKLMM.

e channelretries — KOJIMUYECTBO HEYCMELLHbIX MOMbITOK ONpOca MHTepdeNca akTMBHOIO CepBepa,
nocsie KOTOPbIX 3TOT MHTepdeNc cunTaeTca HepaboTocnocobHbIM. Mo ymonyaHuo — 3.

e checktime — nepuog onpoca:
o Ha aKTVBHOM cepBepe — A1 MPOBEPKM PaboTOCNOCO6HOCTY MHTepdelica;
o Ha MaccvBHOM cepBepe — AN nowucka IP-agpecoB akTMBHOTO cepBepa.

YKa3biBaeTcs B CekyHAax, N0 yMOA4YaHUO — 10.
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e fastdown — yKa3blBaeT Ha NPUHYANTENbHOE BbIK/IFOYEHWE CETEBLIX NHTEPDENCOB Nepes
nepesarpyskoi cepepa. Bo3aMoXHble 3HaueHuWs: yes (MO YMOAYAHWUIO) WK no. 3HAUEHWE,
BbIOpaHHOE MO YMOYaHMIO, MO3BOASET ObICTPEE YCTAHOBUTL OTCYTCTBME aKTUBHOIO CepBepa B CeTU
W AaTb BO3MOXHOCTb BTOPOMY CEPBEPY MEePENTM B aKTUBHbIV PEXUM, OAHAKO MPU 3TOM
3aBepLueHne paboTbl CETEBbIX CEPBMCOB NPOUCXOAUT Y>KE MPU BbIKAOUYEHHbIX MHTEpdercax 1
MOXeT HblTb HEKOPPEKTHbLIM.

. synctime — Nnepunoa OTnpaBKN NAKETOB CUHXPOHM3aLU MK NO PE3EPBHOMY KaHany. Yka3biBaeTca B
CcekyHAax, 3HayeHne Nno yMONYaHUNKO — 5.

e timeout — BpPeEMSA OXMAAHWA OTBETA Ha 3anpoc (3x0-3anpoc nam 3anpoc |IP-agpecoB akTMBHOrO
cepBepa), N0 UCTEeYEHUN KOTOPOTO JenaeTcs BbiIBOA O HEYCMeLIHOCTX 3TOro 3anpoca. YkasbiBaeTcs B
CeKyHJaax, Mo YMONYaHUIO — 2.

Cekuma [sendconfig]

B cexuun [sendconfig] 3afatoTcs NapaMeTpbl, KOHTPOJMPYHOLLME OTNPaBKy KOHOUIYPaLMOHHbIX
balnoB C akTMBHOTO cepBepa Ha MacCUBHBIN C Le/Ibi0 PE3EPBMPOBAHUS.

MpnmeyaHne. Bce napameTpebl cekuun [sendconfig] MHTEPNPETUPYHOTCA TONBKO Npw
paboTe cucTembl 3aLLMTbI OT COOEB B pexxmme Kaactepa ropsayero pe3epBrpoBaHNs CepBEPOB.

Cekumns [sendconfig] cofepXxuT cregyrouimne napamMmeTpbl:

e activeip — ajpec pe3epBHOro KaHana Apyroro cepBepa kiactepa (KOTopblit paboTaeT B pexume,
NPOTUBOMONIOXHOM PEXMMY AaHHOTO CepBepa).

e config— BK/OYEHME UNN BbIKIOYEHWE pe3epBUPOBaHMNS TPYMMbl KOHPUTYPaLIMOHHbIX $alriios.
Bo3moxkHble 3HaueHus: yes (MO yMOAYaHUIO) Wau no. B rpynny Bxoaat cnegytowime
KOHOUIypaLmnoHHble dainbl:

o q>a|7|n iplir.conf;

o q)al\flﬂbl iplir.conf-<uHTepdelic unu rpynna uHTepdelicos>, KPOME q)aﬁna ans MHTep¢e|7|ca
pe3epBHOro KaHana,

o ¢ahnmftp.conf (cm. «dain mftp.conf» Ha cTp. 32);

o dannbl, cogepxaline ceteBble GUABTPBI U MpaBuaa TPAHCAALMM (3a4aHHbIe NONb30BaTENEM U
nosyyeHHble 13 nporpammel ViPNet Policy Manager);

o Qaiinbl c HacTporikamun GyHKkummn L20verlP;
o Qainbl *.crg C KOHTPOJbHLIMU CYMMaMu KOHUTypaLMoHHbIX Gaiinos;

o dalbl C HaCTpPOMKaMn MapLUPYTMU3aLLMK (CM. T10CCapuid, CTp. 43) 1 CTaTUUYeCcKMMWU MapLIpyTaMum
(ecnmn Takme co3gaBanuce);

o Apyrve cay>kebHble KOHPUrypaLMoHHbIe Ganbl.
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connectport — HOMEpP MOPTa, UCMOAb3Ys KOTOPbIM AaHHbIA MNacCMBHbIN CEPBEpP KaacTepa
COEAMHSETCA C aKTUBHbIM CEPBEPOM W1 MPUHUMAET OT Hero dainbl Ans pesepsrpoBaHus. No
YMOJIYaHWIO 3TOT MapameTp OTCYTCTBYET W paBeH 3HaUEeHWNIO NapaMeTpa port AaHHOMW CeKLMN.

device — CUCTEMHOE UMHA MHTep¢e|7|ca, KOTOprl\/‘I MCNoNb3yeTca ANA opraHnsaumnn pesepBHOro
KaHana.

file — abCcoONOTHBIV NyTb K danny ana pesepBupoBaHus. Mo yMonyaHuio oTCyTCcTBYeT. B cekumm
MOXET BbITb HECKOJ/IbKO TakMX MNapaMeTpoB, B KaXKA0M M3 KOTOPbIX MOXET ObITb yKa3aH Nt0bou
dann, KOTopbIV TPebyeTcs pe3epBMPOBaTb U KOTOPbIA HE BXOAUT B Fpynnbl KOHOUIYpPaLNOHHbIX
dannos (config), pariaoB CNPABOUYHUKOB U KNtOUEN (keys) N GalioB XypHaNoB (journals).
Pa3mep ykazaHHOro daina He 4ojKeH npesbiwatb 1 MbaWT, n ans nepecbiikn 31oro daina
[OKHO BbITh 4OCTAaTOYHO BPEMEHM, YKa3aHHOrO B NapaMeTpe sendtime AaHHOW CEKLMM.

MpumeuaHue. YTobbl BbIGPaTh 417 Pe3ePBUPOBaAHNA He BCE, @ O4NH WU HECKObKO $alinos,
BXOAALLMX B FPYNMbl KOHOUIYPaLMOHHbIX Gannos uan Gpannos XypHanos, HEOHXO4MMO

YCTaHOBMWTb NapameTp config Wan journal B 3HaYEHWeE no M yKasaTb Hy>XHble daisibl B
napameTpax file.

journals — BKJIIOYEHME UAN BbIKIHOUYEHWE pe3epBUpPOBaHUsA rpynnbl Gannos xypHanos 10O
ViPNet. BO3MOXHble 3HaUeHUS: yes (MO YMOAYAHWUIO) UAW no. B rpynny BXxoaaT chegyrowime danibl:

o ¢alinbl XypHanoB IP-nakeToB ceTeBbIX UHTEPDENCOB, KPOME UHTEpdelica pe3epBHOrO KaHana;
o alinbl XXypHana KOHBEPTOB TpaHCNOpTHOro Moayas MFTP;
o Apyrue cnyxebHble daiibl XypHaNoB.

keys — BKJ/IIOYEHWE WU BbIKJIHOUYEHWE Pe3epBUPOBaHMA rPynnbl GainioB CNPaBOYHMKOB W KAKOUen
(cM. rnoccapwuid, cTp. 44). Bo3aMOoXHble 3HaueHuA: yes (MO yMONYaHWIO) UAW no.

BHumaHune! Habop ¢alinos, BXogAaWMX B Fpynnbl KOHOUIypaLMOHHbIX dainnos
(config), dannoB cnpaBOYHUKOB U KiItouel (keys) 1 GainoB XypHanoB (journals),
onpegensetcs seMoHoM failoverd aBTomMaTnyecku Ha akTMBHOM cepBepe. [MaccnBHbIN
cepBep B KaXAOM LuKAe pe3epBUPOBaHMA 3anpaLuMBaeT cHayana cnmcok ¢aiinos,
BXOAALLMX B KaXAyH0 rpynny, AAs KOTOPOW BKAHOUEHO pe3epBUpPOBaHUE, U Apyrne

//-\\ dannbl ans pesepBrpoBaHus (f£1le), a 3aTeM MHULUMPYET nepeaady 3Tux Gpainos.

A PezepBurpoBaHue rpynn Gpannos Npon3BOAMTCA TOAbKO NPW 3anyLLEeHHbIX Ha akTUBHOM
cepBepe gemMoHax iplircfg M mftpd, a TakXe ecan napameTpbl config, keys un
journal yCcTaHOBJ/IEHbI B 3HaYeHWe yes. YCTaHOBKa NapameTpa config, keys nan
journal B 3HaueHMEe no O3HAYaET BbIKIHOUEHME PE3EPBMPOBAHNS COOTBETCTBYHOLLEN
rpynnbl. He pekoMmeHgyeTca yctaHaBAnBaTh NapameTpbl config n keys B 3HaveHue
no, Tak Kak 3T0 MOXET NPMBECTU K HekoppekTHoM paboTe MO ViPNet.

port — HOMEpP NOopTa, Ha KOTOPOM ,ﬂ,aHHbII‘/’I aKTUBHbIN cepBep Knactepa oxXunpgaetr coeguHeHna ot

MaccMBHOrO cepBepa AN nepegadn emy GaninioB 411 pesepBMpoBaHms. Mo ymonuaHmnio — 10090.

sendtime — MEPUOZ pe3epBMpPOBaHus HalinoBs, TO eCTb NePUOL MeXAY NOMbITKaMU NepechiiKu
dannoB. YkasbiBaeTca B ceKyHAax, Mo yMOsYaHUio — 60.
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Gann mftp.cont

MapameTpbl paboTbl TpaHcnopTHOro Moayns MFTP coaepkatcs B danne mftp.conf. Ans
pesakTMpoBaHus 3Toro darna NCnosb3yercs KoMaHaa mftp config. [epes pesaktmpoBaHmem daiina
HeobxoAMMO 3aBepLUNTL PaboTy eMOHa mftpd KOMaHAOW mftp stop, @ MOCAE OKOHYaHUA
peAakTMpOBaHWs, YTOObI BCe M3MEHEHWs BCTYMWUAN B CUY, — CHOBA 3anyCTUTb €ro C MOMOLLbIO KOMaH/bl

mftp start.

dann mftp.conf COAEPXNT CEKUMNN C MapaMeTpaMmn, ONnCaHHble HUXe.

Cexums [channel]

CeKkumun [channel] cofgepxkaT HacTponku kaHano., no kotopsbiM ViPNet Coordinator HW moxet
06MeHMBaTbCA AaHHBIMW C ApYrMuM y3namu. Kaxaomy y3ny, ¢ kotopbiM y ViPNet Coordinator HW ectb
CBA3b, COOTBETCTBYET CBOSA CeKUMA [channel]. Habop napameTpoB B Kaxaow CeKLMM 3aBUCUT OT TUNa
BbIGpaHHOro kaHana. Mo ymonyaHuio npu cosgaHum darina KoHPUrypaLmm ans Bcex KaHaaoB
yCTaHaB/MBaeTcs TN mftp.

g BHumaHue! [lobaBneHve 1 yaaneHue cekumin [channel] ocywecTBaseTcs
aBTOMaTUUECKW, AeNaTb 3TO BPYUHYHO He CleayeT.

CEKLI,VII/I [channel] ANnd KaHa/l0B ntoboro Tnna cogepkat caegyrouie napamMmeTpbl:

e type — TWM KaHana. BO3MOXHble 3HaUeHUs: mftp (MO YMONYAHUIO), smtp, viaroute (NOAPOOHee
cm. B gokymeHTe «ViPNet Coordinator HW. HacTpolika ¢ NOMOLLbt0 KOMaHAHOIO UHTEpPNpeTaTopax,
B rnaBe «HacTpolika TpaHCMOPTHOrO MOAYAS»).

e off flag-— NPU3HaK BbIKNHOYEHUA KaHana. Bo3mo>kHble 3HauveHns:

o no (MO YMONYaHWUIO) — KaHa BKArOYeH. B 3Tom caydae nonbiTka nepegayn KOHBepTa No KaHany
NPOW3BOAMNTCA HEMESJ/IEHHO.

o yes — KaHaj BbIK/OYeH. B 3ToM ciyuae ncxogsaiume KOHBEpPThI, NepeAaBaeMble Mo KaHay,
OCTalOTCA B OYepesm A0 Tex Nop, Noka kaHan He ByaeT BKAKOYEH WU MHULMATOPOM
COeANHEHNSA MO AaHHOMY KaHasy He CTaHeT yAaleHHbIN TPaHCMOPTHBIA cepBep (KOOPAMHATOP).
Ecam nHMUMaTOPOM CoeMHEHWS CTaHET YAaNeHHbIN KNWNEHT, TO NpesHa3HauyeHHble eMy
KOHBEPTbI He OTMPAaBAAOTCA, @ STOMY KAMEHTY NepeAaeTcs crneymanbHas KoMmaHaa, Kotopas
BbIK/IFOUAET COOTBETCTBYHOLLMIM KaHaN B HACTPOMKaxX ero TPaHCMOPTHOIO MOAyAA (CM. r1occapui,
cTp. 44).

e call flag— NpM3HaK HEMeANEHHOW NepeAauyn KOHBEPTOB No kaHanaMm MFTP n SMTP.
Bo3moxHble 3HaueHus:
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o yes — MOMbITKa Nepejayn KOHBEPTa No KaHay NPOU3BOANTCA HEMEANEHHO (MO YMOAYaHUIO
AN5 KaHanoB obMeHa C KoopauHaTopamu).

o no— KOHBEPT OCTaeTCs B ouepesm JO Tex Nop, Noka B ciyyae Ncnonb3osaHua kaHana MFTP
WHULMATOPOM COEAMHEHWs He CTaHEeT YAaNeHHbIM y3en UAn B Clydae UCMONb30BaHWs KaHana
SMTP He BygaeT BbI3BaH Moayab MailTrans (No ymonyaHuio Ans KaHanoB ObMeHa C KNMeHTaMu).

Mpumeuanwue. Ecnv napameTpsl type, of £ flag, call flag OTCYTCTBYIOT B CEKLUW, TO
MCMONb3YHOTCA UX 3HAYEHWA MO YMONUAHWIO.

Hepezaktnpyemble napametpsl cekunm [channel] ana kaHanos ntoboro tmna

e id — YHUWKaNbHbIN naeHTUdnKaTop ceteBoro y3na ViPNet, ¢ koTopbiM NponcxoanT 0OMeH AaHHbIMU
no KaHany. ViaeHTndunkatop ykasbiBaeTcs B WeCTHajLaTepuyHoM popmarte ¢ npedukcom 0x,
Hanpumep: id = 0x270e000a.

e name — MM# ceTeBoro y3na ViPNet, c KOTopbIM NponcxoanT 06MeH AaHHbIMUW MO KaHay.

Kpovvle TOro, ANA KaXXa0ro n3 TnnoB KaHanoB CyLWeCcTBYHT CI'IELI,VIq)VI‘-IeCKI/Ie napamMeTpbl, ONnCaHHble
HWXe.

Cneupodnueckme napameTpol and kaHana MFTP

[na kaHana MFTP B cekunn [channel] AONOJAHUTENbHO 3ajat0TCA CeytoLme napameTpsbl:

e ip— IP-agpec yganeHHoro ceteBoro y3na. Onpegensercs ynpaeasrowmym 4eMoHoM. Ecav 3HaueHne
3TOro napameTpa Mo Kakum-anbo NpuurMHam He 6bi0 NOAYUYEHO OT YNPaBASIOLWErO AeMOHa, TO OHO
6yaeT ycTaHOBAEHO B 0.0.0.0. B 3TOM cyyae ero MoXHO 3aAaTh BPyUHYto, a 3aTeM Mepe3anycTuTb
TPaHCNOPTHbLIN MOAY/b. [laHHbIN NapameTp MOXET U3MEHSATLCA B MpoLiecce paboTsl.

e call timeout — Nepmoj ornpoca yganeHHOro CeTeBOro ysaa B CeKyHAax (BpeMﬂ caieayrouiero
onpoca y3na OTCYUTbIBAETCA C MOMEHTA pa3pbiBa NocaegHero coeamHeHna C 3Tum y3fIOM). Mo
YMOJIYaHUO MMEET 3HauYeHUe —-1, TO eCTb ONPOC HE MPON3BOANTCA. Ecan rnapameTp call timeout
OTCYTCTBYET, TO MCMONb3YETCA €ro 3HavyeHne no yMmoa4aHuto.

e transit — MAeHTUdMKATOP y3/1a, Ha KOTOPbIA HEOHXOANMO NepeHanpaBasTh KOHBEPTHI,
oTnpas/ifemMble MO AaHHOMY KaHany. icnonb3yeTcs Ans HaCTPOMKMN KaHanoB 0bMeHa ¢
KOOpAMHaTOpaMu Npy MEXCETEBOM B3aVMOZAENCTBUM U MO3BOIAET CHU3UTbL Harpy3Ky Ha LLIHO30BOW
KoopAvHaTop (CM. Fioccapuii, cTp. 45) 3a cueT nepesgaym yepes Hero KOHBEPTOB 6e3 06paboTkm
TPaHCMOPTHbIM MOZyJ/ieM. 3aZaeTcs B LeCTHaALaTepUYHOM GpopmMaTe ¢ NpedprKcom Ox.

Mo ymMonyaHUio NapaMeTp transit OTCYTCTBYET, U MPU MEXCETEBOM B3aMMOAENCTBUN
NCNo/Ib3yeTca 3HaueHune, 3agaHHoe B nporpamme ViPNet LieHTp ynpaBaeHus ceTbto. Ecan napametp
yKa3aH, U3MeHeHue 3HaueHua B nporpamme ViPNet LleHTp ynpaBaeHus ceTbo HE yUnTbIBaETCA.
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HepepakTtnpyemble napametpsbl s kaHana MFTP

last port — MOPT, NO KOTOPOMY OCYLLECTBAAAOCH NociesHee yaauHoe MFTP-coeanHeHmne. 10T
nopt 6yAeT MCNOMb30BaTLCA NPU CeAYHOLLLEN MOMbITKE COEANHEHNA C 3TUM Y3/10M.

last call — BPeMs MOC/AeAHEN NOMbITKM OMNpoca KaHana.

last err — BpPeMA, KOrga nponsoLuna nocaeaHan ownbka npv NonbITKe COeANHEHNA NN B
npouecce nepejaymn AaHHbIX.

Cneunduryeckme napameTpbl And kaHana SMTP

[nsa kaHana SMTP B cekumn [channel] JONOJAHUTENBHO 3a4at0TCA Clefytowme napaMmeTpbl:

maxsmtpsize — MaKCMMaJbHbIN pa3Mep noutosoro SMTP-koHBepTa nNpun oTrnpaske (B knaobarTax).
Vcnonb3yetcs B ciyyae, ecam B NapaMeTpe version JaHHOW CEKLUM YCTaHOBAEHa BepCUs
npoTokoa 2. 0. MNpwn otnpaske MFTP-koHBepT pa3brBaeTca Ha HeCkoabko SMTP-KOHBEPTOB,
pa3smep KaxAoro u3 KOTOPbIX HE NPEBLILLAET 3aJjaHHbIl/ NapaMeTPOM maxsmtpsize. BO3MOXHble
3HauveHus: ot 100 go 2048000 (2 I'6ainT). 3HaueHMe 0 O3HaAYaEeT, UTO OrpaHUYeHne Ha pasmep SMTP-
KOHBEPTOB OTCYTCTBYET.

reportaddress — afpec SNEKTPOHHOM MOYTbI, Ha KOTOPbIM ByAyT OTNPaBAATLCA UCXOAsALLNE

KOHBepThl, B dopmaTe: reportaddress = <umsa nosbzopaTens>@<cepsep>.<pomen>. Hanpumep:
reportaddress = user@example.com

version — BEpPCUsA NPOTOKOA MHKaNCyaunm koHsepTa MFTP B nouTtoBbI koHBepT RFC-822,
nepegaBaeMblil MO AaHHOMY KaHany. BO3MOXHble 3HaueHnd: 1.0 1 2. 0.

MpuMeuaHue. B ciyuae oTCyTCTBUA NapaMeTPOB maxsmtpsize W version B JaHHOW cekuun
MCNONb3YeTCA NX 3HaUeHWs, 3ajaHHble AnA Bcex KaHanoB SMTP B cekumn [mailtrans]
(cm. «Cekuums [mailtrans]» Ha cTp. 36).

Cekums [debug]

Cekums [debug] onpeaensieT napaMeTpbl BeAeHUs XypHaia yCTpaHeHWs HenoaaAok TPaHCNopTHOro
MOZY/NS U COAEPXMUT Cesytollne napameTpbl:

debuglevel — YPOBeHb AeTanv3aunm MHGOpMaLMK, BbIBOAUMOW B XXypHa. Bo3MoXHbIe 3HaueHus:
oT -1 f0 5 (Mo ymonuaHuto — 3). YeMm Bbille ypOBEHb AeTanuzauuu, Tem bonee nogpobHas
MHPOPMaL s BbIBOAUTCA B XXypHasl. 3HaUeHWe napaMeTpa -1 BbIK/JOUYAET BEAEHME XypHana.

g BHumaHue! B ncnonHeHmnsax ¢ ogHum guckosbiM Hakonutenem (HW50 N1, N2, N3 n
HW100 X1, X8) no ymonyaHuto ypoBeHb jeTann3aLmm paseH 1.

debuglogfile — UCTOYHMK MHDOPMALIMY, BbIBOAUMON B XypHan, B bopmare:
syslog:<facility.level>, rae:
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o facility— npouecc, dopmupytowmii MHGopmaLmio. Bo3aMoXHbIe 3HaueHWs: kern (A4P0),
user (MONbL30BaATENbCKME MPOrpamMMbl), mail (NOYTOBAsA CMCTEMA) NN daemon (AEMOHBI).

o level — YpPOBEHb BaXXHOCTN MHPOPMaLmMn. BO3MOXHbIe 3HaUeHus: err (owmbKa), info
(MHPOpMaLMOHHOE coobLLeHNE) AN debug (OTNag0uHas MHGOPMaLLKA).

3HaHeHmenapaMeTpadebuglogfilerK)yMOﬂHaHMK)——syslog:daemon.debug

Cekupa [journal]

Cekums [journal] COAEPXUT NapaMeTpbl HACTPOWMKM XypHana MFTP-koHBepTOB, 0bpabaTbiBaeMbIx

TPaHCNOPTHLIM MoAyneM. B npouecce paboTbl TPaHCMOPTHBIV MOAY/b 3aMMCbIBAET B 3TOT XKypHan

I/IHCbOpMaLI,I/IPO O MOJNIHOCTbIO MPUHATLIX, OTNPAaBJIEHHbIX, YAa/1€HHbIX 1 NOBPEXAEHHbIX KOHBEPTaX.

MpocMOoTp >XypHana KOHBEPTOB OCYLLECTBASAETCS C MOMOLLbIO KOMaHAbl mftp view.

Cekums [journal] COAEPXUT ClefytoLLME NapamMeTpbi:

dump interval — MePUOZA BbIrpy3ku MHGOPMALIMKN 13 XYpHana KOHBEPTOB B AHAX. B npouecce
paboTbl TPAHCMOPTHbLIV MOAY/b 3aMWCbIBAET MHPOPMaLMo 06 06paboTaHHbIX KOHBEPTAX B TEKYLLMIA
¢dann gamna. Mo ncreueHn nepmosa BpemMeHu, 3alaHHOro JaHHbIM NapaMeTPOM, CO34aEeTCA HOBbIW
¢dain famMna, B UMEHN KOTOPOro COAEPXUTCA TekyLlas AaTa. [1o yMoAUaHWIO Kaxabli AeHb
co3gaetcs HOBbIM daitn gamna (dump_interval = 1).

max_size — MaKCMMabHbIA pa3mep dalina XypHana KOHBEPTOB B Merabaritax (Mo yMonyaHuo —
1). Ecnm pasmep Tekyuero daina xypHana npeBblllaeT 3HaYeHWe 3TOro napaMeTpa, TO HoBasl
nHdopmaLms 6yaeT 3anncbiBaTbCs B 3TOT daiin Ha MecTo HdOopMaL MK, KoTopas bbina 3anucaHa
paHbLUe oCTasbHON. B ciyuae nameHeHUs 3HaueHWs 3TOro NapameTpa, ecin pasmMep 3Toro daina
MpeBblLLIAaeT HOBOE 3HAYEHWNE, TO U3 HEro yaansetcs MHbopMaLms, KoTopas bblia 3anvcaHa paHblue
OCTa/IbHOMW.

use_ journal — BKJIHOUEHWE WU BbIKIOUYEHWE BejeHMA XypHaia paboTbl TPaHCMOPTHOrO MOAYAS.
Bo3mMoOXHble 3HaueHua: yes (MO YMOAYAHWUIO) UAN no.

MpumeuaHwue. Eciv napametpbl dump_interval, max_size, use_journal OTCYTCTBYHOT B
CeKLNK, TO UCMONb3YHOTCA X 3HAYEHMA MO YMOJAYAHUIO.

Hepeaaktnpyemble napameTpbl cekumm [journal]

dump filename — NPePUKC MMEHM TEKCTOBOTO daina, B KOTOPbIN pPeryaspHO Bbirpy>kaetcs
nHbopMaL s 13 XXypHana KOHBepTOB (darna gamna). 3HayeHWe No YMOAYAHUKO —

/var/log/mftpenv.log

Moctdurkc MMeHKn 3Toro danna onpesenseTcs TekyLlen AaTOW 1 3aBUCUT OT NEPUOLA BbIrPy3KuM
nHPopmaumm (cM. napameTp dump_interval AaHHOW cekuumm). Mpumep nmeHn danna gamna:
/var/log/mftpenv.log.2015.09.23.

last_dump — BpPeMs NOCNeAHEN BbIrPy3KM MHbOPMaL MM 13 XXypHaaa KOHBEPTOB.
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Cexums [mailtrans]

CeKLI,I/IFI [mailtrans] COAEPXUT MapamMeTpbl, OTBeYaroLme 3a B3aI/IMOAeI‘/’ICTBVIe TPaHCNOPTHOIo MOoAYyAA C

MoAy/femM noyTtoBoro obmMeHa MailTrans.

CeKLI,I/IFI [mailtrans] COAEPXUT Cegytouime napameTpbl:

frommailbox — aApec 3/1eKTPOHHON nouTbl oTnpasuTens SMTP-koHBepTOB B popmarTe:

frommailbox = <mmMa nosp30BaTeNsA>@<ceprpep>.<IOMEH>

inputmailbox — ajpec 3NeKTPOHHOWN NOYTbI, MO KOTOPOMY MOAY/b MOYTOBOro 0bMeHa byaet
3abupaTb KOHBepPTLI No npotokony POP3, B opmarte:

inputmailbox = <uMa nojb30BaTeNS>:<Hnapotb>@<IP-anmpec POP3-ceprepa>

mailtrans bin — abCOOTHBIN NYTb K MCMONHAEMOMY (Gaitly MOAY s NOUYTOBOro obMeHa (no
YMONYaHUIO — /sbin/mailtrans).

mail call timeout — MEPUOZ Bbl30Ba MOAYAS MOYTOBOro 0bMeHa, TO eCcTb NepMog onpoca
ajpeca 3NeKTPOHHOM NOYThI A5 BXOAALLMUX U UCXOAALLMX KOHBEPTOB Mo KaHany SMTP. Mo
YMOJIYaHWIO BbI3OB He NPOM3BOAUTCA (mail call timeout = -1). OAHaKO NPU HaANYUN B
ouepesmn NCXoAALLMX KOHBEPTOB, NpPeAHa3HaYeHHbIX A5 OTNpaBKM No kaHany SMTP, Bbi3oB byaet
NPOU3BOANTLCA, €C/IN 3TO He 3anpeLleHo napaMeTpoM call flag COOTBETCTBYIOLLErO KaHana.

mail in chunks path — abCONOTHBIA NYTb K KaTanory, B KOTOPbIA MOAY/lb MOYTOBOro 06MeHa
nomeLuaet NpuHATble dparmMeHTol SMTP-KOHBEPTOB B C/ly4Yae MCMONb30BaHWA NPOTOKO/Ia BEPCUN
2.0 (em. «Cneunduryeckne napameTpbl s kaHana SMTP» Ha ctp. 34). o ymonvaHuio —

/opt/vipnet/smtpin/chunks.

mail in path — abCOMOTHBIV NyTb K KaTaaory, B KOTOPbIA MOAYNb MOYTOBOro obMeHa nomellaet
NPUHATbIE KOHBEPTHI. 10 YMOAYaHUIO — /opt/vipnet/smtpin.

mail out path — abBCOMOTHBIN MyTh K KaTaiory, B KOTOPOM TPaHCMOPTHBIA MOAY/b GopMupyeT
3arosioBoYHble dalisibl Ha OTNpaBasemMble KOHBEPTHI. 10 yMOAYaHWNO — /opt/vipnet/smtpout.

outputmailbox — IP-agpec SMTP-cepBepa, Ha KOTOpbI MOAY/b NOUYTOBOro 06MeHa byaeTt
OTNpaBAATb KOHBEPTLI MO npoTtokoay SMTP.

Cekumsa [misc]

CEKLI,VIFI [misc] COAEPXUT pPa3NNYHbIE MapaMeTPbl, onpejenatowimne pa60Ty TPaHCMNOPTHOIO MOAYANA B

LesoM:

connect timeout — MHTEPBaJ BPEMEHU B CEKYHAAX, B TEYEHME KOTOPOTrO KANEHT ByAeT MbITaTbCs
YCTaHOBUTb COEANHEHWE C YAaNneHHbIM y310M no KaHany MFTP (no ymonuaHnuio — 5). Ecam no
NCTeYEHWNN 3TOrO BPEMEHU COeANHEHNE He YCTaHOB/IEHO, TO MOBTOPHbIE MOMbITKN COeAMHEHMA
6yAyT NPOM3BOANTLCA MO UCTEYEHMM BPEMEHM, YKa3aHHOro B NapaMeTpe outenv_timeout AaHHOM
cekunn.
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max_connections — MaKCMMasbHOE KONMYECTBO BXOAALLMX U NCXOAALLMX COEANHEHNI NO KaHanaMm
MFTP (no ymon4aHuo — 900).

max_listen ports — AWanasoH 3HaueHnn nepebopa NOPTOB A/ COefnHeHMI Nno kaHany MFTP ¢
YAaNeHHbIM y3/0M B C/lydae HeyAauu (Mo yMonYaHuio — 3). TpaHCNOPTHbIV MOAYb LIMKAMYHO
nepe6mpaeT nopTbl B Anana3oHe OT port AO port+max listen ports-1. Oxunaasn Bxoaawme
COefMHEeHNA, TPaHCMOPTHBIM MOAY/Ib NPOCAYLUMBAET BCE MOPThI yKazaHHOro Avana3oHa.

num attempts — KOJIMHECTBO NMNOC/IEA0BATEJ/IbHBIX MOMbITOK COEANHEHUA, NOCNAE KOTOPbIX
yCTaHaB/IMBaeTCA Tal\/‘IM-ayT, eC/in COeAUHUTBCA Tak N He YyAanoCb (I'IO YMOAYaHNIO — 3).

outenv_timeout — WHTEPBaA BPEMEHW B CEKyHAAX, B TEYEHNE KOTOPOro UCXOAALLME KOHBEPTbI ANs
KaHasna, Ha KOTOPOM Mpowu3oLuUna ownbka nepegayn, He MoryT BbITb MOBTOPHO OTNPaBAEHbI (MO
yMolYaHUo — 300). Ecam Ha kakom-1nbo kaHane npomsolwna owmnbka nepegaun (Hanpumep, 13-3a
pa3pbiBa COeAMHEHNA) N ANA 3TOrO KaHasia CyLeCTBYOT NCXOAALLME KOHBEPTBI, TO CleayroLas
nonbITka nepesaymn npoun3onaeT no NCTeYeHN BPEMEHN, YKa3aHHOro B NapamMeTpe

outenv_timeout.

pingpong — BKAOUYEHME UAW BbIK/IIOUEHME pexrMa noovepesHOro obmeHa KoHBepTaMum no
kaHany MFTP. Bo3MOXHble 3HaueHus:

o yes (MO yMO/NYaHWIO) — CTOPOHA, NepejaBluas KOHBEPT, MO3BOJISET NepesaTb KOHBEPT APYrow
CTOPOHE, TO €CTb Y3/ibl 0OMEHMNBAIOTCS KOHBEPTAMM MOOUEPESHO.

o no— CTOPOHA, HauaBLUas NnepejaBaTb KOHBEPTLI, ByAET UX NepesaBaTb, MOKa OHU He
3aKOHYaTCA, 1 TOIbKO MOC/e 3TOro NO3BOAUT NepesaBaTh KOHBEPTbI APYro CTOPOHe.

port — MOPT, Ha KOTOPOM AeMoH mftpd oxungaet coeamHeHus no kaHany MFTP oT yaaneHHbIX
CeTeBbIX Y3/10B (N0 YMOAYAHUIO — 5000).

recv_buff size — pa3mep bydepa npuema B bavitax. 3HayeHME NO YMOAYAHNIO — 65500,
MWHVMaJIbHO AOMYCTUMOE 3HaueHne — 1024.

send buff size — pa3mep 6ydepa nepegaun B 6aiitax. 3HaueHme Mo yMOAYaHMIO — 65500,
MWHUMAabHO AOMYCTUMOE 3HaueHne — 1024,

Mpumeyanne. O6bIYHO 3HaueHNe 65500 napameTpos send buff sizewn
recv_buff size ONTUMasbHO A1 0becneyveHNs MakCMManbHOM CKOPOCTU Npuema u
nepesayn KOHBEPTOB TPAHCMNOPTHLIM MOAYNEM.

save sent — BKJHOYEHWNE NN BbIKIHOYEHNE XPpaHEHUA UMEH OTMPaBJI€HHbIX MPUKAaAHbIX
KOHBEPTOB. Bo3MOXHbIe 3HaYeHUs:

O no (I'IO yMO}'I‘—IaHI/II-O) — VMeHa OTnpaBJIEHHbIX KOHBEPTOB HE COXPaHARTCH;

o yes — MNPV yCNeLHOW OTNpaBKe KOHBEPTa B NojKaTanore sent KaTanora, ykasaHHOro B
napameTpe out path CEKUMU [transport], cO3AaeTcs Gpalin HyJeBOW AJIVHbI C UIMEHEM
OTMNpaB/eHHOro KOHBEpTa.

ttl ctl — BpPeMs XWU3HN KOHBEPTOB, COAEP>KaLLMX YNpaBastoLLMe 3anpochl, B UCXOAALLEN
ouepean. YkasblBaeTcs B AHAX, 3HaUYEHMe MO YMOJAUaHUIO — 10. ECIM NO ncteueHnn BpeMeHy,
yKa3aHHOro B napameTpe ttl ctl, KOHBEPT He yAanoChk OTNPaBUTb, TO OH YAANAETCA U3 ouepesm v
NMOMeLLaeTCs B KOP3UHY.
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ttl out — BPEMs XPaHeHWs KOHBEPTOB B UCXOASLLEN oUvepean B AHsAX. 3HAUEHWNE MO YMONYAHMIO
— 30. Ec/im no ncTeueHn BpEMEHY, YKa3aHHOrO B MapameTpe ttl out, KOHBEPT He yAanoch
OTMNPaBWTb, TO OH YAANAETCA U3 OYepesn 1 NMOMELLLAETC B KOP3MHY.

ttl trash — BpeMs XpaHeHUs KOHBEPTOB B KOP3WHE B AHAX. 3HAUEHME MO YyMOaUYaHWUo — 90. Ecan
BpeMs XpaHeHUs KOHBEPTa B KOP3MHE MpeBbILIaeT yka3aHHOe B NapameTpe ttl trash, TO OH
yZansetcs.

wait timeout — BpPeEMSA OXMAAHMA aKTUBHOCTU B yCTaHOBAeHHOM MFTP-coeanHeHnm. Yka3biBaetca
B CeKyHZax, 3HayeHune no ymonyaHuo — 30. Ecim B TeueHmne 3TOro BpemMeHm y3bl, yCTaHOBMBLLNE
coefMHeHne, He OBMEHANNCL HMKaKON nHOPMaLMen, To JaHHOe CoeAnHeHMe 3akpbiBaeTcs. Ecv B
npotiecce obMeHa NCXOAALLME KOHBEPTbI A1 YAaNeHHOro y3aa bl nepejaHbl He NMOJAHOCTbIO, TO
NMOBTOPHbIE MOMbITKN COeANHEHNS ByayT NPOMNCXOANTL MO NCTEYEHNN BPEMEHN, YKa3aHHOrO B
napameTpe outenv_ timeout.

remote net route — BK/JIOYEHWE UAN BbIKIHOUYEHNE NCMONb30BaHMA NPAMOM MapLUpyTU3aL/mMm
mexay cetamu ViPNet. Bo3MoOXHble 3HaveHus:

o yes (N0 YyMOAYaHMIO) — B 3TOM Clyyae Npu HacTpolike nepeHanpaBaeHNs KOHBEPTOB C
NOMOLLbIO MapaMeTpa transit B CeKUUU [channel] (cM. «Crnieymdurueckne napamerpbl 418
kaHana MFTP» Ha cTp. 33) Wwato30Bble KOOPAUHATOPLI He ByayT obpabaTtbiBaTb KOHBEPTHI,
nepegasaemble Mexay cetamu ViPNet.

0 no— B 3TOM C/lyYae BCe HACTPOMKM NPSAMOI MapLIpyTMU3aLmm 6yayT cOpoLULEHbI, U
obpabaTbiBaTb KOHBEPTLI HYAYT LWAO30BLIE KOOPAUHATOPBI. [Py NocieayroLLeM BKAKOUEHUM
NCMOAb30BaHMA NPAMON MapLUpyTM3aLun NoTpebyeTcs NOBTOPHasA HacTpolika obxosa
LLU/THO30BbIX KOOPAMHATOPOB.

Cekumsa [reserv]

CeKkums [reserv] COAEPXMT MapaMeTpbl HACTPOKM TPAHCMOPTHOrO MOAYAs Ha KOOPAUHATOPE,
paboTatolem B COCTaBe kiacTepa ropsyero pesepBrpoBaHus:

cmd_port — MOPT, Ha KOTOPOM AeMoH mftpd naccMBHOro cepBepa oXuUAaeT CoeANHEHNI C
aKTMBHbIM CEPBEPOM MO Pe3epPBHOMY KaHasy ANA NpUeMa ynpaBastoLLMxX KOMaHA (Mo ymMonYaHuno
— 6084). [laHHbIVi NapameTp JO/KEH MMETb OANHAKOBOe 3HaueHue B darinax KoHdUrypaumm
TPaHCMOPTHOTO MOAYA Ha <aKTVBHOM» U <MaCcCMBHOM» KOOPAMHATOPAX.

unpack timeout — NEpPUOJ BPEMEHW B CEKYH/AX, B TEUEHME KOTOPOro akTUBHbIN cepBep byaeT
0XWAaTb OTBETbI Ha KOMaHZbl OT NaCCMBHOTO CEPBEpPA, U B C1y4ae OTCYTCTBUA OTBETOB NOBTOPATb
KOMaHZAbl (MO YMOAYaHUIO — 60). OTOT NapameTp UCMOAb3yeTCs CUCTEMOW YaneHHOro 0bHOBAEHWS
MNO. OH TakXXe onpegenser Nepuos CKaHMPOBaHWA KaTanora, 3aaHHOro napamMeTpom

upgrade path CcekUMn [upgrade], ANA aHann3a COCTOAHMA npouecca obHoeaeHus MO.

transfer timeout — Mepuoj BPeMeHU B CeKYHAaX, B TeUeHNe KOTOPOro akTUBHLIN cepBep byaeT
nbiTaTbCA NepeAaBatb konuv MFTP-KoHBepTa NacCcBHOMY CepBepy B C/ly4Yae HEMOJIHOrO
Ay6vMpoBaHuWs JaHHOTo KOHBepTa (Mo yMoauaHuio — 60). B TeueHmne aToro BpemeHn ob6paboTka
KOHBepTa Ha aKTVBHOM cepBepe KoopamnHaTope baokmpyeTcs. Ecam no ncreueHun sToro BpemeHu
KOHBEPT He byAeT nepesaH Ha NacCMBHbLIV cepBep, TO ero 06paboTka NPOAOIKUTCA.
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® use reserv — BKJHOUYEHUE WW BbIKJIHOUEHME PEXUMA PE3EPBMPOBAHNSA KOHBEPTOB B Knactepe
ropsiuero pesepBupoBaHus. BO3MOXHbIe 3HaUEeHUs:

o yes (N0 YMONYaHWIO) — KOHBEPTbLI PE3EPBUPYHOTCS.

0 no— pe3epBMPOBaHNE KOHBEPTOB HE NPON3BOAUTCA. B 3TOM Ciyyae CUHXPOHU3MPOBaTb
JaHHble 1 obHoBeHue O Ha cepBepax knactepa HeobxoAnMO Bpy4YHYro. Kpome Toro, ans
KOPPEeKTHOM paboTbl Knactepa HaCTPOMKM CEPBEPOB KacTepa AOJIXKHbI ObITb OANHAKOBBI.

Cekuma [transport]

Cekums [transport] COAEPXUT PAL NapaMeTpoB, ONPEAENAOLWMX MYTW K TPAHCMOPTHBLIM KaTtanoram, To
€CTb K KaTajsoram, y4yacTByLLMM B 06MeHe KOHBepTamMu 1 ux ob6paboTke. DT napamMeTpbl 3a4at0T IMLLb
OCHOBHble KaTanoru. BcmomoratenbHble KaTanory Co34aroTcs TPaHCNOPTHLIM MOZYJ/IEM B MpoLecce
paboTbl Kak NoAKaTasorM OCHOBHbIX. [MpK co3aaHnm KOHOUTypaLMOHHOTO daina 3HauYeHNs napameTpoB
3TOW CekL K onpeseneHbl Mo YMOSUYaHNIO OTHOCUTENbHO KaTaora, CoAep Kallero CrpaBoOYHUKM 1
KAHOUN.

MpumeyaHue. TPaHCMOPTHBIV MOAYb MPU KaXXA0M 3anycke NpoOBEPSET HaMuMe KaTaloros,
3aflaHHbIX NapamMeTpaMu Cekunn [transport], U NPy HEOBXOAMMOCTU CO3AAET UX.

Cekumns [transport] COLEPXUT cheayrolme napamMmeTpbl:

e in path — abCONIOTHbIA MyTb K KaTanory, B KOTOPbIA MOMELLAOTCA MOAHOCTbIO MPUHATbIE
KOHBEpPTbI (N0 YMOAYAHUIO — /opt/vipnet/in).

e out path — abcoOTHBIV NYTb K KaTafaory, B KOTOPbIN BHELLHWE NPUNOXKEHWS NOMeLLatoT
chopmMUpoBaHHbIe KOHBEPTbI /15 OTAPABKM (MO YMOJNUAHUIO — /opt/vipnet/out).

® trash path— abCoNtOTHBIN nyTb K KaTaniory, B KOTOprl‘/‘I NnoMeLLakoTCa yCTapeBLUNE KOHBEPTbI U3
odepean ncxogAawmnx KOHBeEPTOB — TaK Ha3biBaeMaa «KOpP3MHa» (no YMOAYaHNIO —

/opt/vipnet/trash).

Cekums [upgrade]

[aHHas cekumna cogep>XnT napameTpbl, KOTOpble ONpeaenstoT NoBejeHe TPaHCMOPTHOro MOAYAA Npu
npveme ob6HosaeHn MO ViPNet u3 nporpammbl ViPNet LieHTp ynpaBneHus cetbto:

e confsave — TWUM KOHOUIypaL My, aBTOMaTMUYECKN CO34aBaeMoit nepes 0bHoBAEHMEM. BO3MOXHbIE
3HaYeHUs:

o partial (MO yMOAYEHUIO) — YacTUYHas KOHUTypaLms, BKAKOYAIOLLLAA TONbKO
KOHOWrypaLnoHHble daiinbl (6e3 CpaBoOYHMKOB U KAtOUeW).

o full — MoJHas KOHPUrypauwms, BKItOYaroLWas KOHOUTypaLMoHHble dalisibl, CMPaBOYHUKN 1
KU,

ViPNet Coordinator HW 4. CnpaBouHOe pyKOBOACTBO MO KOHOUIypauroHHbIM daiinam | 39



o off — KOHOUrypaums He cO3aeTcs aBTOMaTUYECKH.

maxautosaves — MaKCMMaNbHOE YNCAO aBTOMATUYECKN COXPaHEHHbIX KOHOUrypaunii. BoamoxxHble
3HayeHua: oT 1 go 10. 3HaueHne no ymonyaHuto — 10. Nepes aBTOMaTM4eCKnMM Cco3jaHneM
ouepesHON KoOHPUTypaLumnm NPoBEPSETCS YNCIO paHee COXpPaHeHHbIX KoHbUrypaumi. Ecam ato
UMCNO PaBHO 3HAYEHWIO maxautosaves, TO KOHOUIypaLms, CO34aHHaA paHbLUe OCTalbHbIX,
yAansercs, nocje Yero COXpaHsaeTca Tekyluasa KoHurypaums.

upgrade_checktimeout — MePVOA NPOBEPKM TPAHCMOPTHOrO KaTasiora, 3ajlaHHOro NapamMeTpoMm
upgrade path, Ha Haanume dainoB 06HOBNEHMS NPOrpaMMHOro obecneyeHns. YkasblBaeTcs B
CeKyHAax, 3HayeHune Nno ymondaHuo — 300. B ciiyuae cooTBeTcTBUA OOHApPYXXEHHbIX Gpaiiios
06HOBAEHUSA (BpeMsi OOHOBJIEHMS U TaK Jasiee) BbI3bIBAETCA MOAYNSl OOHOBIEHMS.

upgrade for kc path — abCONIOTHbLIN NyTb K KaTanory, B KOTOPbIA BHELUHWE MPUIOXKEHWSA
nomeLLaroT pannbl * . sok C 3anpocamm Ha cepTudukaTbl (MO YMOAYAHUO —

/opt/vipnet/ccc/for kc).

upgrade ini — UMS KOHdUrypaumoHHoro daitna Ans npowecca 06HOBAEHNs (MO YMONYAHWNIO —

/opt/vipnet/user/upgrade.conf).

upgrade path — abCONOTHBIN NyTb K KaTanory, B KOTOPbIA noMeLatotcsa danabl 0bHOBAEHMA
NMpPOrpaMMHOro obecrneyeHuns Noc/ie pacnakoBKM COOTBETCTBYHOLLMX KOHBEPTOB (MO YMOAYAHWNIO —

/opt/vipnet/ccc).
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[ noccapmm

IP-nakeTt

®opmMaTUpoBaHHbI 610K MHOPMaL MK, NepesaBaembiii B CeTU No npoTtokoay IP.

IP-dbopBapamHr

IP-dbopBapAMHT MAn MapLIpyTU3aLma TpaH3uTHbIX IP-nakeToB (He npefHa3HauYeHHbIX 418 3TOro
KOMMbIOTepa), ABAAETCA OMNLMOHaAbHON BO3MOXHOCTbIO cTeka npoTtokonos TCP/IP B onepaunoHHowM
cucteme GNU/Linux. [laHHas ¢yHKUMA obecneunBaeT nepechbiaky TPaH3uUTHbIX IP-nakeToB uepes ceTeBble
nHTepdelicbl KOMMbIOTEPA.

TCP-TyHHeNb

Cnocob coeanHeHuns knneHToB ViPNet, HaxoAALWMXCA BO BHELLHWX CETAX, C Apyrumu y3namum cetn ViPNet
no npotokoay TCP. icnonb3yeTca B TOM caydae, eciv coeamHerue no npotokony UDP 3abnokmposaHo
npoangepamu ycayr IHTepHerta.

TCP-TyHHe b pa3BopayYMBaEeTCs Ha KOOPAMHATOPE, KOTOPbIV ABASETCA A/ KJIMEHTa CEPBEPOM
COeANHEHN.

ViPNet LleHTp ynpasnenus cetbio (LLYC)

ViPNet LleHTp ynpaBaeHus ceTbto — 3TO NporpaMma, BXoAsLas B COCTaB NPOrpaMMHOro obecneyeHus
ViPNet Administrator. MNpesHa3HaveHa ANs CO34aHNs W yNpaBAeHUs KOHOUrypaLmeli ceTm 1 no3BosiseT
peLnTb CiesytolLiMe OCHOBHbIE 3ajauu:

e MOCTPOEHMWE BUPTYyalbHON CETU (CETEBbIE OBBEKTBI U CBA3M MEXAY HUMU, BKIKOUAs MEXCETEBbIE);
e V3MeHeHVe KOHdUrypaLum ceTy;

e ¢dopmMMpoBaHMe 1 paccblika CrPaBOYHUKOB;

e paccblika KJto4el y310B 1 KAo4Yen nonb3oBaTenew;

e ¢dopmupoBaHMe HPOPMaLLMM O CBA3AX Nosb3oBaTtesent ans YKL

e 3ajaHune MNOJIHOMOUWI Nosib3oBaTenen cetesbix y310B ViPNet.

Appeca BUAMMOCTH

IP-agpeca, BUpTyanbHble NAWN peasibHble, MO KOTOPbIM AaHHbIA y3en BUAMT OCTanbHble y3bl ceTn ViPNet n
MO KOTOPbIM MPUNOXEHNA OTNPABAAIOT CBOW TpadukK.
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Agppeca pgocryna

IP-azpeca, MO KOTOPbLIM y3en AOCTYMNeH B CETU (HanpumMep, ajpeca MeXCeTeBOro 3kpaHa, 3a KOTOPbIM OH
HaxoAnTCs).

BazoBbIn BUPTYyanbHbIN agpec

Ba30BbIli BUPTYyaNnbHbIN agpec ABASETCA TOUKOM OoTcYeTa NPW HasHauYeHUN BUPTYabHbIX afpecoB Ans
KaXZoro 13 peasbHbiX agpecoB y3na. Ecin B faHHbI MOMEHT y3en BUgeH Nno BUpTyaabHOMY agpecy, TO
ero af;pecom JocTyna cumtaeTcs MMHo 6a30BbI BUPTYaNbHbIV afpec, IM60 BTOPUYHbIN BUPTYabHbIA
aZpec, COOTBETCTBYIOLLMIN MEePBOMY B CMMCKe peasbHOMY ajpecy.

BupTyanbHbin IP-agpec

IP-agpec, KOTOpbI NpuaoXeHns Ha ceTeBoM y3ne ViPNet (A) ncnonbsyrot ans obpalleHns K pecypcam
ceteBoro y3na ViPNet (b) nau TyHHennpyembix UM y3/710B BMECTO peanbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet b HasHauatoTca HenocpeacTBeHHO Ha y3ne A. Ha apyrux y3nax ysny
ViPNet b MoryT 6bITb Ha3HaueHbl Apyrue BUpTyanbHble agpeca. Y3ny ViPNet (b) HazHavaeTca cTOnbKO
BMPTYabHbIX aApeCcoB, CKOJbKO peasbHbIX aJpPecoB MMeeT JaHHbIY y3en. [pu n3mMeHeHnn peanbHbIX
agpecos y y3na b BoigeneHHble emy BUpTyanbHble agpeca He n3MeHatoTca. BupTyanbHble agpeca
TYHHENNPYEeMbIX Y310B NPUBA3bIBAOTCA K PeasbHbIM ajpecamM 3TUX Y3/10B U CyLLeCTBYOT, NOKa
CYLLLeCTBYeT aHHbIN peanbHblil agpec. Icnonb3oBaHne BUPTyaibHbIX aipPecoB MO3BoAsSET n3bexatb
KOHPANKTa peanbHbix IP-agpecos B cayvae, eciv y3abl paboTatoT B 1OKaAbHbIX CETAX C NepeceKaroLMMCs
afpecHbIM NPOCTPAHCTBOM, a TakXe UCNoJ/Ib30BaTh 3TV agpeca Aid ayTeHTUPUKaLnmM yaaneHHbIX y310B B
npunoxeHuax ViPNet.

BHewHwne IP-agpeca

AZpeca BHeLLHeRn ceTu.

BHelwHsAA ceTb

CerTb, oTaeneHHasa ot BHyTPEHHeVI CETN MeXCETEBbLIM 3KPAaHOM.

AnHamuueckmin ceTeBon MHTEpdENC

PazHoBMAHOCTL ceTeBOro MHTepdenca (CM. rnoccapuid, cTp. 44), KoTopblin fobaBaseTcs B npoLiecce
paboTbl NpW HaCTyMAeHMM HEKOTOPOro cobbITUA (Hanpumep, NpY NOAKAOYEHWM BCTPOeHHOro namn USB-
MOZemMa, NPeOCTaBAAOLLENO AaHHbI MHTEPdENC).

JVHamnyeckne nHTepdeincbl 06 BEAVHAROTCS B Fpynnbl MO TUMY MHTepdeiica. NMo3aTomy nHoraa MoxeT
BCTPEYaTbCA TEPMUH «FPYMNMOBON AVMHAMUYECKUI MHTEPDENCH.

CyLLecTBYHOT CiefytoLime rpynnbl AMHAMUYECKUX NHTEPdENCOoB:
e ppp — rpynna nHTepdencos AN NOAKAOUEHNA K MOBUABHOWN CETU Yepe3 BCTPOEHHbIN MOJeM;

e wifi — rpynna nHTepdercoB Ans nogkatodeHmns Kk becnposogHol cetn Wi-Fi.
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|/|HKaI'ICyJ'IFILI|I/I$I MnakeToB

MpUHUMN Nepeaaun AaHHbIX, NPY KOTOPOM AaHHble B dopmaTte OAHOro NPOTOKOAa YyNakoBbIBAOTCS B
dopmart gpyroro npoTokona.

Knactep ropsiuero pesepBmpoBaHms

KnacTtep ropsuyero pesepBrMpoBaHuA COCTOUT 13 ABYX B3auMocBA3aHHbIX cepBepoB ViPNet Coordinator
HW, oarH 13 KoTopbIx (akTUBHBLIN) BbINOAHAET GyHKL KN KoopamHaTopa ceTu ViPNet, a gpyroii cepeep
(NaccMBHBIN) HaxoAMTCA B pexxmme oxXxuaaHus. B cryyae cboes, KpUTUUHBIX Ana paboTtocnocobHoct MO
ViPNet Ha aKTMBHOM cepBepe, MacCMBHbIN cepBep NepPeKNtoYaeTcs B akTUBHbIV PEXUM ANA BbINMOAHEHNS
dyHKLMI cboMHOro cepeepa. Mpu 3ToM COOMHBIA cepBep nepesarpy>aeTcs 1 CTaHOBUTCA NAaCCUBHbBIM.

KnneHnt (ViPNet-kaneHT)

CeteBowi y3en ViPNet, KOTOPbIN ABAAETCA HaUYaNbHOMW NAN KOHEYHON TOUKOW nepejayn AaHHbIX. B
OT/IUME OT KOOPAMHATOPA KANEHT He BbIMOHAET QYHKLUN MapLLpyTU3aLmm Tpaduka u cayxebHom
NHPopMaumn.

KoopawnHatop (ViPNet-koopanHaTop)

CeTeBoW y3e/, NPeACTaBAAOWMIA COBOM KOMMbIOTEP C YCTAHOBAEHHBIM MPOrpaMMHbIM obecrnedyeHnem
koopanHaTopa (ViPNet Coordinator) uan cneumanbHbIl NporpaMMHO-annapaTtHbIn KoMniekc. B pamkax
ceTn ViPNet koopamHaTOp BbINONHAET CepBepHble YHKLIMM, a TakKe MapLupyTM3aumnio Tpadurka um
cnyxebHon nHdopmauuu.

MapLpytmsauyms

Mpouecc Bbibopa NyTW Ans nepegauv MHGOPMaLMKM B CETU.

MexceTeBou 3KpaH

YCTPOMCTBO Ha rpaHuLLe OKaNbHOW CETH, Cay>Kallee A/ NPesoTBPaLLeHUs HECAHKLIMOHMPOBAHHOIO
AOCTyNa 13 OAHOM CeTU B Apyryro. MexXceTeBon 3KpaH NPOBepPSET BECh BXOAALLMA U UCXOAALLUNA IP-
Tpaduk, Nocae Yero NPMHMMAETCA PeLLEHME O BO3MOXHOCTU Aa/ibHeNLLero HanpasieHus Tpaduka K
NYHKTY Ha3HaueHuns. MexceTeBol 3kpaH 0BbIYHO OCYyLLECTBASET NpeobpazoBaHNe BHYTPEHHMX aZpecoB
B aApeca, AOCTYyMHble U3 BHelHeW ceTn (BbinosHseT NAT).

MeTpuka agpeca focTyna

Onpe,a,enﬂeT 3a4ep>XKy (B MVIJ'IJ'IVICGKyHAaX) OTNPaBKM TECTOBbIX MAaKeTOB MPW BbINOJHEHUN OMNPOCa y3/a
4na onpeaeneHna AOCTYNHOCTU ajpeca. I'Ipep,Ha3HaL|eHa ANA 3alaHnA NpUopuTeTa NCNoJib30BaHUA
KaHanoB CBA3W.

PeanbHbin IP-agpec

IP-azpec, HazHauyeHHbIN ceTeBOMY MHTEPdENCY KOMMbIOTEPa B NOKaNbHOW ceTn uaun VIHTepHeTe.
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CepBep coeanHeHWU

®YHKLMOHaNbHOCTb KOOpAMHATOPa, obecneunBatoWwas CoeanHeHe KINEHTOB APYT C APYrOM B Ciyuae,
€C/I OHW HaXOAATCA B Pa3HbIX NMOACETAX U HE MOTYT COeMHUTLCSA HanpaMyto. [lns Kaxgoro KaveHTa
MOXHO BblbpaTb CBOI cepBep CoeAMHEHWUN. [10 YMONYaHNIO CEPBEPOM COEANHEHUI A/ KNNEHTa
Ha3HaueH cepsep IP-agpecos.

CeTeBoW MHTEpPdENC

®dusmnyeckoe UM BUPTYyaNbHOE YCTPOMCTBO ANS MOAKIOUYEHNs KOMMbioTepa K ceT. C MOMOLLbLO
ceTeBOro UHTepdeiica KOMMNbLIOTEP OCYLLECTBAAET NpreM 1 nepegadvy IP-nakeTos. B kayecTBe
dunsmyeckoro nHTepderica MoOXET CIYXXWTb CETEBAA MaTa, MOAEM W Apyrne noAobHble YCTPOWCTBa, B
KauecTBe BUPTyasbHOrO — arpernpoBaHHbli HTepdeiic, nHTepdenc ans VLAN.

CeteBowu y3en ViPNet

¥Y3en, Ha KOTOPOM YCTaHOBAEHO NporpammHoe obecneveHmne ViPNet, 3apernctpupoBaHHbIl B
nporpamme ViPNet LieHTp ynpaBneHus ceTbto.

CeTb ViPNet

Jlornyeckas ceTb, opraHM3oBaHHas C MOMOLLbIO NporpaMmmHoro obecneverus ViPNet n
npeacTaBAstoLLas cobon cOBOKYNMHOCTb ceTeBbIx Y3108 ViPNet.

Cetb ViPNet nmeet cBOIO agpecaumto, NO3BOAAIOLLYIO HafaauTb 0bMeH MHPOPMaLMen Mexay ee y3namu.
Kaxgas ceTb ViPNet umeet cBOW yHMKanbHbIA HOMEpP (MAeHTUdUKaATOP).
CnpaBoOYHNKM N KNHOUM

CI'IpaBO‘-IHMKI/I, KNHO4YN y31a N KNKOYU NOAb30BaTeNA.

CraTnueckmnu ceteBou nHTEpdenc

CeteBoW nHTepdelic (CM. rnoccapuii, cTp. 44), ans paboTbl KOTOPOro TpebyeTcs 3ajaTh CEKLMUIO
[adapter] B paine iplir.conf.

TpaHcnauma cetesbix agpecos (NAT)

TexHonorns, no3posstoLLas NnpeobpasosbiBaTh |IP-agpeca 1 NopThl, NCNOAb3YIOLLMECH B OAHON CETY, B
aZipeca v NopTbl, UCMOJb3YHOLLMECS B APYTOW.

TpaHcnopTHbIK Moaynb (MFTP)

KomnoHeHT nporpammHoro obecnevenus ViPNet, npeaHasHauyeHHbIN a1 obMeHa MHGOpMaLmel B CeTu
ViPNet.
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TyHHennpoBaHue

TexHONOTUA, NO3BOAAOLWAS 3aLLNTUTb COEANHEHNA MEXAY Y3N1aMM JIOKaNbHbIX CETEN, KOTOPbIe
obmeHunBatoTca nHPopmaLmer yepes VIHTepHeT nan gpyrve nybanyHble cetu, NyTeM UHKanNcyaaumm um
wndposaHus Tpadmrka 3TUX Y310B HE CAMUMM Y31aMK, @ KOOPAMHATOPaMU, KOTOPble YCTaHOBAEHbI Ha
rpaHuLe nx nokanbHbIx ceTer. Mpun 3ToM ycTaHoBKa nporpaMmHoro obecrnieyeHms ViPNet Ha 3T y3nbl
Heobs3aTeslbHa, TO €CTb TYHHepPYeMble Y3bl MOTYT 6bITb KaK 3aLUMLEHHbIMM, Tak U OTKPbITbIMW.

Y3en cetn ViPNet
CeTeBoW y3e/, Ha KOTOPOM YCTaHOBJ/IEHO nporpaMmMHoe obecnevenue ViPNet ¢ dyHkumel wnpposaHms
Tpadrka Ha CeTeBOM ypOBHE.

LLinto30BOM KOOPANHATOP

KoopavHaTop, uepes KOTOPbIN OCyLLEeCTBASETCA 0OMEH TPAHCMOPTHLIMY KOHBEPTAMU MEXY CETAMMU
ViPNet, ycTaHOBMBLUMMY MEXCETEBOE B3aMMOAENCTBME.

LLinto3oBble KOOPAMHATOPLI Ha3HavatoTcs B LIYCe kaxz0oin ceTv npu opraHun3auum B3amMMogencTBms
MeXAy ABYyMS pa3andHbiMu cetamum ViPNet.
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